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Copyright

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photo-static, recording
or otherwise, without the prior written consent of the manufacturer.

Trademarks

All products and trade names used in this document are trademarks or registered
trademarks of their respective holders.

Changes

The material in this document is for information purposes only and is subject to change
without notice.

Warning

1. A shielded-type power cord is required in order to meet FCC emission limits and
also to prevent interference to the nearby radio and television reception. It is
essential that only the supplied power cord be used.

Use only shielded cables to connect I/0 devices to this equipment.

You are cautioned that changes or modifications not expressly approved by the
party responsible for compliance could void your authority to operate the equipment.

Disclaimer

AIC® shall not be liable for technical or editorial errors or omissions contained herein.
The information provided is provided "as is" without warranty of any kind. To the extent
permitted by law, neither AIC® or its affiliates, subcontractors or suppliers will be liable
for incidental, special or consequential damages including downtime cost; lost profits;
damages relating to the procurement of substitute products or services; or damages for
loss of data, or software restoration. The information in this document is subject to
change without notice.

Instruction Symbols

Special attention should be given to the instruction symbols below.

This symbol indicates that there is an explanatory or

< NOTE supplementary instruction.

This symbol denotes possible hardware impairment. Upmost
CAUTION . .
precaution must be taken to prevent serious hardware damage.

The user may suffer possible injury from disregard or lack of

This symbol serves as a warning alert for potential body injury.
o WARNING
attention.



The Redfish functionality of AIC's project that uses the AST2600 BMC chip is based on the
Redfish 1.15 specification version.

Redfish is a software solution developed to be fully compliant with DMTF Redfish
specification. It allows users to browse physical resources at the chassis and system level
through an intuitive web-based user interface. Redfish is web based management protocol.
It is built upon Representational State Transfer (REST) which is itself based on HTTP 1.1
protocol. Redfish improves the scalability and help customers to integrate with existing
tools.

Redfish is a hypermedia APl with a small set of defined URI's. This document provides the
API list supported by the Redfish Server and the HTTP methods for each URL in addition to
a detailed explanation of the request and JSON response properties. As Redfish is built on
OData specification, it discusses the OData properties and the OData identifier for the
resources.

Redfish provides information categorized under specific resource end point. The redfish
clients allow to utilize the end points using following HTTP methods:-

GET
POST
PATCH
DELETE

Not all end points support all these operations. When not supported it must send back 405
HTTP Status. Such details on the operations are provided by the Redfish JSON Schema.
Redfish Server follows DSP0266 1.15.1 Specification and DSP8010 2019.2 Redfish
Schema Base version and the upgraded Schemas are mentioned under
“RTP_v13.5_Feature_URI_Schema_Guide” Excel.



2.1 Redfish API List

The following Redfish defined URI’s are supported by the Redfish Service.
Table 1 Redfish API List

Resource

Resource URI

Redfish Schema

Service Root /redfish/v1/ ServiceRoot.v1_7_0.ServiceR
oot
Computer /redfish/v1/Systems ComputerSystemCollection.
System ComputerSystemCollection
Collection
Computer /redfish/v1/Systems/{{system_instance}} ComputerSystem.v1_16_0.C
System /redfish/v1/Systems/{{system_instance}}/SD omputerSystem
BootOption /redfish/v1/Systems/{{systems_instance}}/Boot | BootOptionCollection.BootO
Collection Options ptionCollection
BootOption /redfish/v1/Systems/{{systems_instance}}/Boot | BootOption.v1_0_3.BootOpti
Options/{{BootOption_Instacne}} on
/redfish/v1/Systems/{{systems_instance}}/Boot
Options/{{BootOption_Instacne}}/SD
Memory /redfish/v1/Systems/{{system_instance}}/Mem | MemoryCollection.MemoryC
Collection ory ollection
Memory /redfish/v1/Systems/{{system_instance}}/Mem | Memory.v1_11_0.Memory
ory/{{Memory_instance}}
Processor Collection 1: ProcessorCollection.Process
Collection /redfish/v1/Systems/{{system_instance}}/Proce | OrCollection
ssors
Collection 2:
/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{Proc_Instance}}/SubProcessors
/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{NetworkAdapter_instance}}/Proc
€ssors
Processor Instance 1: Processor.v1_10_0.Processr

/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{system_processor_instance}}

Instance 2:

/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{Proc_Instance}}/SubProcessors/{{SubPr
oc_instance}}




/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{NetworkAdapter_instance}}/Proc
essors/{{NetworkAdapter_processor_instance}}

Ethernet /redfish/v1/Managers/{{manager_instance}}/Et | EthernetinterfaceCollection.E
Interface hernetinterfaces thernetinterfaceCollection
Collection /redfish/v1/Systems/{{systems_instance}}/Ethe

rnetinterfaces
Bios /redfish/v1/Systems/{{system_instance}}/Bios | Bios.v1_2_0.Bios

/redfish/v1/Systems/{{system_instance}}/Bios/
SD

Simple Storage
Collection

/redfish/v1/Systems/{{system_instance}}/Simpl
eStorage

SimpleStorageCollection.Sim
pleStorageCollection

Simple Storage

/redfish/v1/Systems/{{system_instance}}/Simpl
eStorage/{{system_simplestorage_instance}}

SimpleStorage.v1_3_0.Simpl
eStorage

LogServiceColle
ction

/redfish/v1/Systems/{{system_instance}}/LogS
ervices

/redfish/v1/Managers/{{manager_instance}}/Lo
gServices

/redfish/v1/Chassis/{{chassis_instance}}/LogSe
rvices

LogServiceCollection.LogSer
viceCollection

Log Service

/redfish/v1/Systems/{{system_instance}}/LogS
ervices/{{system_log_instance}}

/redfish/v1/Managers/{{manager_instance}}/Lo
gServices/{{manager_log_instance}}

/redfish/v1/TelemetryService/LogService

/redfish/v1/Chassis/{{chassis_instance}}/LogSe
rvices/{{chassis_log_instance}}

LogService.v1_1_3.LogServic
e

LogEntry
Collection

/redfish/v1/Systems/{{system_instance}}/LogS
ervices/{{system_log_instance}}/Entries

/redfish/v1/Managers/{{manager_instance}}/Lo
gServices/{{manager_log_instance}}/Entries

/redfish/v1/TelemetryService/LogService/Entrie
S

/redfish/v1/Chassis/{{chassis_instance}}/LogSe
rvices/{{chassis_log_instance}}/Entries

LogEntryCollection.LogEntry
Collection

Log Entry

/redfish/v1/Systems/{{system_instance}}/LogS
ervices/{{system_log_instance}}/Entries/{{syste
m_logentry_instance}}

/redfish/v1/Managers/{{manager_instance}}/Lo
gServices/{{manager_log_instance}}/Entries/{{m
anager_logentry_instance}}

/redfish/v1/TelemetryService/LogService/Entrie
s/{{telemetry_logentry_instance}}

/redfish/v1/Chassis/{{chassis_instance}}/LogSe
rvices/{{chassis_log_instance}}/Entries/{{chassi

LogEntry.v1_12_0.LogEntry




s_logentry _instance}}

Systems
Ethernetinterfac
e

/redfish/v1/Systems/{{system_instance}}/Ether
netinterfaces/{{system_ethifc_instance}}

Ethernetinterface.v1_6_2.Eth
ernetinterface

VLANNetwork
InterfaceCollect
ion

/redfish/v1/Systems/{{system_instance}}/Ether
netinterfaces/{{system_ethifc_instance}}/VLANs

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{network_apadter_instance}}/Net
workDeviceFunctions/{{network_device_functio
n_instance}}/Ethernet/VLANs

VLanNetworkInterfaceCollec
tion.VLanNetworkInterfaceC
ollection

VLAN Network
Interface

/redfish/v1/Systems/{{system_instance}}/Ether
netinterfaces/{{system_ethifc_instance}}/VLANs
/{{system_vlan_instance}}

/redfish/v1/Systems/{{system_instance}}/Ether
netinterfaces/{{system_ethifc_instance}}/VLANs
/{{system_vlan_instance}}/SD

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{network_apadter_instance}}/Net
workDeviceFunctions/{{network_device_functio
n_instance}}/Ethernet/VLANs/{{Vlan_instance}}

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{network_apadter_instance}}/Net
workDeviceFunctions/{{network_device_functio
n_instance}}/Ethernet/VLANs/{{Vlan_instance}}/
SD

VLanNetworklInterface.v1_2_
0.VLanNetworkInterface

ChassisCollecti
on

/redfish/v1/Chassis

ChassisCollection.ChassisCo
llection

Chassis /redfish/v1/Chassis/{{chassis_instance}} Chassis.v1_15_0.Chassis
Power /redfish/v1/Chassis/{{chassis_instance}}/Power | Power.v1_5_4.Power
Thermal /redfish/v1/Chassis/{{chassis_instance}}/Ther | Thermal.v1_5_3.Thermal
mal
PowerSubSyste | /redfish/v1/Chassis/{{chassis_instance}}/Power | PowerSubsystem.v1_1_0.Po
m SubSystem werSubsystem
ThermalSubSys | /redfish/v1/Chassis/{{chassis_instance}}/Ther | ThermalSubsystem.v1_0_0.T
tem malSubSystem hermalSubsystem

ThermalMetrics

/redfish/v1/Chassis/{{chassis_instance}}/Ther
malSubSystem/ThermalMetrics

ThermalMetrics.v1_0_1.Ther
malMetrics

Fans Collection

/redfish/v1/Chassis/{{chassis_instance}}/Ther
malSubSystem/Fans

FanCollection.FanCollection

Fans

/redfish/v1/Chassis/{{chassis_instance}}/Ther
malSubSystem/Fans/{{fan_instance}}

Fan.v1_1_1.Fan

PowerSupplies
Collection

/redfish/v1/Chassis/{{chassis_instance}}/Power
SubSystem/PowerSupplies

PowerSupplyCollection.Powe
rSupplyCollection

PowerSupplies
Instance

/redfish/v1/Chassis/{{chassis_instance}}/Power
SubSystem/PowerSupplies/{{powersupplies_ins
tance}}

PowerSupply.v1_3_0.PowerS
upply




PowerSupplyMe
trics

/redfish/v1/Chassis/{{chassis_instance}}/Power
SubSystem/PowerSupplies/{{powersupplies_ins
tance}}/Metrics

PowerSupplyMetrics.v1_0_1.
PowerSupplyMetrics

ManagerCollect
ion

/redfish/v1/Managers

ManagerCollection.Manager
Collection

Manager /redfish/v1/Managers/{{manager_instance}} Manager.v1_13_0.Manager
ManagersNetw | /redfish/v1/Managers/{{manager_instance}}/Ne | ManagerNetworkProtocol.v1
orkProtocol tworkProtocol _6_0.ManagerNetworkProtoc

ol

Seriallnterfaces
Collection

/redfish/v1/Managers/{{manager_instance}}/Se
rialinterfaces

SeriallnterfaceCollection.Seri
allnterfaceCollection

Seriallnterfaces

/redfish/v1/Managers/{{manager_instance}}/Se
rialinterfaces/{{manager_serialifc_instance}}

Seriallnterface.v1_1_5.Seriall
nterface

VirtualMedia /redfish/v1/Managers/{{manager_instance}}/Vir | VirtualMediaCollection.Virtua
Collection tualMedia IMediaCollection
Virtual Media /redfish/v1/Managers/{{manager_instance}}/Vir | VirtualMedia.v1_3_2.VirtualM

tualMedia/{{virtualmedia_instance}}

edia

AccountService

/redfish/v1/AccountService

AccountService.v1_8_0.Acco
untService

Manager /redfish/v1/AccountService/Accounts ManagerAccountCollection.
Account ManagerAccountCollection
Collection

Manager /redfish/v1/AccountService/Accounts/{{accoun | ManagerAccount.v1_5_0.Ma
Account t_instance}} nagerAccount

Role Collection

/redfish/v1/AccountService/Roles

RoleCollection.RoleCollectio
n

Role /redfish/v1/AccountService/Roles/{{role_instan | Role.v1_3_0.Role

ce}}
Event /redfish/v1/EventService/Subscription EventDestinationCollection.E
Destination ventDestinationCollection
Collection
Event /redfish/v1/EventService/Subscriptions/{{Subsc | EventDestination.v1_7_0.Eve
Destination riptions_instance}} ntDestination

EventService

/redfish/v1/EventService

EventService.v1_5_0.EventSe
rvice

TaskService

/redfish/v1/TasksService

TaskService.v1_1_4.TaskSer
vice

Task Collection

/redfish/v1/TaskService/Tasks

TaskCollection.TaskCollectio
n

Task

/redfish/v1/TaskService/Tasks/{{task_instance}
}

Task.v1_4_2.Task

JSON Schema
filecollection

/redfish/v1/JsonSchemas

JsonSchemaFileCollection.J
sonSchemaFileCollection

JSON Schema
file

/redfish/v1/JsonSchemas/<json_schema_name
>

JsonSchemaFile.v1_1_4.Jso
nSchemafFile

Session
Collection

/redfish/v1/SessionService/Sessions

SessionCollection.SessionCo
llection




Session Service

/redfish/v1/SessionService

SessionService.v1_1_6.Sessi
onService

Session

/redfish/v1/SessionService/Sessions/{{session_

id}}

Session.v1_2_1.Session

MessageRegistr
y

/redfish/v1/Registries/Base.1.12.0.json

MessageRegistry.v1_5_0.Me
ssageRegistry

MessageRegistr
y

/redfish/v1/Registries/{{Registry_instance.json}}

MessageRegistry.v1_3_1.Me
ssageRegistry

MessageRegistr
yFileCollection

/redfish/v1/Registries

MessageRegistryFileCollecti
on.MessageRegistryFileColle
ction

Message
Registry File

/redfish/v1/Registries/{{Registry_instance}}

MessageRegistryFile.v1_1_3.
MessageRegistryFile

AttributeRegistr
y

/redfish/v1/Registries/{{Registry_instance.json}}

AttributeRegistry.v1_3_2 Attri
buteRegistry

PrivilegeRegistr

/redfish/v1/Registries/{{Registry_instance.json}}

PrivilegeRegistry.v1_1_4.Privi

y legeRegistry
NetworklInterfac | /redfish/v1/Systems/{{system_instance}}/Netw | NetworkInterfaceCollection.
eCollection orkinterfaces NetworkinterfaceCollection

NetworklInterfac
e

/redfish/v1/Systems/{{system_instance}}/Netw
orkinterfaces/{{Networkinterface_instance}}

NetworkInterface.v1_2_0.Net
worklInterface

NetworkDevice
Function
Collection

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{networkadapter_instance}}/Netw
orkDeviceFunctions

/redfish/v1/Systems/{{systems_instance}}/Net
worklInterfaces/{{netiface_instance}}/NetworkD
eviceFunctions

NetworkDeviceFunctionColle
ction.NetworkDeviceFunctio
nCollection

NetworkDevice

/redfish/v1/Chassis/{{chassis_instance}}/Netw

NetworkDeviceFunction.v1_5

Function orkAdapters/{{NetworkAdapter_instance}}Netw | _0.NetworkDeviceFunction
orkDeviceFunctions//{{networkDeviceFunctions
_instance}}
/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{NetworkAdapter_instance}}Netw
orkDeviceFunctions//{{networkDeviceFunctions
_instance}}/SD
NetworkAdapte | /redfish/v1/Chassis/{{chassis_instance}}/Netw | NetworkAdapterCollection.N
r orkAdapters etworkAdapterCollection
Collection
NetworkAdapte | /redfish/v1/Chassis/{{chassis_instance}}/Netw | NetworkAdapter.v1_8_0.Net
r orkAdapters/{{networkadapter_instance}} workAdapter
Storage /redfish/v1/Systems/{{system_instance}}/Stora | StorageCollection.StorageCo
Collection ge llection
Storage /redfish/v1/Systems/{{system_instance}}/Stora | Storage.v1_9_0.Storage
ge/{{Storage_instance}}
Volume /redfish/v1/Systems/{{system_instance}}/Stora | VolumeCollection.VolumeCol
Collection ge/{{Storage_instance}}/Volumes lection




Volume /redfish/v1/Systems/{{system_instance}}/Stora | Volume.v1_5_0.Volume
ge/{{Storage_instance}}/Volumes/{{Volume_inst
ance}}
PCleDevice /redfish/v1/Chassis/{{chassis_instance}}/PCleD | PCleDeviceCollection.PCleDe
Collection evices viceCollection
PCleDevice /redfish/v1/Chassis/{{chassis_instance}}/PCleD | PCleDevice.v1_4_0.PCleDevi

evices/{{PCleDevices_instance}}

ce

PCleFunction
Collection

/redfish/v1/Chassis/{{chassis_instance}}/PCleD
evices/{{PCleDevices_instance}}/PCleFunctions

PCleFunctionCollection.PCle
FunctionCollection

PCleFunction

/redfish/v1/Chassis/{{chassis_instance}}/PCleD
evices/{{PCleDevices_instance}}/PCleFunctions
/{{PCleFunctions_instance}}

PCleFunction.v1_2_3.PCleFu
nction

UpdateService | /redfish/v1/UpdateService UpdateService.v1_6_0.Updat
eService
SecureBoot /redfish/v1/Systems/{{system_instance}}/Secur | SecureBoot.v1_1_0.SecureBo
eBoot ot
Drives /redfish/v1/Systems/{{system_instance}}/Stora | Drive.v1_13_0.Drive

ge/{{Storage_instance}}/Drives/{{Drive_instance

b

MemoryDomain
Collection

/redfish/v1/Systems/{{system_instance}}/Mem
oryDomain

MemoryDomainCollection.M
emoryDomainCollection

MemoryDomain

/redfish/v1/Systems/{{system_instance}}/Mem
oryDomain/{{MemoryDomain_Instance}}

MemoryDomain.v1_2_3.Mem
oryDomain

MemoryChunks | /redfish/v1/Systems/{{system_instance}}/Mem | MemoryChunksCollection.M

Collection oryDomain/{{MemoryDomain_Instance}}/Memor | emoryChunksCollection
yChunks

MemoryChunks | /redfish/v1/Systems/{{system_instance}}/Mem | MemoryChunks.v1_4_0.Mem

oryDomain/{{MemoryDomain_Instance}}/Memor
yChunks/{{MemoryChunks_Instance}}

oryChunks

MemoryMetrics

/redfish/v1/Systems/Self/Memory/{{Memory_in
stance}}/MemoryMetrics

/redfish/v1/Systems/Self/MemorySummary/Me
moryMetrics

MemoryMetrics.v1_3_0.Mem
oryMetrics

ProcessorMetri | /redfish/v1/Systems/{{system_instance}}/Proce | ProcessorMetrics.v1_0_2.Pro
cs ssors/{{ Processors_instance}}/ProcessorMetric | cessorMetrics

S
PCleSlots /redfish/v1/Chassis/{{chassis_instance}}/PCleS | PCleSlots.v1_1_1.PCleSlots

lots

AccelerationFun
ctionCollection

/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{ Processors_instance}}/AccelerationFun
ctions

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{NetworkAdapter_instance}}/Proc
essors/{{ NetworkAdapter_processors_instance
}}/AccelerationFunctions

AccelerationFunctionCollecti
on.AccelerationFunctionColl
ection




AccelerationFun
ction

/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{Processors_instance}}/AccelerationFun
ctions/{{AccelerationFunction_instance}}

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{NetworkAdapter_instance}}/Proc
essors/{{Processors_instance}}/AccelerationFu
nctions/{{AccelerationFunction_instance}}

AccelerationFunction.v1_0_2.
AccelerationFunctionCollecti
on

Assembly

/redfish/v1/Chassis/{{chassis_instance}}/Asse
mbly

/redfish/v1/Systems/{{system_instance}}/Stora
ge/{Storageld}/Assembly

/redfish/v1/Systems/{{system_instance}}/Stora
ge/{{Storage_instance}}/Drives/{{Drive_instance
}}/Assembly

/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{Processor_instance}}/Assembly

/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{Processor_instance}}/SubProcessors/{{
SubProcessor_instance}}/Assembly

/redfish/v1/Systems/{{system_instance}}/Mem
ory/{{Memory_instance}}/Assembly

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{NetworkAdapter_instance}}/Asse
mbly

/redfish/v1/Chassis/{{chassis_instance}}/PCleD
evices/{{PCleDevice_instance}}/Assembly

Assembly.v1_2_2.Assembly

SensorCollectio
n

/redfish/v1/Chassis/{{chassis_instance}}/Senso
rs

SensorCollection.SensorColl
ection

Sensor /redfish/v1/Chassis/{{chassis_instance}}/Senso | Sensor.v1_0_2.Sensor
rs/{{sensor_instance}}

SecureBootData | /redfish/v1/Systems/{{systems_instance}}/Secu | SecureBootDatabaseCollecti

bases reBoot/SecureBootDatabases on.SecureBootDatabaseColle

Collection ction

SecureBootData | /redfish/v1/Systems/{{systems_instance}}/Secu | SecureBootDatabase.

base reBoot/SecureBootDatabases/{{SBDB_instance} | v1_0_0.SecureBootDatabase

}

SignatureCollec
tion

/redfish/v1/Systems/{{system_instance}}/Secur
eBoot/SecureBootDatabases/{{secureboot_data
bases_instance}}/Signatures

SignatureCollection.Signatur
eCollection

Signature

/redfish/v1/Systems/{{system_instance}}/Secur
eBoot/SecureBootDatabases/{{secureboot_data
bases_instance}}/Signatures/{{Signature_instan

ce}}

Signature.v1_0_1. Signature

PortCollection

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{NetwrokAdapter_instance}}/Ports

PortCollection.PortCollection




/redfish/v1/Systems/{{systems_instance}}/Grap
hicsControllers/{{graphicscontroller_instance}}/
Ports

/redfish/v1/Systems/{{systems_instance}}/USB
Controllers/{{usbcontroller_instance}}/Ports

Port

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{NetwrokAdapter_instance}}/Ports
/{{Port_instance}}

/redfish/v1/Systems/{{systems_instance}}/Grap
hicsControllers/{{graphicscontroller_instance}}/
Ports/{{port_instance}}

/redfish/v1/Systems/{{systems_instance}}/USB
Controllers/{{usbcontroller_instance}}/Ports/{{p
ort_instance}}

Port.v1_5_0.Port

OperatingConfi
gCollection

/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{Processors_instance}}/OperatingConfig
s

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{ NetworkAdapters
instance}}/Processors/{{NetworkAdapters_Proc
essors_instance}}/OperatingConfigs

OperatingConfigCollection.O
peratingConfigCollection

OperatingConfi
g

/redfish/v1/Systems/{{system_instance}}/Proce
ssors/{{ Processors_instance}}/OperatingConfig
s/{{OperatingConfig_instance}}

/redfish/v1/Chassis/{{chassis_instance}}/Netw
orkAdapters/{{ NetworkAdaptersinstance}}/Proc
essors/{{NetworkAdapters_Processors_instanc
e}}/OperatingConfigs/{{OperatingConfig_instanc
e}}

OperatingConfig.v1_0_2.0per
atingConfig

StorageControll
erCollection

/redfish/v1/Systems/{{system_instance}}/Stora
ge/{{Storage_instance}}/Controllers

StorageControllerCollection.
StorageControllerCollection

StorageControll
er

/redfish/v1/Systems/{{system_instance}}/Stora
ge/{{Storage_instance}}/Controllers/{{Controller
_instance}}

StorageController.v1_0_0.0p
eratingConfig

MediaController
Collection

/redfish/v1/Chassis/{{chassis_instance}}/Media
Controllers

MediaControllerCollection

MediaController

/redfish/v1/Chassis/{{chassis_instance}}/Media
Controllers/{{mediacontrollers_instance}}

MediaController.v1_1_0.Medi
aController

USBController
Collection

/redfish/v1/Systems/{{systems_instance}}/USB
Controllers

USBControllerCollection.USB
ControllerCollection

USBController

/redfish/v1/Systems/{{systems_instance}}/USB
Controllers/{{USBController_instance}}

USBController.v1_0_0.USBCo
ntroller

GraphicsControl
lers
Collection

/redfish/v1/Systems/{{systems_instance}}/Grap
hicsControllers

GraphicsControllerCollection.
GraphicsControllerCollection

GraphicsControl
ler

/redfish/v1/Systems/{{systems_instance}}/Grap

GraphicsController.v1_0_0.Gr
aphicsController




hicsControllers/{{graphicscontroller_instance}}

CertificateServi | /redfish/v1/CertificateService CertificateService.v1_0_2.Cer
ce tificateService
CertificateLocat | /redfish/v1/CertificateService/CertificateLocatio | CertificateLocations.v1_0_2.
ions ns CertificateLocations

CertificateColle
ction

/redfish/v1/AccountService/Accounts/{{accoun
t_instance}}/Certificates

/redfish/v1/Managers/{{manager_instance}}/Ce
rtificates

/redfish/v1/Managers/{{manager_instance}}/Ne
tworkProtocol/HTTPS/Certificates

/redfish/v1/Systems/{{system_instance}}/Boot/
Certificates

/redfish/v1/AccountService/LDAP/Certificates

/redfish/v1/AccountService/LDAP/Certificates/
Oem/Ami/ClientCertificates

/redfish/v1/Systems/{{system_instance}}/Secur
eBoot/SecureBootDatabases/{{database_instan
ce}}/Certificates

CertificateCollection.Certific
ateCollection

Certificate

/redfish/v1/AccountService/Accounts/{{accoun
t_instance}}/Certificates/{{certificate_instance}}

/redfish/v1/Managers/{{manager_instance}}/Ne
tworkProtocol/HTTPS/Certificates/{{certificate_
instance}}

/redfish/v1/Systems/{{system_instance}}/Boot/
Certificates/{{certificate_instance}}

/redfish/v1/AccountService/LDAP/Certificates/
1

/redfish/v1/AccountService/LDAP/Certificates/
Oem/Ami/ClientCertificates/1

/redfish/v1/Managers/{{manager_instance}}/Ce
rtificates/ASD

/redfish/v1/Systems/{{system_instance}}/Secur
eBoot/SecureBootDatabases/{{database_instan
ce}}/Certificates/{{certificate_instance}}

Certificate.v1_4_0.Certificate

ExternalAccoun

/redfish/v1/AccountService/ExternalAccountPro

ExternalAccountProviderColl

tProvider viders ection.ExternalAccountProvi
Collection derCollection
ExternalAccoun | /redfish/v1/AccountService/ExternalAccountPro | ExternalAccountProvider.v1_
tProvider viders/RADIUS 1_2.ExternalAccountProvider
Actioninfo /redfish/v1/Chassis/{{system_instance}}/Reset | ActionInfo.v1_1_2.ActionInfo

ActionInfo

/redfish/v1/Managers/{{manager_instance}}/Re
setActioninfo

/redfish/v1/Systems/{{system_instance}}/Reset

10




ActionInfo

/redfish/v1/Systems/{{system_instance}}/Bios/
ChangePasswordActioninfo

/redfish/v1/Systems/{{system_instance}}/Secur
eBoot/ResetKeysActioninfo

/redfish/v1/EventService/SubmitTestEventActio
ninfo

/redfish/v1/TelemetryService/SubmitTestMetric
ReportActioninfo

/redfish/v1/UpdateService/SimpleUpdateActionl
nfo

/redfish/v1/Managers/{{manager_instance}}/Vir
tualMedia/{{virtualmedia_instance}}/EjectMedia
Actioninfo

/redfish/v1/Managers/{{manager_instance}}/Vir
tualMedia/{{virtualmedia_instance}}/InsertMedi
aActioninfo

/redfish/v1/AccountService/Accounts/{Manage
rAccountld}/Certificates/{Certificateld}/Certifica
te.RekeyActioninfo

/redfish/v1/Systems/{ComputerSystemld}/Boot
/Certificates/{Certificateld}/Certificate.RekeyAct
ioninfo

/redfish/v1/AccountService/LDAP/Certificates/{
Certificateld}/Certificate.RekeyActioninfo

/redfish/v1/AccountService/LDAP/Certificates/
Oem/Ami/ClientCertificates/{Certificateld}/Certi
ficate.RekeyActionInfo

/redfish/v1/Managers/{Managerld}/Certificates
/{Certificateld}/Certificate.RekeyActioninfo

/redfish/v1/Managers/{Managerld}/NetworkPro
tocol/HTTPS/Certificates/{Certificateld}/Certific
ate.RekeyActioninfo

/redfish/v1/AccountService/Accounts/{Manage
rAccountld}/Certificates/{Certificateld}/Certifica
te.RenewActioninfo

/redfish/v1/Managers/{Managerld}/NetworkPro
tocol/HTTPS/Certificates/{Certificateld}/Certific
ate.RenewActioninfo

/redfish/v1/Systems/{ComputerSystemld}/Boot
/Certificates/{Certificateld}/Certificate.RenewAc
tioninfo

/redfish/v1/AccountService/LDAP/Certificates/{
Certificateld}/Certificate.RenewActioninfo

/redfish/v1/AccountService/LDAP/Certificates/
Oem/Ami/ClientCertificates/{Certificateld}/Certi
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ficate.RenewActionInfo

/redfish/v1/Managers/{Managerld}/Certificates
/{Certificateld}/Certificate.RenewActionInfo

/redfish/v1/CertificateService/CertificateService
.ReplaceCertificateActioninfo

/redfish/v1/CertificateService/CertificateService
.GenerateCSRActionInfo

/redfish/v1/Chassis/{{chassis_instance}}/PCleD
evices/{{PCleDevice_instance}}/PCleFunctions/{
{PCleFunction_instance}}/ChangeStateActionInf
o

/redfish/v1/Systems/{{system_instance}}/Mem
ory/{{memory_instance}}ChangeStateActioninfo

/redfish/v1/UpdateService/UploadCABundleActi
oninfo

/redfish/v1/Managers/{{manager_instance}}/Oe
m/EnableRMediaActioninfo

/redfish/v1/Managers/{{manager_instance}}/Oe
m/ConfigureCDInstanceActioninfo

/redfish/v1/Managers/{{manager_instance}}/Oe
m/RedfishPowerSaveModeActionInfo

/redfish/v1/Managers/{{manager_instance}}/Oe
m/BackupConfigActioninfo

/redfish/v1/Managers/{{manager_instance}}/Oe
m/RestoreConfigActioninfo

Softwarelnvent
oryCollection

/redfish/v1/UpdateService/Firmwarelnventory

SoftwarelnventoryCollection.
SoftwarelnventoryCollection

Softwarelnvent
ory

/redfish/v1/UpdateService/Firmwarelnventory/{
Softwarelnventory_instance}

Softwarelnventory.v1_2_3.So
ftwarelnventory

Table 2 AMI OEM Extensions

AMI OEM Extensions

Configurations

/redfish/v1/0em/Ami/Configurations

AMIConfigurations.v1_0_0.
AMIConfigurations

AccountServic
eConfiguration
S

/redfish/v1/AccountService/Oem/Ami/Configur
ations

AMIAccountServiceConfig
urations.v1_0_0.AMIAccou
ntServiceConfigurations

InventoryData | /redfish/v1/0em/Ami/InventoryData/Status AMlinventoryStatus.v1_0_0
Status .AMlInventoryStatus
Systems /redfish/v1/Systems/{{systems_instance}}/Oem | AMIBiosTable.v1_0_0.AMI
BiosTable /Ami/BiosTable BiosTable

Systems /redfish/v1/Systems/{{systems_instance}}/Oem | AMIBiosTableTags.v1_0_0.
BiosTableTag | /Ami/BiosTableTags AMIBiosTableTags

S
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Systems /redfish/v1/Systems/{{system_instances}}/Oem | InventoryCRC.v1_0_0.Inven
InventoryCrc | /Ami/Inventory/Crc toryCRC

SMTP /redfish/v1/EventService/Oem/Ami/SMTP/Certi | AMISMTPCertificateCollec
Certificates ficates tion.v1_0_0.AMISMTPCerti
Collection ficateCollection

SMTP /redfish/v1/EventService/Oem/Ami/SMTP/Certi | AMISMTPCertificate.v1_0_
Certificates ficates/{{Certificate instance}} 0.AMISMTPCertificate
SNMP /redfish/v1/AccountService/Accounts AMIManagerAccount.v1_0
Account _0.AMIManagerAccount
AdvancedRADI | /redfish/v1/AccountService/ExternalAccountPro | AMIAdvanceRADIUSSettin
USSetting viders/RADIUS/Oem/Ami/AdvancedRADIUSSetti | g.v1_0_0.AMIAdvanceRADI

ng

USSetting

2.2 Redfish HostInterface API List

The following Redfish defined URI’s are supported by the Redfish Service:

Table 3 Redfish HostInterfaceAPI List

Resource Resource URI Redfish Schema
HostInterface /redfish/v1/Managers/{{manager_instance}}/Ho | HostInterfaceCollection.Host
Collection stinterfaces InterfaceCollection

HostInterface

/redfish/v1/Managers/{{manager_instance}}/Ho
stinterfaces/{{hostinterface_instance}}

HostInterface.v1_3_0.HostInt
erface

HostEthernetint
erface

/redfish/v1/Managers/{{manager_instance}}/Ho
stinterfaces//{{hostinterface_instance}}/HostEt

EthernetinterfaceCollection.E
thernetinterfaceCollection

Collection hernetinterfaces

ManagerEthern /redfish/v1/Managers/{{manager_instance}}/Et | Ethernetinterface.v1_6_2.Eth
etinterface : .

Instance hernetinterfaces/{{ethernetinterface_instance}} | ernetinterface
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2.3 Redfish Telemetry API List

Table 4 Redfish Telemetry API List

Resource

Resource URI

Redfish Schema

TelemetryServic
e

/redfish/v1/TelemetryService

TelemetryService.v1_2_1.Tel
emetryService

MetricDefinition
Collection

/redfish/v1/TelemetryService/MetricDefinitions

MetricDefinitionCollection.M
etricDefinitionCollection

MetricDefinition

/redfish/v1/TelemetryService/MetricDefinitions/
{{ MetricDefinitions_instance}}

MetricDefinition.v1_0_3.Metri
cDefinition

Metric Report

/redfish/v1/TelemetryService/MetricReportDefin

MetricReportDefinitionCollec

Definition - tion.MetricReportDefinitionC
. itions .

Collection ollection

Metric Report /redfish/v1/TelemetryService/MetricReportDefin | MetricReportDefinition.v1_3_

Definition itions/{{ MetricReportDefinitions_instance}} 0.MetricReportDefinition

Metric Report . . . MetricReportCollection.Metri

Collection /redfish/v1/TelemetryService/MetricReports cReportCollection

Metric Report

/redfish/v1/TelemetryService/MetricReports/{{
MetricReport_instance}}

MetricReport.v1_2_0.MetricR
eport

Trigger . . . TriggersCollection.TriggersC

Collection /redfish/v1/TelemetryService/Triggers ollection

Trigger Q’}(}edflsh/ﬂ/TeIemetrySerwce/{{Trlggers_lnstanc Trigger.v1_1_1.Trigger

Telemetry /redfish/v1/TelemetryService/LogService LogService.v1_1_3.LogServic

LogService e

Igleé?]f:ry /redfish/v1/TelemetryService/LogService/Entrie | LogEntryCollection.LogEntry
gEntry S Collection

Collection

Telemetry /redfish/v1/TelemetryService/LogService/Entrie

LogEntry s/{{Entries_instance}} LogEntry.v1_12_0.LogEntry

2.4 Redfish Composability API List

Table 5 Redfish Composability API List

Resource

Resource URI

Redfish Schema

CompositionSer
vice

/redfish/v1/CompositionService

CompositionService.v1_1_2.
CompositionService

ResourceBlocks
Collection

/redfish/v1/CompositionService/ResourceBlock
S

ResourceBlockCollection.Res
ourceBlockCollection

ResourceBlocks

/redfish/v1/CompositionService/ResourceBlock
s/{{ResourceBlock_instance}}

ResourceBlock.v1_3_2.Resou
rceBlock

ResourceZone | /redfish/v1/CompositionService/ResourceZone | ZoneCollection.ZoneCollecti

Collection S on

ResourceZone /redflsh/v1/Compos‘ltlonSerwce/ResourceZone Zone.v1_3.1.Zone
s/{{ResourceZones_instance}}

Capabilities /redfish/v1/Systems/Capabilities ComputerSystem.v1._16_0.C

omputerSystem
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2.5 Responses

This section describes about the response headers, Error codes, and response format.

2.5.1 Response Headers

The response messages specified in this document refers to Redfish 1.15.1 Specification

2.5.2 Redfish Error Response

In the case of an error, Redfish REST API responds with an HTTP status code, as defined
by the HTTP 1.1 specification and constrained by additional requirements defined in this
specification.

HTTP Response: status codes alone often do not provide enough information to determine
the error cause. The Redfish REST API returns extended error information as a JSON
object with a single property named error.

Table 6 Error Code Response

Attribute Description
String indicating a specific error or message (not to be confused with
Message ID the HTTP status code). This code can be used to access a detailed

message from a message registry.

This is the human readable message, if provided. This property shall

Message contain anoptional human readable message.
An optional array of strings representing the substitution parameter
Message Args values for the message. This shall be included in the Response: if a
Message ID is specified for a parameterized message.
Severity An optional string representing the severity of the error.
Resolution An optional string describing recommended action(s) to take to

resolve the error.

An optional array of JSON Pointers defining the specific properties
within a JSON payload described by the message.

Related Properties

NOTE

While passing empty data in the request body of the POST call, the following error
Message ID will be shown in the response. Except ClearLog Action under LogService and
EventDestination.ResumeSubscription Action under Subscription.

+  POST Actions which require mandatory parameters for execution:

n o

“Messageld” : “Base.1.12.0.ActionParameterMissing” or

n o

“Messageld” : “Base.1.12.0.PropertyMissing” or
“Messageld” : “Base.1.12.0.EmptyJSON”
«  POST Action which is used for creation of resources:

“Messageld” : “Base.1.12.0.CreateFailedMissingRegProperties” or

n o

“Messageld” : “Base.1.12.0.PropertyMissing” or
“"Messageld” : “Base.1.12.0.EmptyJSON”

Common Error Status Codes
The following are the common error codes that are handled in Redfish:
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404 Not Found

The request specified a URI of a resource that does not exist. This status code is
returned for any of the HTTP Methods namely GET, POST, PATCH and DELETE.

400 Bad Request

The request could not be processed because it contains missing or invalid
information (such as validation error on an input field, a missing required value, and
so on). An extended error shall be returned in the response body, as defined in the
above mentioned table.

This is typically returned with PATCH or POST response involving request
parameters.

405 Method Not Found

The HTTP verb specified in the request (e.g., DELETE, GET, HEAD, POST, PATCH) is
not supported for this request URI. The response shall include an Allow header
which provides a list of methods that are supported by the resource identified by
the Request-URI.

This is typically returned with POST, PATCH, DELETE on the URL for which it s not
supported.

501 Not Implemented
Server does not support the functionality required to fulfill the request.

NOTE
If request method not supported in the lighttpd, it will return 501 directly (Not JSON
format).

Request Validation Sequence

1. Check authorization. If not granted, throw 401 “Base.1.12.AccessDenied”

2. Check entity privilege. If not granted, throw 403
“Security.1.0.InsufficientPrivilege”.

3. Check if the URI exists of not. If it doesn t exists throw 404
“Base.1.12.0.ResourceMissingAtURI”

4. Check whether Redfish is in firmware update. If Redfish is in firmware update,
throw 403 “Security.1.0.FWUpdatelnProgress”.

5. Check allow method. If operation not allowed, throw 405
“HttpStatus.1.0.MethodNotAllowed”.

6. Check request body media type. If not correct, throw 415
“HttpStatus.1.0.UnsupportedMediaType”.

7. Check request body format. If not correct, throw 400
“Base.1.12.0.UnrecognizedRequestBody”.

8. If the request method is PATCH check for precondition header and if header is
not present, throw 428 “"Ami.1.0.PreconditionHeaderMissing”. If header is
available validate PreconditionHeader and throw 412
“HttpStatus.1.0.PreconditionFailed” if validation failed.

9. Check for property validation errors in request-body and throw suitable 400
BadRequest error.

16



2.5.3 Status Codes

The status codes of each and every response in tabulated in the chapter 6.5.2 in Redfish
1.15.1 Specification.
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This Section explains the Request URI’s and JSON Responses for the allowable HTTP
methods for each of the Redfish Resources as explained below from Section Collection,
Section OData properties explains the OData properties that are common to all the Redfish
Entities. Section User Configuration Properties explains the user configurable properties
and its reference document for the list. Section Resource, Resource Entity give a brief list
of properties which are inherited by all Entities in the Sections given below from 3.4.

3.1 ODATA Properties

OData Properties are used to provide information on the resource like its ID, type, context,
etc. accessed by an URI.
The following are the properties used in Redfish:
For Eg:
{
"@odata.context": "/redfish/v1/Smetadata#ServiceRoot.ServiceRoot’,
“@odata.etag”: “\"1488550735\"”,
“@odata.id” : “/redfish/v1/”,

}
Table 7 OData Attributes
Name Type ReadOnly Description
The value of this property shall be the context URL
@odata.context | String True thatdescribes the resource according to OData-

Protocol and shall be of the form defined in the
Redfish specification.

The value of this property shall be the unique
@odata.id String True identifierfor the resource and it shall be of the form
defined in the Redfish specification.

The value of this property shall be an absolute URL
that specifies the type of the resource and it shall be
of the form defined in the Redfish specification. The
type values for each Redfish Entity gives the schema
it follows and is mentioned in Redfish API List under
Schema column.

@odata.type String True

ETags provide the ability to conditionally retrieve or
update a resource. This value gives the timestamp
at which the resource properties have been
initialized or modified.
NOTE
According to Redfish Specification 1.15.1 under
section 6.5 Etags, we have “An ETag is a time
stamp value that changes when the underlying
object changes”.

@odata.etag

So the etag for all Collection resources in Redfish
will change if the etag of the underlying instances
change.
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@odata.
nextLink

String

True

Format : uri-reference
The URI to the resource containing the next set of
partial members.

NormalRule

It is applicable only for collections and can display
only 50 entries a time. If the entries are less than 50,
then Members@odata.nextLink property will not be
displayed.

For example, if only 30 logs,
Members@odata.nextLink will not be shown. If it
has 63 logs, then Members@odata.nextLink will
show.

3.2 User Configurable Properties

® Redfish allows the user to specify default values for some properties in the existing
Redfish Entities like themaximum number of records, overwrite policy in Log Services,
sensor related properties in Chassis Thermal, Voltage, Temperature, Power etc. and
some properties in all the services namely Event, Task, Session and Account Service.
These properties can be configured through redis commands as specified in the
Configurable Properties Section in “MegaRAC Redfish - How to Add OEM extensions”

document.
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3.3 Resource

The resource properties specified in this Section are inherited by all API'S mentioned in
this document. The following are the different Resource schema properties.

Table 8 Resource Type Definitions

Name Type ReadOnly Description
. Uniquely identifies the resource within the collection
Id String True .
of like resources.
Description Null, True Provides a description of this resource and is used
String for commonality in the schema definitions.
Name String True This object represents the Name property.
. pattern: ([0-9a-fl{8}-[0-9a-f]{4}-[0-9a-f|{4}-[0-9a-f|{4}-
UuiD String True [0-9a-fl{12})
Name Type | ReadOnly Description
This indicates the
DurableNa . world wide,
String | True )
me persistent name
Identifier Object True of the resource.
This represents
DurableNa String | True the format of the
meFormat g DurableName
property.

All EnumTypes mentioned in this table are of “String” Type.

Table 9 Resource - Enum Types

State

Enum Description

Enabled This function or resource has been enabled
Disabled This function or resource has been disabled

StandbyOffline

This function or resource is enabled, but awaiting an external
action to activate it

This function or resource is part of a redundancy set and is

StandbySpare awaiting a failover or other external action to activate it.
InTest This function or resource is undergoing testing

Starting This function or resource is starting

Absent This function or resource is not present or not detected

UnavailableOffline

This function or resource is present but cannot be used.

The element will not process any commands but will queue new

Deferring
requests
. The element is enabled but only processes a restricted set of
Quiesced
commands.
Updating The element is updating and may be unavailable or degraded.
Reset
On Turn the system on
ForceOff Turn the system off immediately (non-graceful) shutdown

GracefulShutdown

Perform a graceful system shutdown and power off

Perform an immediate (non-graceful) shutdown, followed by a

ForceRestart restart of the system, ForceRestart will Power ON when system is
already OFF
PowerCycle Power cycle the unit. PowerCycle will Power ON when system is
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| already OFF

Health / HealthRollup

OK Normal

Warning A condition exists that requires attention.

Critical A critical condition exists that requires immediate attention.

IndicatorLED

Lit The Indicator LED is lit.

Blinking The Indicator LED is blinking.

Off The Indicator LED is off.

Table 10 Resource Complex Types

Links

Zraorﬁzrty Type Description

Oem Object Th?s object represen‘[sj the Oem property. It can also contain an

object of type OemObject.

Status

Z;orﬁzrty Type Read Only Description
This property shall represent if this component is
available or not and why. Refer Table Resource -
Enum Types for Resource. State for the possible
Enum values. Enabled indicates the resource is
available. Disabled indicates the resource has
been intentionally made unavailable but it can be

. enabled. Offline indicates the resource is

State String True : ; . . .
unavailable intentionally and requires action to be
made available. InTest indicates that the
component is undergoing testing. Starting
indicates that the resource is on its way to
becoming available.
Absent indicates the resources is physically
unavailable

HealthRoll . This property shall represent the HealthState of

String True .

up the resource and its dependent resources.
This property shall represent the HealthState of

Health String True the resource without considering its dependent
resources.

Oem Object False Oem extensipn object. This object represents the
Oem properties.

Table 11 Resource schema properties

Identifier

Zraorﬁzrty Type Read Only | Description

DurableNam . This property shall contain the world wide unique identifier

String True
e for the resource.
This property shall represent the format of the

DurableNam DurableName property.

e String True Enum Description

Format NAA This durable name shall be a hexadecimal

representation of the Name Address
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Authority structure as defined in the T11
Fibre Channel - Framing and Signaling - 3
(FC-FS-3) specification

NOTE
North Bound Support only available.

This durable name shall be a hexadecimal
representation of the World Wide Name
format as defined in the T11 Fibre

FC_WWN Channel Physical and Signaling Interface
Specification.
NOTE
North Bound Support only available.
This durable name shall be the
hexadecimal representation of the
Universal Unique Identifier as defined in
the Internation Telecom Union’s OSI
UulID networking and system aspects -
Naming, Addressing and Registration
Specification.
NOTE
North Bound Support only available.
This durable name shall be the
hexadecimal representation of the IEEE-
defined 64-bit Extended Unique Identifier
EUI as defined in the IEEE"s Guidelines for 64-
bit Global Identifier (EUI-64) Specification.
NOTE
North Bound Support only available.
This durable name shall be in the iSCSI
Qualified Name format as defined in RFC
iQN 3720 and RFC 3721
NOTE
North Bound Support only available.
Location
Name Type Read Only | Description
,rASItltudeMete Number | True The altitude of the resource in meters.
Latitude Number | True The latitude resource.
Longitude Number | True The longitude resource in degrees.
Refer Resource Complex Types under Resource.
Note
Oem Object True This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Array of contact information.
Name Type | Read Only | Description
Contacts Array True ContactName String | False Name of this
contact.
EmailAddress String | False E’T‘a" address for
this contact.
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PartLocation

Object

True

Postal address of the addressed resource.

Read

Name Type Only Description
The number that
represents the location
of the part.
LocationOrd b i If LocationType is slot
inalValue number | true and this unit is in slot 2
then the
LocationOrdinalValue
will be 2.
The type of location of
the part, such as slot,
bay, socket and slot.
Enum Description
Defines a
slot as the
Slot type of
location.
Defines a
LocationTy String true Bay bay as the
pe type of
location.
Defines a
Connector connector
as the type
of location.
Defines a
socket as
Socket the type of
location.
The orientation for the
ordering of the slot
enumeration used by the
LocationOrdinalValue
property.
Enum Description
Defines the
ordering for
FrontTo the .
‘ ‘ . Back LgcatlonOr
Orientation | String true dinalValue
is front to
back.
Defines the
ordering for
the
BackTo LocationOr
Front dinalValue
is back to
front.
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TopTo
Bottom

Defines the
ordering for
the
LocationOr
dinalValue
is top to
bottom.

BottomTo
Top

Defines the
ordering for
the
LocationOr
dinal Value
is bottom
to top.

LeftTo
Right

Defines the
ordering for
the
LocationOr
dinal Value
is left to
right.

RightTolLe
ft

Defines the
ordering for
the
LocationOr
dinal Value
is right to
left.

Reference

String

true

Defines a reference area

for the loc
part.

ation of the

Enum

Description

Top

Defines the
part as being
in the top of
the unit.

Bottom

Defines the
part as being
in the bottom
of the unit.

Front

Defines the
part as being
in the front of
the unit.

Rear

Defines the
part as being
in the rear of
the unit.

Left

Defines the
part as being
in the left of
the unit.
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Defines the
part as being
in the right of
the unit.

Right

Defines the
part as being
in the middle
of the unit.

Middle

ServicelLabe

The label of the part
location, such as a

PostalAddres
s

Object

False

I String true silkscreened name or a
printed label

A place within the addressed location.

Name Type gﬁfyd Description

Additionalln String false Area designation or

fo other additional info.
The value shall conform

AdditionalC String False the requirements of the

ode ADDCODE field as
defined in RFC5139.

Building String False | Name of the building.

. . City, township, or shi

City String False (UP).

Community | String False | Postal community name.
The value shall conform

Country String False the requirements of the
Country field as defined
in RFC5139.

District String False éjgiu;tlgisp; Iréstrzlﬂ;m
City division, borough,

Division String False | dity district, ward, chou
(JP).

Floor String False | The value shall conform
the requirements of the
FLR field as defined in
RFC5139. Itis used to

HouseNum String | False | Provide a floor

ber designation.
Numeric portion of
house number.

tl;i;)russuef:;m String False | House number suffix.
The value shall conform
the requirements of the
LMK field as defined in

Landmark String False | RFC5139.1Itis used to

identify a landmark or
vanity address.
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LeadingStre

A leading street

Placement

Object

False

etDirection String False direction.
. . Room designation or

Location String False other additional info.
The value shall conform
the requirements of the

Name String False | NAM field as defined in
RFC5139. Itis used to
name the occupant.

POBox String | False Post office box (P.O.
box).
A description of the type

PlaceType | String False | of place thatis
addressed.

PostalCode | String False Postal code (or zip
code).

Road String False | A primary road or street.

RoadBranch | String False | Road Branch

RoadPostM String | False | Road post-modifier.

odifier

RoadPreMo . o

difier String False | Road pre-modifier.

rI?oadSectlo String False | Road Section

RoadSubBr String False | Road Sub Branch

anch

Room String False Name or number of the
room.

Seat String False Seat (degk, cubicle,
workstation).

Street String False | Street name

StreetSuffix | String False Ayenue, Platz, Street,
Circle.

Territory String False A‘top—level subdivision
within a country.

TrailingStre . - .

etSuffix String False | A trailing street suffix.

. . Name or number of the
unit String | False unit (apartment, suite).
Egzlghborho String False | Neighborhood or block.
Postal address of the addressed resource.

Read _—

Name Type Only Description
Additionalln Strin false Area designation or
fo 9 other additional info.
Rack String false Ngnje of a rack location

within a row.

Vertical location of the
RackOffset Numbe False | teminterms of

r

RackOffsetUnits.
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Enum Description

Defines a rack

unit as being
Openu
RackOffset . equal to 45.3
: String | false mm (1.89 in).
Units -
Defines a rack
EIA_31 | unit as being
0 equal to 1.75
in (44.45 mm).
Row String False | Name of row
Table 12 Enum Types - Indicator LED
Member Name Description

Lit The Indicator LED is lit.
Blinking The Indicator LED is blinking
Off The Indicator LED is off.
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3.4 Service Root

This resource represents the root of the Redfish service, located at the “/redfish/v1/” URL.
As a hypermedia API, all other resources accessible through the Redfish interface on this
device are linked directly or indirectly from the Service Root.

GET

Request

https://{{ip}}/redfish/v1/
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 13 Service Root Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Resource Complex Types under Resource
NOTE
This property will be a part of JSON response
Oem Object only if an oem property is implemented according
to “How to Add OEM extensions” document.

Refer below table “Oem Object” for more

information.
Id(M) String True Refer Resource
Name(M) String True Refer Resource
I . Provides description of the resource. Refer

Description String True
Resource

UuID String True Refer Resource
The value of this string shall represent the version
of the Redfish service.

RedfishVersion String True Thg formqt of this string shall be qf the format
majorversion.minorversion.errata in compliance
with Protocol Version Section of the Redfish
specification.

Product String True The product name associated with this Redfish

service.

Contains information about protocol features
supported by the service.

Name Type Eﬁlad Description
ProtocolFeatures . y - -
Object True The information
Supported
DeenOpera about deep
'eeptp Object True | operations that
tions .
the service
supports.
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Refer Table
DeepOperations
Properties

This indicates
whether the
“excerpt” query
parameter is
supported.

ExcerptQu
ery

Boolean | True

Contains
information
about the use of

ExpandQu . Sexpand in the
ery Object True service.

Refer
ExpandQuery
Properties.

This indicates
whether the
Sfilter query
parameter is
supported.

FilterQuery | Boolean | True

This indicates

OnlyMemb whether the ‘only’
Boolean | True
erQuery query parameter
is supported.
This indicates
SelectQuer whether the
Boolean | True | Sselect query
y parameter is
supported.
Systems(N) Object True Link to a collection of Systems
Chassis(N) Object True Link to a collection of Chassis
Managers(N) Object True Link to a collection of Managers
Tasks(N) Object True Link to Task Service
Qc):countSerwce( Object True Link to the Account Service.
EventService(N) | Object True Link to the Event Service.
)SessmnSerwce(N Object True Link to the Session Service.
Registries(N) Object True Link to a collection of Registries.
JsonSchemas(N) | Object True Link to a collection of Json-Schema files.
UpdateService(N) | Object True Link to the UpdateService.
ngposmonSerw Object True Link to the CompositionService.
TelemetryService | Object True Link to the TelemetryService.
. The vendor or manufacturer associated with this
Vendor String True : .
Redfish service.
CertificateService | Object True Link to the CertificateService
The Links property, as described by the Redfish
Links(M) Object True Specification, shall contain references to resources

that are related to, but not contained by
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(subordinate to), this resource.

Property Read

Name Type Only Description

OEM extension
object Refer
Resource Complex
Types under Section
Resource.

NOTE

It will be present
in response if
there is an oem
Property
implemented
according to “How
to Add OEM
extensions”
document.

Oem Object | False

Link to a collection
of Sessions

Sessions | Object | True

Table 14 ExpandQuery Properties

Name Type Read Only | Description
ExpandAll Boolean True This |.nd|cates whether the ngpand support of
asterisk (expand all entries) is supported.
This indicates whether the expand support of the
Levels Boolean True e ;
Slevels qualifier is supported by the service.
This indicates whether the Sexpand support of
Links Boolean True tilde (expand only entries in the Links section) is
supported.
This indicates the maximum number value of the
MaxLevels Number True e :
Slevels qualifier in Sexpand operations.
This indicates whether the Sexpand support of
NoLinks Boolean True period (expand only entries not in the Links
section) is supported.
Table 15 DeepOperations Properties
Name Type Read Only Description
An indication of whether the service supports the
ExpandAll Boolean True deep PATCH operation,
DeepPOST Boolean True An indication of whether the service supports the
deep POST operation.
MaxLevels Number True The maximum levels of resources allowed in deep

operations.
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Table 16 Oem Ob

ject

Name

Type

Read Only

Description

Ami

Object

True

Contains information related to AMI features
supported by the service.

Name Type

Read
only

Description

@odata.t

Strin
ype g

True

Refer ODATA
Properties

Configur

ations Object

True

A reference to AMI
Oem Configurations
URI.

NOTE

Links will be
available only
when AMI OEM
Extension feature
is enabled in BMC
Image in PRJ.

Inventory
DataStat
us

Object

True

A reference to the
InventoryData
Status URI.

NOTE

Links will be
available only
when AMI OEM
Host Interface
feature is enabled
in AMI BMC Image
in PRJ and

for this Link to be
visible refer
section Redfish
Inventory Support
for further details
o this URI.

RtpVersi

on String

True

This indicates the
Redfish Technology
Pack version.
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3.5 Collection

Table 17 Collection Properties

Name Type Read Only | Description
@odata.context String True Refer ODATA Properties
Refer Section CollectionCapabilities Annotation
. . NOTE
C@)Dn%ead;;sbr;l.nc‘izlslectl Object True This annotation will be present in Systems
Collection “redfish/v1/Systems” and
ResourceZone Instance response only.
@odata.id String True Refer ODATA Properties
@odata.type String True Refer ODATA Properties
@odata.etag String True Refer ODATA Properties
Refer Resource Complex Types under Resource.
NOTE
Oem Object True It will be present in response if there is an oem
property implemented according to “How to Add
OEM extensions” document.
Members Array True Contains the members of this collection
(li/loeimtbers@odata. Number True Collection members count.
Name String True Name of the Collection
Description String True Provides a description of the resource
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3.6 System API

3.6.1 Computer System Collection

This resource references a collection of links, each pointing to a Computer System
resource instance.

GET
Request
GET https://{{ip}}/ redfish/v1/Systems
Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.
POST
Request
POST https://{{ip}}/ redfish/v1/Systems
Content-Type: application/json
Example POST Request Body:
{
“Name” : “NewSystem”,
“Links” :{
“ResourceBlocks” : [
{ “@odata.id” : “/redfish/v1/CompositionService/ResourceBlocks/ComputeBlock” },
{ “@odata.id” : “/redfish/v1/CompositionService/ResourceBlocks/DrivesBlock” }
]
2
“HostName” : “Intel”
}
Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created ystem. For Error Responses refer Section “Redfish
Error Response” and Section “Status Codes”.
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3.6.2 Computer System

A computer system represents a machine (physical or virtual) and the local resources
such as memory, CPU and other devices that can be accessed from that machine.
Information on these resources or sub systems are also linked to this resource. This
resource shall be used to represent resources that represent a computing system in the
Redfish specification.

GET
Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}
Content-Type: application/json
Response
The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 18 ComputerSystem Properties

Name Type Read Only | Description

A Reference to the FutureState URI for this

resource.

Name Type R Description

Only

@odata.ty String | True Refer O!)ATA

pe Properties
A Reference to
the FutureState
URI for this
resource.

] _ NOTE
@RedeShSettln ObJeCt True This property is
gs populated by

Host Interface
SettlngsOb Object | True as part of
ject Inventory.
(Extra Bios
Support is
needed. Refer
Section Redfish
Inventory
Support for
detailed
information).
g)?td ata.con String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Oem Object Refer Table Resource Complex Types under
Section Resource
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NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.

Id (M) String True Resource Identifier
Name (M) String True Name of the Resource
I . Provides description of the resource. Refer
Description String True
Resource
An enumeration that indicates the kind of system
that this resource represents.
Enum Description
Physical A computer system
A computer system that
Composed has been created by
binding resource blocks
together.
. A virtual machine instance
Virtual . )
running on this system.
SystemType String True 0S An operating system
instance.
PhysicallyPartitioned A hardware-based partition
of a computer system.
A virtual or software-based
VirtuallyPartitioned partition of a computer
system.
A computer system that
DPU performs the_functipns of a
data processing unit, such
as a SmartNIC.
The Links property, as described by the Redfish
Specification, shall contain references to resources
that are related to, but not contained by
(subordinate to), this resource
Name Type R Description
Only
Refer Table
Resource Complex
Types under
Section Resource
NOTE
Links Object True It will be present
Oem Object in response if
there is an oem
property
implemented
according to
“How to Add
OEM extensions”
document
. An array of
Chassis( Array True | references to the
N) L .
chassis in which
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this system is
contained

Chassis
@odata.
count

Number

True

An integer
representing the
number of items in
a collection.

Managed
By(N)

Array

True

An array of
references to the
Managers
responsible for
this system.

Managed
By@odat
a.count

Number

True

An integer
representing the
number of items in
a collection.

Powered
By(N)

Array

True

An array of ID[s] of
resources that
power this
computer system.
Normally the ID
will be a chassis or
a specific set of
power Supplies.

NOTE

Platform specific
porting needed;
require specific
platform
libraries support
and hook
between the
specific libraries
and gami
module should
be added.;
require specific
platform libraries
support and
hook between
the specific
libraries and
gami module
should be added.
Refer Platform
Specific
Properties
Section in OEM
Extension doc.

Powered
By@odat
a.count

Number

True

An integer
representing the
number of items in
a collection.
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CooledB

Arra
y(N) y

True

An array of ID[s] of
resources that
cool this computer
system. Normally
the ID will be a
chassis or a
specific set of
fans.

NOTE

Platform specific
porting needed;
require specific
platform libraries
support and
hook between
the specific
libraries and
gami module
should be
added.; require
specific platform
libraries support
and hook
between the
specific libraries
and gami
module should
be added. Refer
Platform
Specific
Properties
Section in OEM
Extension doc.

CooledB
y@odata
.count

Number

True

An integer
representing the
number of items in
a collection.

Endpoint

s(N) Array

True

An array of
references to the
endpoints that
connect to this
system.

NOTE

These will be
available only as
a part of FPX
Product.

Endpoin
ts@odat
a.count

Number

True

An integer
representing the
number of items in
a collection.
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AssetTag

String

False

The user definable tag that can be used to track
this computer system for inventory or other client
purposes.

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

Manufacturer

String

True

Manufacturer or OEM of this system. Default it will
be null value

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

Model

String

True

Model number of this system. Default it will be null
value

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Refer Platform Specific
Properties Section in “How to Add OEM
extensions” document.

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

SKU

String

True

The value of this property shall contain the
manufacturer Stock Keeping Unit (SKU) for the
system. Default it will be null value

NOTE
This property will be populated by Host Interface,
(Extra Bios Support is needed).

SerialNumber

String

True

The value of this property shall contain the serial
number for this system. Default it will be null value

NOTE
This property will be populated by Host Interface,
(Extra Bios Support is needed).

PartNumber

String

True

Part number for this system as defined by the
manufacturer. Default it will be null value

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added.

Refer Platform Specific Properties Section in
“How to Add OEM extensions” document. This
can be populated by Host Interface, (Extra

Bios Support is needed).

SubModel

String

True

This property shall contain the information about
the sub-model (or config) of the system. This shall
not include the model/product name or the
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manufacturer name. Default it will be null value

uuID

String

True

The value of this property shall be used to contain
a universal unique identifier number for the
system. RFC4122 describes methods that can be
used to create the value. The value should be
considered to be opaque. Client software should
only treat the overall value as a universally unique
identifier and should not interpret any sub-fields
within the UUID. Default it will be null value

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

HostName

String

True

The value of this property shall be the host name
for this system, as reported by the operating
system or hypervisor.This value is typically
provided to the Manager by a service running in the
host operating system. Default it will be null value

NOTE

Northbound API is supported but still requires
host interface and host agent support from host
agent and in-band communication channel and
platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.

IndicatorLED

String

False

The value of this property shall contain the
indicator light state for the indicator light
associated with this system. Default it will be null
value

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

Enum Description

Lit The Indicator LED is Lit.

Blinking The Indicator LED is Blinking.

Off The Indicator LED is Off.

PowerState

String

True

The current power state of the system.

Enum Description

On The system is powered on.

The system is powered off, although
some components may continue to
have AUX power such as
management controller.

off

Boot

Object

False

This object shall contain properties which describe
boot information for the current resource. Changes
to this object do not alter the BIOS persistent boot
order configuration.

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

BiosVersion

String

True

The version of the system BIOS or primary system
firmware. Default it will be null value
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NOTE

This can be populated by Host Interface (Extra
Bios Support is needed).

ProcessorSumm
ary

This object describes the central processors of the
system in general detail.

NOTE

This will be populated by Host Interface (Extra
Bios Support is needed).

Name

Type

Read
Only

Description

CoreCo
unt

Number,
Null

True

This property shall
contain the total
number of central
processor cores in
in the system.
Default it will be null
value

NOTE
Minimum’0’

Count

Number

True

The number of
processors in the
system. Default it
will be null value

Model

String

True

The processor
model for the
primary or majority
of processors in this
system. Default it
will be null value

Metrics

Object

True

The link to the
metrics associated
with all processor in
this system.

Please refer section
ProcessorMetrics.

NOTE

This can be
populated by Host
Interface (Extra
Bios Support is
needed).

Status

Object

True

Refer Resource
Complex Types
under Section
Resource. Default it
will be null value

NOTE
Northbound only
support.

MemorySummary

This object describes the central memory of the
system in general detail.
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NOTE

This can be populated by Host Interface (Extra

Bios Support is needed).

Name

Type

Read
Only

Description

TotalSy
stemM
emoryG
iB

Number

True

The total installed,
operating
systemaccessible
memory (RAM),
measured in GiB.
Default it will be null
value

Status

Object

True

Refer Resource
Complex Types
under Section
Resource. Default it
will be null value
NOTE

Northbound only
support.

Memor
yMirrori

ng

String

True

The ability and type
of memory mirroring
supported by this
system.

It can take any of
the following
values:- System,
DIMM, Hybrid, None.
Default it will be null
value

NOTE

Northbound only
support.

Metrics

Object

True

The link to the
metrics associated
with all memory in
this system.

NOTE

This can be
populated by Host
Interface (Extra
Bios Support is
needed).

TotalSy
stemPe
rsistent
Memor
yGiB

Number

True

The total configured,
systemaccessible
persistent memory,
measured in GiB.
Default it will be null
value
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Actions

Object

True

Computer System allows the user to perform Reset
Action and it’s allowable values are as given in
Section Resource. Please refer Reset enum type
under Resource. It can also contain an Oem Object
under Oem attribute under this Actions.

Processors(N)

Object

True

A reference to the collection of Processors
associated with this system.

Ethernetinterface
s(N)

Object

True

A reference to the collection of Ethernet interfaces
associated with this system.

SimpleStorage(N)

Object

True

A reference to the collection of storage devices
associated with this system.

LogServices(N)

Object

True

A reference to the collection of Log Services
associated with this system.

Status

Object

True

Please refer Section Resource for Resource.Status.

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

TrustedModules

Array

True

This object describes the array of Trusted Modules
in the system.

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

SecureBoot(N)

Object

True

A reference to the UEFI SecureBoot resource
associated with this system.

NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

Bios(N)

Object

True

A reference to the BIOS settings associated with
this system.

NOTE
This link will be populated only if corresponding
BIOS module is present.

Memory(N)

Object

True

A reference to the collection of Memory associated
with this system.

MemoryDomains(
N)

Object

True

The link to be collection of memory domains
associated with this system.

Storage(N)

Object

True

A reference to the collection of storage devices
associated with this system.

NOTE

Northbound API is supported but still requires
host interface and host agent support from host
agent and in-band communication channel and
platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.

NetworklInterface
s(N)

Object

True

A reference to the collection of Network Interfaces
associated with this system.

NOTE
This link will be populated only if corresponding
BIOS module is present.
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USBControllers(N
)

Object

True

A reference to the collection of USB controller
devices associated with this system.
NOTE
Northbound APl is supported but still requires
host interface and host agent support from host
agent and in-band communication channel and
platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.

GraphicsControll
ers(N)

Object

True

A reference to the collection of Graphics controller
devices associated with this system.
NOTE
Northbound API is supported but still requires
host interface and host agent support from host
agent and in-band communication channel and
platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.

HostingRoles

Array

True

The hosing roles that this computer system
supports.
NOTE
At present the default value is
ApplicationServer.

Enum Description

The system hosts functionality
ApplicationServer | that supports general purpose
applications.

The system hosts functionality
that supports the system
acting as a storage server.

StorageServer

The system hosts functionality
that supports the system
acting as a switch.

Switch

HostedServices

Object

True

The services that this computer system supports.
NOTE

At present only Oem property is supported under
it. Refer Resource Complex Types under Section
Resource.

NOTE

It will be present in response if there is an oem
property implemented according to “How to Add
OEM extensions” document.

PCleDevices (N)

Array

True

A reference to a collection of PCle Devices used by
this computer system.

NOTE

Links will be available only when Host Interface
feature is enabled and the corresponding AMI
BIOS Image is used.
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PCleDevices@od
ata.count

Number

True

Number of PCleDevices used by this systems.

PCleFunctions

(N)

Array

True

A reference to a collection of PCle Functions used
by this computer system.
NOTE
Links will be available only Host Interface feature
is enabled and the corresponding AMI BIOS
Image is used.

PCleFunctions@o
data.count

Number

True

Number of PCleFunctions used by this systems.

PowerRestorePoli
cy

String

False

This property shall indicate the desired PowerState
of the system when power is applied to the
system.

Enum Description

The system will always power on

AlwaysOn when power is applied.

The system will always remain

AlwaysOff powered off when power is applied.

The system will return to its last
power state (on or off) when power
is applied.

LastState

Table 19 ComputerSystem - Boot Properties

Name

Type

Read Only

Description

BootOptions

Object

True

A reference to the collection of the UEFI Boot
Options associated with this Computer System.
NOTE
This property is populated by Host Interface as
part of Inventory. (Extra Bios Support is needed.
Refer Section Redfish Inventory Support for
detailed information).

Certificate

Object

True

A link to Collection of Certificates
NOTE
This property will not shown in
/redfish/v1/Systems/Self/SD URI.

BootNext

String

False

This property is the BootOptionReference of the
Boot Option to perform a one time boot from when
BootSourceOverrideTarget is UefiBootNext. Default
it will be null value
User needs to patch this property and BIOS will
read it in the next boot and apply provided AMI
BIOS is used.
NOTE
This property is populated by Host Interface as
part of Inventory. (Extra Bios Support is needed.
Refer Section Redfish Inventory Support for
detailed information)

BootSourceOverri
deTarget

String

False

The current boot source to be used at next boot
instead of the normal boot device, if
BootSourceOverrideEnabled is true. Default it will
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be null value.

The allowable values for this property are specified
in the following table -

NOTE

allowable value will be shown in
/redfish/v1/Systems/Self/SD URI

Enum

Description

None

Boot from the normal boot device.

Pxe

Boot from the Pre-Boot Execution
(PXE) environment.

Floppy

Boot from the floppy disk drive.

Cd

Boot from the CD/DVD disc.

Usb

Boot from a USB device as specified
by the system BIOS

Hdd

Boot from a hard drive

BiosSetup

Boot to the BIOS Setup Utility.

Utilities

Boot the manufacturer’s Utilities
program(s).

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

Diags

Boot the manufacturer’s Diagnostics
program.

UefiShell

Boot to the UEFI Shell.

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

UefiTarget

Boot to the UEFI Device specified in
the UefiTargetBootSourceOverride
property

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property
to BMC at BIOS Boot.

SDCard

Boot from an SD Card.

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

UefiHttp

Boot from a UEFI HTTP network
location.

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
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| BMC at BIOS Boot.

Boot from a remote drive (e.g.
iSCSI).

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

RemoteDriv
e

Boot to the UEFI Device specified in
the BootNext property.

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

UefiBootNe
xt

BootSourceOverri
deEnabled

String

False

The value of this property shall be Once if thisis a
one time boot override and Continuous if this
selection should remain active until cancelled. If
the property value is set to Once, the value will be
reset back to Disabled after the
BootSourceOverrideTarget actions have been
completed. Default it will be Disabled value.
Default it will be null value.

The allowable values for this property are specified
in the following table :-

NOTE
allowable value will be shown in
/redfish/v1/Systems/Self/SD URI

Enum Description

Disabled The system will boot normally.

On its next boot cycle, the system
will boot (one time) to the Boot
Once Source Override Target. The value of
BootSourceOverrideEnabled is then
resetback to Disabled.

The system will boot to the target
specified in the
BootSourceOverrideTarget, when
bios reboots or if host restart not
happen in 60 seconds then this
property will set to Disabled.

Continuous

UefiTargetBoot
SourceOverride

String

False

This property shall contain the UEFI device path of
the override boot target. Changes to this property
do not alter the BIOS persistent boot order
configuration.

BootSourceOverrideEnabled = Continuous is not
supported for UEFI Boot Source Override as this
setting is defined in UEFI as a one time boot only.
Default it will be null value.

AliasBootOrder

Array

True

Ordered array of boot source aliases representing
the persistent Boot Order associated with this
computer system.
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NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

BootOrder

Array

False

Ordered array of BootOptionReference strings
representing the persistent Boot Order associated
with this computer system.

BootOrderPropert
ySelection

String

True

The value of this property shall indicate which boot
order property the system uses when specifying
the persistent boot order. Default it will be null
value

HttpBootUri

String

False

This property shall contain the URI to perform an
HTTP or HTTPS boot. Default it will be null value

BootSourceOv
errideMode

String

False

The value of this property shall be Legacy for non-
UEFI BIOS boot or UEFI for UEFI boot from boot
source specified in BootSourceOverrideTarget
property. Default it will be null value
The allowable values for this property are specified
in the following table -

NOTE

allowable value will be shown in

/redfish/v1/Systems/Self/SD URI

Enum Description
The system will boot in non-UEFI boot

Legacy mode to the Boot Source Override
Target.

UEFI The system will boot in UEFI boot mode
to the Boot Source Override Target.

Table 20 Computersystem — MemorySummary - MemoryMirroringEnum Properties

Enum Description
The system supports DIMM mirroring at the System level. Individual DIMMs
System . N
are not paired for mirroring in this mode.
DIMM The system supports DIMM mirroring at the DIMM level. Individual DIMMs can
be mirrored.
Hybrid The system supports a hybrid mirroring at the system and DIMM levels.
Individual DIMMs can be mirrored.
None The system does not support DIMM mirroring.
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Table 21 Trusted Modules Properties
This object describes the inventory of a Trusted Modules installed in the system.

Name Type Read only Description

FirmwareVersion | String True The firmware version of this Trusted Module.

This property indicates the interface type of the
Trusted Module.

Enum Description

InterfaceType String True TPM1_2 Trusted Platform Module (TPM) 1.2.

TPM2_0 Trusted Platform Module (TPM) 2.0.

TCM1.0 1TrcL)Jsted Cryptography Module (TCM)

Please refer Section Resource for Resource.Status.
NOTE
This can be populated by Host Interface (Extra
Bios Support is needed).

Status String True

Refer Table Resource Complex Types under
Section Resource.

NOTE

It will be present in response if there is an oem
property implemented according to “How to Add
OEM extensions” document.

Oem Object

FirmwareVersion . The 2nd firmware version of this Trusted Module, if
String True ;
2 applicable.

The Interface Type selection supported by this
Trusted Module.

Enum Description

The TrustedModule does not
None support switching the
InterfaceType.

The TrustedModule supports
switching InterfaceType via a
firmware update.

FirmwareUpd

InterfaceTypeSel String True ate

ection

The TrustedModule supports
switching InterfaceType via
platform software, such as a BIOS
configuration Attribute.

BiosSetting

The TrustedModule supports
OemMethod | switching InterfaceType via an
OEM proprietary mechanism.

PATCH

Request

PATCH https://{{ip}}/redfish/v1/Systems/{{system_instance}}
Content-Type: application/json

Response Body

Please refer to the properties that are patchable in Table Computer System
Properties for which ReadOnly is False that can be sent as Request body in json
format except for Boot Properties which can be patched only with the
Systems/{{system_instance}} /SD (the Future Settings URI).
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Example PATCH Request Body:

{
“AssetTag” : “Free form asset tag”,
“IndicatorLED” : "Off”,
“PowerRestorePolicy” : “AlwaysOn”
}
Response

The response status is success with status code as 202 with message body. For

Error Responses refer “Redfish Error Response” and “Status Codes”.
{
“@odata.context”: “/redfish/v1/Smetadata#Task.Task”,
“@odata.id”: “/redfish/v1/TaskService/Task/1",
“@odata.type”: “#Task.v1_4_2.Task",

”,

“Description”: “Task for Systems — IndicatorLED, PowerRestorePolicy”,
llldll., 111 II,

“Name”: “Systems — IndicatorLED, PowerRestorePolicy”,

“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1”,
“TaskState”: “New”

Asset Tag:

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.

IndicatorLED and PowerRestorePolicy:

If any one of the Task properties or both present in request body, then for success
the response status is 202 with message body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.
{

“@odata.context” : “/redfish/v1/Smetadata#Task.Task”,

“@odata.id” : “/redfish/v1/TaskService/Tasks/1",

“@odata.type” : “#Task.vi_4_2.Task”,

“Description” : “Task for Systems IndicatorLED, PowerRestorePolicy”,

llldll ., 111 II'

“Name” : “Systems — IndicatorLED, PowerRestorePolicy”,

“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1”,
“TaskState” : “New”

Request

The ResetType can be one of the following values: “On”, “ForceOff”,
“GracefulShutdown”, “ForceRestart”, “PowerCycle”.
POSThttps://{{ip}}/redfish/v1/Systems/{{system_instance}} /Actions/ComputerSystem.Reset

Content-Type: application/json

Example POST Request Body:
{ ResetType : On }
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Response

For success the response status is 202 with message body. For Error Responses

refer Section “Redfish Error Response” and Section “Status Codes”.
{
“@odata.context” : “/redfish/v1/Smetadata#Task.Task”,
“@odata.id” : “/redfish/v1/TaskService/Tasks/1",
“@odata.type” : “#Task.vi_4_2.Task”,
“Description” : “Task for Computer Reset”,
llldll 0 111 II'
“Name” : “Computer Reset”,

“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1”,
“TaskState” : “New”

}
For Error Responses refer Section “Redfish Error Response” and Section “Status
Codes”.

3.6.3 Systems Instance FutureState (SD)

Displays the information about the Boot Properties.

GET
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/SD
Content-Type: application/json

Response

The response of the request will be in JSON format.
The “Boot” property is mentioned in Table Computer System - Boot Properties and
other properties

“@odata.id/@odata.etag/@odata.context/@odata.type/Description/Id/Name/Syste
mType” can reference Table Computer System Properties.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

PATCH
Request
PATCH https://{{ip}}/redfish/v1/Systems/{{system_instance}}/SD
Content-Type: application/json

Request Body

Please refer to the properties that are patchable in Table Computer System - Boot
Properties for which ReadOnly is False that can be sent as Request body in json
format.
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Example PATCH Request Body:

{
“Boot” : {
“BootSourceOverrideMode” : “UEFI”,
“BootSourceOverrideEnabled” : “Once”,
“BootSourceOverrideTarget” : “UefiTarget”,
“UefiTargetBootSourceOverride” : “UEFI device path 2”

}

NOTE

AMI Bios doesn't support Continuous BootSourceOverride for UEFI
BootOptions if BootSourceOverrideTarget are “UefiBootNext”, “UefiTarget” or
“BiosSetup”, for example if the user set BootSourceOverrideEnabled to
Continuous and BootSourceOverrideTarget to “UefiBootNext”, “UefiTarget” or
“BiosSetup”, AMI Bios will ignore this setting and boot according to the boot
priority. AMI Bios Supports Once BootSourceOverride for HttpBootUri.

Patch request for Boot properties will be blocked when FixedBootOrder feature
is enabled in BIOS, this is handled using a internal flag which will be populated
from Bios.

AssetTag, IndicatorLED Patchable properties in Systems/{{system_instance}}
will be considered as unknown properties in Systems/{{system_instance}}/SD.
AMI Bios will ignore in band patch to systems/Self and boot according to the
boot priority

Response

The response status is 204 with no body. For Error Responses refer “Redfish Error
Response” and “Status Codes”.

51




3.6.4 BootOption Collection

It displays a list of BootOption instances. This represents the collection of BootOption
resources.

GET

Request

https://{{ip}}/redfish/v1/Systems/Self/BootOptions
Content-Type: application/json

Response
Please refer Collection for the JSON response properties.

POST

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/BootOptions
Content-Type: application/json

Example POST request :
{
“Name” : “Boot Option”,
“Description” : “UEFI Boot Option”,
“BootOptionReference” : “Boot06”,
“DisplayName” : “Windows Boot Manager”,
“BootOptionEnabled” : true,
“UefiDevicePath” :“PciRoot(0x0)/Pci(0x14,0x0)/USB(0x4,0x0)/USB(0x0,0x0)/HD(1,MBR,0x006 EC15
D,0x40,0x1DFFFC0)”,
“Alias” : “"Hdd”,
“Relatedltem”: [
{
“@odata.id” : "/redfish/v1/Systems/1/SimpleStorage/1”
}
|
}

Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created BootOptions instance. For Error Responses refer
Section “Redfish Error Response” and “Section Status Codes”.
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3.6.5 BootOption

Displays the information about the BootOptions.

GET

Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/BootOptions/{{BootOptions_instance}}
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 22 BootOption Properties

Name Type Read only Description
A Reference to the FutureState URI for this
resource.
Name Type R Description
Only
odata.ty . Refer Section
S?e String | True | 5pATA Properties
A Reference to the
FutureState URI for
this resource.
NOTE
@Redfish.Settings | Object True This property is
populated by
SettingsO ' Host Interface as
bject Object | True part of Ipventory.
(Extra Bios
Support is needed.
Refer Section
Redfish Inventory
Support for
detailed
information).
@odata.context String True Refer ODATA Properties
@odata.id String True Refer ODATA Properties
@odata.type String True Refer ODATA Properties
@odata.etag String True Refer ODATA Properties
Refer Resource Complex Types under Section 3.3.
NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.
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Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
Description String True Provides description of the resource. Refer Section
Resource
Actions Object True The available actions for this Resource.
BootOptionEnable An indication of whether the boot option is
q Boolean | false enabled‘. ‘
Default it will be null value
E:otOptlonReferen String True The unique boot option.
The user-readable display name of the boot option
DisplayName String True that appears in the boot order list in the user
interface.
An array of one or more IDs for the Resources
Relateditem Array True associated with this boot option.
Relateditem@odat Number | True Number of Relatedltems
a.count
UefiDevicePath String True The. UEFI device path to access this UEFI Boot
Option.
The alias of this boot source.
Enum Description
None Boot from the normal boot device.
Pye Boot from.the Pre-Boot Execution
(PXE) environment.
Floppy Boot from the floppy disk drive.
Cd Boot from the CD/DVD disc.
Usb Boot from a USB device as specified
by the system BIOS
Hdd Boot from a hard drive
BiosSetup | Boot to the BIOS Setup Utility.
Boot the manufacturer’s Utilities
program(s).
NOTE
Utilities This property is patchable only
. . when BIOS supports Redfish and
Alias String True BIOS should send this property to
BMC at BIOS Boot.
. Boot the manufacturer’s Diagnostics
Diags
program.
Boot to the UEFI Shell.
NOTE
. This property is patchable only
UefiShell when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.
Boot to the UEFI Device specified in
the UefiTargetBootSourceOverride
. property.
UefiTarget NOTE
This property is patchable only
when BIOS supports Redfish and
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BIOS should send this property to
BMC at BIOS Boot.

Boot from an SD Card.

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

SDCard

Boot from a UEFI HTTP network
location.

NOTE

UefiHttp This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

Boot from a remote drive (e.g. iSCSI).

NOTE

RemoteDri | | This property is patchable only
ve when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

Boot to the UEFI Device specified in
the BootNext property.

NOTE

This property is patchable only
when BIOS supports Redfish and
BIOS should send this property to
BMC at BIOS Boot.

UefiBootN
ext
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3.6.6 BootOption Future State (SD)

Displays the information about the BootOptions.

GET
Request

https://{{ip}}/redfish/v1/Systems/Self/BootOptions/{{BootOptions_instance}}/SD
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
inTable BootOption Properties.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

PATCH

Request

PATCH

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/BootOptions/{{BootOptions_instance}}/SD
Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table BootOption Properties for
which ReadOnly is False that can be sent as Request body in json format.

Example PATCH Request Body:
{

}
Response

“BootOptionEnabled” :true

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.

NOTE

Patch request for Boot properties will be blocked when FixedBootOrder feature is
enabled in BIOS, this is handled using a internal flag which will be populated from
Bios
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3.6.7 Memory Collection

It displays a list of Memory instances. This represents the collection of Memory resources.

GET
Request
https.//{{ip}}/redfish/v1/Systems/{{system_instance}}/Memory

Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.6.8 Memory

Displays the information about the Memory devices like DIMM supported by the host
connected to the BMC.

GET
Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Memory/{{Memory_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 23 Memory Properties

Name Type Read only Description

@odata.context String True Refer ODATA Properties

@odata.id String True Refer ODATA Properties

@odata.type String True Refer ODATA Properties

@odata.etag String True Refer ODATA Properties

Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response

only if an oem property is implemented according
to “How to Add OEM extensions” document.

Id(M) String True Resource Identifier

Name(M) String True Name of the Resource

Description String True Provides description of the resource. Refer
Resource
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Actions

Object

True

This object will contain the actions for this
resource under Oem property if any.

MemoryType

String

True

The Type of Memory.

NOTE

Platform specific porting needed in BIOS. Purley
platform supports this SMBIOS data and BIOS
provides MemoryType only when “Extended Type
17 Structure” enabled in BIOS.

Enum Description

DRAM DRAM

EVD'MM— NVDIMM_N as defined by JEDEC.

NVDIMM_

= NVDIMM_F as defined by JEDEC.

NVDIMM_

P NVDIMM_P as defined by JEDEC.

The memory module is Intel Optane
IntelOptan | DC Persistent Memory and composed
e of a combination of non-volatile and
volatile memory.

MemoryDeviceTy
pe

String

True

Type details of Memory. Allowable values are : |
“DDR",
“DDR2”,
“DDR3",
“DDR4”,
"DDR4_SDRAM",
"DDR4E_SDRAM",
“LPDDR4_SDRAM",
"DDR3_SDRAM",
“LPDDR3_SDRAM",
"DDR2_SDRAM",
"DDR2_SDRAM_FB_DIMM”,
“DDR2_SDRAM_FB_DIMM_PROBE",
“DDR_SGRAM”,
“DDR_SDRAM”,
“ROM”,
“SDRAM” ,
“EDO”,
“FastPageMode”,
“PipelinedNibble”
“Logical”
"HBM”,
"HBM?2",
"HBM3",
“GDDR”,
"GDDR2",
"GDDR3",
"GDDR4",
"GDDRY",
“GDDRS5X”,
"GDDR6",
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uD D R5",

"OEM”
]
The base module type of Memory.
NOTE
Northbound only properties.
Enum Description
RDIMM Registered DIMM.
UDIMM UDIMM
SO_DIMM SO_DIMM
BaseModuleType | String True LRDIMM Load Reduced
Mini_RDIMM Mini_RDIMM
Mini_UDIMM Mini_UDIMM
SO_RDIMM_72b | SO_RDIMM_72b
SO_UDIMM_72b | SO_UDIMM_72b
SO_DIMM_16b | SO_DIMM_16b
SO_DIMM_32b | SO_DIMM_32b
Die A die within a package
Media of this memory.
NOTE
Northbound only properties.
. Enum Description
MemoryMedia Array True DRAM DRAM media.
NAND NAND media.
Intel3DXPoint Intel 3D XPoint media.
Proprietary Proprietary media.
CapacityMiB Number True The va!luej of t'his property shall be the Memory
capacity in MiB
DataWidthBits Number True Eng value of this property shall be the bus width in
BusWidthBits Number True Eng value of this property shall be the bus width in
Manufacturer String True The manufacturer of the Memory.
SerialNumber String True The §eria| number as provided by the manufacturer
of this Memory.
PartNumber String True The part number as provided by the manufacturer
of this Memory.
ﬁlzlowedSpeedsM Array True Speed bins supported by this Memory.
The link to the assembly associated with this
DIMM.
NOTE
Assembly Object True Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module should be added.
Revision of firmware on the Memory controller.
NOTE
FirmwareRevision | String True Northbound only properties. Platform specific

porting needed; require specific platform libraries
support and hook between the specific libraries
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| and gami module should be added. \

FirmwareApiVersi

Version of API supported by the firmware.
NOTE
Northbound only properties. Platform specific

on String True porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.
Function Classes by the Memory.
Array of NOTE
F . ltems of Northbound only properties. Platform specific
unctionClasses True . ; : g .
type porting needed; require specific platform libraries
String support and hook between the specific libraries
and gami module should be added.
The value of this property shall be the maximum
power budgets supported by the Memory in milli
Array of watts.
MaxTDPMilliwa i T NOTE
tts ype rue Northbound only properties. Platform specific
number . ; ; e o
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module should be added.
This object shall contain properties which describe
the security capabilities of the Memory.
Name Type gﬁfyd Description
Memory
Passphras Boolean | True passphrase set
eCapable -
capability
Maximum
MaxPassp number of
hraseCoun | Number | True passphrases
t supported for
SecurityCapabiliti Object True this Memory.
es Maximum
number of
Passphras incorrect
... | Number | True passphrase
eLockLimit
attempts allowed
before memory is
locked.
Configurati Support for
onLockCa | Boolean | True | locking the
pable configuration.
DataLockC Boolean | True Support for data
apable locking.
The value of this property shall be the number of
SpareDeviceCoun unused spare devices available in the Memory.
Number True : . .
t If memory devices fails, the spare device could be
used.
ConfigurationLoc Indicates that the configuration of this memory has
Boolean True been locked.

ked
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RankCount

Number

True

The value of this property shall be number of ranks
available in the Memory. The ranks could be used
for spare or interleave.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

MemoryLocation

Memory connection information to sockets and
memory controllers.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

Read

Name Type Only

Description

Socket number in
which Memory is
connected.

Socket Number | True

Memory controller
number in which
Memory is
connected.

MemoryCo

Number | True
ntroller

Channel number
in which Memory
is connected.

Channel Number | True

Slot number in
which Memory is
connected.

Slot Number | True

ErrorCorrection

String

True

The value of this property shall be the error
correction scheme supported for this memory.

Enum Description

NoECC No ECC available.

. . Single bit Data error can be
SingleBitECC corrected by ECC

Multi-bit Data errors can be

MultiBitECC corrected by ECC

Address Parity errors can be
corrected.

AddressParity

OperatingSpeed
Mhz

Number

True

Operating speed of Memory in MHz

VolatileRegionSiz
eLimitMiB

Number

True

The value of this property shall be the total size of
volatile regions in MiB.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

PersistentRegion
SizeLimitMiB

Number

True

The value of this property shall be the total size of
persistent regions in MiB.

| NOTE
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Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

The value of this property shall be the memory
region information within the Memory.

Read e
Name Type Only Description
Unique region ID
Regionld | String True reprgsgntlng a
specific region
within the Memory
Offset with in the
Memory that
OffsetMi corresponds to the
B Number | True starting of this
memory region in
MiB
The value of this
property shall be a
Passphr e
. Boolean indicating if
Regions Array aseEnabl | Boolean | True .
od the passphrase is
enabled for this
region.
SizeMiB | Number | True SIZ? of.thls'memory
region in MiB.
Enum Descripti
on
Volatile Volatile
memory
Memory ByteAcc g)c/zissibl
Classific | String True | essibleP o
ation ersisten .
i Persisten
t memory
Block
Block accesible
memory
The value of this property shall be the memory
modes supported by the Memory.
NOTE
Northbound only properties. Platform specific
porting needed; require specific platform libraries
OperatingMemor A T support and hook between the specific libraries
yModes rray rue and gami module should be added.
Enum Description
Volatile Volatile memory.
Persistent memory, byte accesible
PMEM
through system address space.
Block Block accessible system memory.
PowerManageme . This object shall contain properties which describe
: Object True :
ntPolicy the power management policy for the current
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resource.

Name Type (F;i?yd Description
Power
PolicyEna management
bled ’ Boolean | True policygenabled
status.
MaxTDPM Number | True Maximum TDP in
illiwatts milliwatts.
PeakPowe Peak power
rBudgetMi | Number | True budget in milli
lliWatts watts.Unit is mW.
AverageP Average power
owerBud budget in milli
etMiIIiWa?[t Number | True wat’?s.
s Unit is mW.

IsSpareDeviceEn

abled Boolean True Spare device enabled status.
:zdRankSpareEnab Boolean True Rank spare enabled status.
VolatileRegionNu Total number of volatile regions this Memory can
.- Number True
mberLimit support.
PersistentRegion Total number of persistent regions this Memory
o Number True
NumberLimit can support.
VoIatlleReglonS|z Number True Maximum size of a single volatile region in MiB
eMaxMiB
PersistentRegion ; : . . S
SizeMaxMiB Number True Maximum size of a single persistent region in MiB
Allocationincrem The boundary which memory regions are allocated
) Number True A
entMiB on, measured in MiB
Contains references to other resources that are
related to this resource.
Read o
Name Type Only Description
Refer Table
Resource Complex
Types under
Section Resource.
NOTE
It will be present
Links Object Oem Object in response if
there is an oem
property
implemented
according to
“How to Add
OEM extensions”
document.

A reference to the
Chassis which
contains this
Memory.

Chassis(N) | Array True
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Read _—
Name Type Only Description
Refer Section
State String | True Resource Table
. Resource — Enum
Status Object
Types
Refer Section
Health String | True Resource Table
Resource — Enum
Types
ModuleManufact ‘ The value of this prop‘erty shall be the two byte.
urerlD String True manufacturer ID of this memory module as defined
by JEDEC in JEP-106.
The value of this property shall be the two byte
ModuleProductID | String True product ID of this memory module as defined by
the manufacturer.
MemorySubsyste The value of this property shall be the two byte
. manufacturer ID of the memory subsystem
mControllerManu | String True . ;
facturerlD controII.er of this memory module as defined by
JEDEC in JEP-106.
MemorySubsyste The value of this property shall be the two byte
. product ID of the memory subsystem controller of
mControllerProdu | String True . X
ctiD this memory module as defined by the
manufacturer.
VolatileSizeMiB Number True The valug of thlg property shall bg the total size of
the volatile portion memory in MiB.
NonVolatileSize The value of this property shall be the maximum
. Number True . . : . o
MiB size of a single volatile regions in MiB.
CacheSizeMiB Number True The value of thls property s.hall pe the total size of
the cache portion memory in MiB.
LogicalSizeMiB Number True The val.ue of this prqperty shall be the total size of
the logical memory in MiB.
Location (M) Array True Refer for Table Resource schema properties
Resource.Location.
This property will have reference to the
MemoryMetrics Resource which is populated
under this Memorylnstance.
NOTE
For out-of-band request this Metrics reference
Metrics(N) Object True will be displayed in response only if the

MemoryMetrics is populated for the
Memorylnstance and for in-band request it will be
displayed by default irrespective of
MemorMetrics availability for the
Memorylnstance.
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Table 24 SecurityStates

Enum Description

Enabled Secure mode is enabled.

Disabled Secure mode is disabled.

Unlocked Secure mode is enabled and access to the data is unlocked.
Locked Secure mode is enabled and access to the data is locked.
Frozen Secure state is frozen and cannot be modified until reset.
Passphraselimit Number of attempts to unlock the Memory exceeded limit.
Volatile Volatile Memory

ByteAccessiblePersistent Byte accessible persistent memory.

Block Block accesible memory.

POST

POST Action for Memory Instance AmiBios.ChangeState will be available only with
HostlInterface support in Redfish.

Request

POSThttps://{{ip}}/redfish/v1/Systems/{{Systems_instance}}/Memory/{{memory_instance}}/Actions/
AmiBios.ChangeState

Content-Type: application/json

Example POST Request URL
https://{{ip}}/redfish/v1/Systems/Self/Memory/{{Mem_instance}}/Actions/AmiBios.ChangeState

Example POST Request Body:

{
“State” : “Disabled”

}
Request

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response and “Status Codes”.

3.6.9 Processor Collection

It displays a list of Processor instances in the ComputerSystem(Host).
GET
Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors

or

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors/{{system_processor_instance}}/S
ubProcessors

or

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{NetwrokAdapter_instance}
}/Processors

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.6.10 Processor

This is the schema definition for the Processor resource. It represents the properties of a
processor attached to a System.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors/{{system_processor_instance}}

or
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors/{{system_processor_instance}}/S
ubProcessors/{{sub_processor_instance}}

or
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{NetwrokAdapter_instance}
}/Processors/{{NetworkAdapter_processor_instance}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 25 Processor Properties

Rea
Name Type d Description
Only
@odata.context String True | Refer ODATA Properties
@odata.id String True | Refer ODATA Properties
@odata.type String True | Refer ODATA Properties
@odata.etag String True | Refer ODATA Properties
Refer Table Resource Complex Types under Secction
Resource.
Oem Object NO.TE : .
This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
o . Provides description of the resource. Refer Secction
Description String True
Resource
Socket String True | Identifies the physical location or socket of the processor.
Name Type gﬁ?yd Description
State String | True Refer Secction Resource, Table
Resource - Enum Types
Status Object True Refer Secction Resource, Table

Resource - Enum Types.
Health String | True NOTE

Health Status is initially “OK”
if processor is populated.
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Health value will be
affected/changed through
Sensor related logs as
explained in detail in “How to

Add OEM extensions”
document.
Identifies the type of processor contained in this Socket.
Enum Description
CPU A Central Processing Unit.

GPU A Graphics Processing Unit.
FPGA A Field Programmable Gate
ProcessorType String True Array.
DSP A Digital Signal Processor.
Accelerator An Accelerator
OEM An OEM-defined Processing Unit.
Core A Core in a Processor.
Thread A Thread in a Processor.
Identifies the architecture of the processor contained in
this Socket
Enum Description
ProcessorArchitec String True x86 x86 or x86-64
ture IA-64 Intel Itanium.
ARM ARM
MIPS MIPS
OEM OEM-defined
This property shall contain the string which identifies the
instruction set of the processor contained in this socket.
NOTE
Northbound only supported.
Enum Description
x86 x86 32-bit
InstructionSet String True | x86-64 x86 64-bit
IA-64 Intel 1A-64
ARM-A32 ARM 32-bit
ARM-A64 ARM 64-bit
MIPS32 MIPS 32-bit
MIPS64 MIPS 64-bit
OEM OEM-defined
This object shall contain identification information for this
processor.
Name Type e Description
Only
This property shall
indicate the Vendor
Processorld Object Vendorld String | True !dentificgtion string.
information as provided
by the manufacturer of
this processor.
I The contents of the
IdentificationRe . o .
gisters String | True | Identification Reglsters
(CPUID) for this

67




processor.

The effective Family for

True ;
this processor

EffectiveFamily | String

This property shall
indicate the effective
Model information as
provided by the
manufacturer of this
processor.

EffectiveModel | String | True

The Protected
Processor Identification
Number (PPIN) for this
processor.

Protectedldenti

ficationNumber True

String

This property shall
indicate the Step or
revision string
information as provided
by the manufacturer of
this processor.

Step String | True

This property shall
indicate the Microcode
Information as provided
by the manufacturer of
this processor.

Microcodelnfo | String | True

Manufacturer String True | The manufacturer of the processor
OperatorConfigs Object | True The link to collection of OperatingConfigs under this
porcessors
f}ﬁglledOperatorCo Object | True | The link to currently applied OperatingConfig
MaxSpeedMHz Number | True | The maximum clock speed of the processor.
. This property shall indicate the model information as
Model String True provided by the manufacturer of this processor.
PartNumber String True | This property indicates a part numbe
SerialNumber String True | The serial number of the processor
Version String True | The hardware version of the processor
TotalCores Number | True The .total_ count of independent processor cores contained
within this processor.
TotalThreads Number | True The total count pf independent execution threads
supported by this processor.
The Links property, as described by the Redfish
Specification, shall contain references to resources that are
related to, but not
contained by (subordinate to), this resource
Read _—
Name Type Only Description
Links Object | True Refer Resource Complex
Types under Section
Resource.
Oem Object False || NOTE
It will be present in
response if there is an
oem property
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implemented
according to “How to
Add OEM extensions”
document.

An array of links to the

ConnectedPr processors directly
Array True .
ocessors connected to this
processor.
ConnectedPr The count of Processors
ocessors@o | Number | True | directly connected to
data.count this processor.
The value of this
property shall be a
reference to a resource
Chassis(N) Object | True | of type Chassis that

represent the physical
container associated
with this Processor.

Actions

Object

True

This object will contain the actions for this resource under
Oem property if any.

SubProcessors

Object

True

The value of this property shall be a link to a collection of
type ProcessorCollection. Refer section
ProcessorCollection.

Location

Object

True

Refer for Table Resource schema properties
Resource.Location.

NOTE

Northbound is supported and platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

AccelerationFuncti
ons(N)

Object

True

A reference to the collection of Acceleration Functions
associated with this Processor.

Assembly

Object

True

A reference to the Assembly resource associated with this
Processor.

NOTE

Northbound is supported and platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

MaxTDPWatts

Number

True

The maximum Thermal Design Power (TDP) in watts.

Metrics(N)

Object

True

A reference to the Metrics associated with this Processor.

TDPWatts

Number

True

The nominal Thermal Design Power (TDP) in watts.

TotalEnabledCo
res

Number

True

The total number of enabled cores contained in this
processor.

UulD

String

True

The universal unique identifier (UUID) for this processor.

FPGA

Object

True

The properties specific for Processors of type FPGA. Refer
Table Processor Properties

ProcessorMemory

Array

True

The memory directly attached or integrated within this
Processor.

Read

Name Only

Type Description

CapacityMiB Numbe | True | The memory
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r capacity in MiB.

This indicates
Boolea whether this
IntegratedMemory n True | memory is
integrated within
the Processor.

The type of
memory used by
this processor.
Refer Table Enum
values of
Memory Type

MemoryType String True

The operating
SpeedMHz Numbe True | speed of the
memory in MHz.

Table 26 Enum values of Memory Type

Enum Description

DDR Double data rate synchronous dynamic random-access memory

DDR2 Double data rate type two synchronous dynamic random-access memory
DDR3 Double data rate type three synchronous dynamic random-access memory
DDR4 Double data rate type four synchronous dynamic random-access memory
DDRS Double data rate type five synchronous dynamic random-access memory
Flash Flash memory

GDDR Synchronous graphics random-access memory

GDDR2 Double data rate type two synchronous graphics random-access memory
GDDR3 Double data rate type three synchronous graphics random-access memory
GDDR4 Double data rate type four synchronous graphics random-access memory
GDDRS Double data rate type five synchronous graphics random-access memory
GDDRS5X Double data rate type five synchronous graphics random-access memory
GDDRR6 Double data rate type five synchronous graphics random-access memory
HBM1 High Bandwidth Memory

HBM2 The second generation of High Bandwidth Memory

HBM3 The third generation of High Bandwidth Memory

L1Cache L1 cache

L2Cache L2 cache

L3Cache L3 cache

L4Cache L4 cache

L5Cache L5 cache

L6Cache L6 cache

L7Cache L7 cache

OEM OEM-defined

SDRAM Synchronous dynamic random-access memory

SGRAM Synchronous graphics RAM

SRAM Static random-access memory
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Table 27 Property table of FPGA

Name

Type

Read Only

Description

Firmwareld

String

True

The value of this property shall contain a string
describing the FPGA firmware identifier.

FirmwareManufact
urer

String

True

The FPGA firmware manufacturer.

FirmwareVersion

String

True

The FPGA firmware version.

FpgaType

String

True

The value of this property shall be a type of the
FPGA device.

Enum Description

Discrete The discrete FPGA device.

Integrated

The FPGA device integrated with
other processor in the single chip.

Model

String

True

The value of this property shall be a model of the
FPGA device.

PCleVirtualFunctio
ns

Number

True

The number of the PCle Virtual Functions.

ProgrammableFro
mHost

Boolean

True

This flag indicates if the FPGA firmware can be
reprogrammed from the host using system

software.

ReconfigurationSlo
ts

Array

True

An array of the FPGA reconfiguration slots. A
reconfiguration slot is used by an FPGA to contain
an acceleration function that can change as the
FPGA is being provisioned.

Name

Type

Read
Only

Description

Accelera
tionFunc
tion

Object

True

A link to the
Acceleration
Function provided
by the code
programmed into a
reconfiguration slot.

Program
mableFr
omHost

Boolean

True

This flag indicates if
the reconfiguration
slot can be
reprogrammed from
the host using
system software.

Slotld

String

True

The FPGA
reconfiguration slot
identifier.

uuID

String

True

The universal unique
identifier (UUID) for
this reconfiguration
slot.

HostInterface

Object

True

The FPGA interface to the host.
Refer Table 28 Property table of FPGA interface

Externallnterfaces

Array

True

An array of the FPGA external interfaces.
Refer Table Property table of FPGA interface
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Table 28 Property table of FPGA interface

Name Type Read Only | Description
Describes the Ethernet related information about
this FPGA interface.
Name Type (F;i?yd Description
This is the
Ethernet Object True MaxLanes | Number | True number of Ianes_,
supported by this
interface.
The maximum
Mzgipeed Number | True | speed supported
by this interface.
The FPGA interface type.
Enum Description
Ethernet An Ethernet interface.
InterfaceType String True OEM An OEM defined interface.
PCle A PCI Express interface.
QPI The Intel QuickPath Interconnect.
UPI The Intel UltraPath Interconnect.
Describes the PCl-e related information about this
PCle Object True FPGA interface.

Refer Table PClelnterface Properties
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3.6.11 Ethernet Interface Collection

Systems

This resource shall be used to represent the collection of host side NIC resources. This
requires host agent support from OS and in-band communication channel.

GET
Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Ethernetinterfaces

Content-Type: application/json
Response

Please refer Section Collection for the JSON response properties.

Managers

This resource shall be used to represent the collection of NIC resources in the manager.

GET
Request

https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/Ethernetinterfaces
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

73



3.6.12 Ethernet Interface

Systems

This resource shall be used to represent host side NIC resources. This requires host agent
support from OS and in-band communication channel.

GET - Ethernetinterface Instance

Request for Ethernetinterface Instance
https.//{{ip}}/redfish/v1/Systems/{{system_instance}}/Ethernetinterfaces/{{system_ethifc_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 29 Ethernet Interface Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties
Refer Resource Complex Types under Section
Resource.

Oem Object NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
The UEFI device path for this interface (port).
NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
UefiDevicePath String True added.; require specific platform libraries support
and hook between the specific libraries and

gami module should be added. Please refer
Manager Ethernetinterface under Platform
specific Properties in “How to Add OEM
extensions” document.

Refer Section Resource for Status under Table

Status Object True Resource Complex Types.

InterfaceEnabled Boolean True This indicates whether this interface is enabled.
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PermanentMACAd
dress

String

True

The value of this property shall be the Permanent
MAC Address of this interface (port). This value is
typically programmed during the manufacturing
time. This address is not assignable.

MTUSize

Number

True

The value of this property shall be the size in bytes
of largest Protocol Data Unit (PDU) that can be
passed in an Ethernet (MAC) frame on this
interface.

NOTE
Minimum size limit is 1280
Maximum size limit is 1500

MACAddress

String

True

The value of this property shall be the effective
current MAC Address of this interface. If an
assignable MAC address is not supported, this is a
read only alias of the PermanentMACAddress

NOTE

Eventhough the ReadOnly attribute in Redfish
schema for managers is specified as “False”, In
Redfish API, patching MACAddress is not
allowed. Changing MACAddress will

change the IP address and if user is using redfish
in remote with no access to host/BMC, it will be
an issue in obtaining new IP address and also
change in MACAddress could result

in mac address collision if there is a device on the
local network with the same mac address.

IPv4Addresses

Array of
Objects

True

Read

Name Type Only

Description

The value of this
property shall be an
IPv4 address
assigned to this
Address | String | True | interface. If DHCPv4
is enabled on the
interface, this
property becomes
read-only

The value of this
property shall be the
IPv4 subnet mask for
SubnetM Strin True this address.

ask g If DHCPv4 is enabled
on the interface, this
property becomes
read-only.

The value of this
Address . property shall be the
Origin String | True IP address origin for
this network interface

IPv4 default gateway
Gateway | String | True | address for this
interface.
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If DHCPv4 is enabled
on the interface and
is configured to set
the IPv4 default
gateway address, this
property becomes
read-only.
Name Type R Description
Only
This property lists an
Address | String | True IPve address_that IS
currently assigned on
this interface
The value of this
PrefixLe | Numb property shall be t‘he
IPv6Addresses Arrgy of True ngth er True | IPv6 addresg prefix
Objects length for this
interface
The value of this
Address . property shall be the
Origin String | True IPv6 address origin
for this interface
Address ‘ The current state of
State String | True thl§ address as
defined in RFC 4862.
IPv6DefaultGatewa . This is the Ipv6 default gateway address that is
String True . .
y currently in use on this interface.
This is a reference to a collection of VLANs and is
only used if the interface supports more than one
VLANS.
Please refer VLAN Network Interface Collection
NOTE
VLANSs(N) Object True Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added.
The value of this property shall be the link status of
this interface (port).
Enum Description
LinkUp The link is available for
LinkStatus String True communication on this interface.
NoLink There is no Iinlf or connection
detected on this interface.
. There is no link on this interface, but
LinkDown . .
the interface is connected.
The Links property, as described by the Redfish
Specification, shall contain references to resources
Links Object True that are related to, but not contained by

(subordinate to), this resource
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Name

Type

Read
Only

Description

Oem

Object

True

Refer Table
Resource
Complex Types
under Section
Resource.

NOTE

It will be
present in
response if
there is an oem
property
implemented
according to
“How to Add
OEM
extensions”
document.

Chassis(N)

Array

True

The value of this
property shall be
areference to a
resource of type
Chassis that
represent the
physical
container
associated with
this Ethernet
Interface.

NetworkDev
iceFunction

Object

True

Link to
NetworkDeviceFu
nction associated
with this
Ethernetinterface

Endpoints@
odata.count

Numbe

True

An integer
representing the
number of items
in a collection.
NOTE
These will be
available only
as a part of
FPX Product

Endpoints(
N)

Array

True

The value of this
property shall be
a reference to the
resources that
this ethernet
interface is
associated with
and shall
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reference a
resource of type
Endpoint.

NOTE

These will be
available only
as a part of
FPX Product.

EthernetinterfaceT
ype

String

True

The type of interface.

Enum Description

Physical A physical Ethernet interface.

Virtual A virtual Ethernet interface.

Actions

Object

True

This object will contain the actions for this
resource under Oem property if any.

IPv6AddressPolicy
Table

array

True

The value of this property represents the RFC6724-
defined address selection policy table.
Refer Table IPv6AddressPolicyTable Properties

NOTE

The values of IPv6AddressPolicyTable property
which are under Systems Ethernetinterfaces are
readonly properties

FQDN

String

True

This is the complete, fully qualified domain name
obtained by DNS for this interface.

FullDuplex

Boolean

True

The value of this property indicates whether full-
duplex mode is enabled on the Ethernet connection
for the interface.

IPv6StaticAddress
es

Array of
Objects

True

The value of this property shall be an array of
objects used to represent the IPv6 static
connection characteristics for this interface.
Refer Table IPv6StaticAddresses Properties.

NOTE

The values of IPv6StaticAddresses property
which are under Systems Ethernetinterfaces are
readonly properties

MaxIPv6StaticAdd
resses

Number

True

This indicates the number of array items supported
by Ipv6StaticAddresses.

NameServers

Array

[Items
of type
String]

True

This represents DNS name servers that are
currently in use on this interface.

DHCPv4

Object

DHCPv4 Configuration Properties.

Read

Name Type Only

Description

Determines whether
DHCPv4 is enabled
on this interface.

DHCPEN

abled Boolean | True

Determines whether
to use DHCPv4
supplied DNS
servers.

UseDNS

Boolean | True
Servers

NOTE
Northbound only
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| support.

|

Fallback
Address

String

True

This property shall
contain the fallback
address method of
DHCPvA4.

Descriptio
n

Enum

Fall back
to a static
address
specified
by
IPv4Static

Static

Addresses.

Fall back
to an
autoconfig
uredaddre
Ss.

AutoC
onfig

Continue
attempting
DHCP
without a
fallback
address.

None

UseGate
way

Boolean

True

Determines whether
to use a DHCPv4-
supplied gateway.

NOTE
Northbound only
support.

UseDom
ainName

boolean

True

Determines whether
to use a DHCPv4-
supplied domain
name.

NOTE
Northbound only
support.

UseNTP
Servers

boolean

True

Determines whether
to use DHCPv4-
supplied NTP
servers.

NOTE
Northbound only
support.

UseStati
cRoutes

boolean

True

Determines whether
to use DHCPv4-
supplied static
routes.

NOTE
Northbound only
support.
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DHCPv6

Object

DHCPv6Configuration Configuration Properties

Name

Type

Read
Only

Description

UseDNS
Server

Boolean

True

When enabled, DNS
server addresses
supplied through
DHCPv6 stateless
mode will be used.

NOTE
Northbound only
support.

Operatin
gMode

String

True

Determines the
DHCPv6 operating
mode for this
interface

UseDom
ainName

Boolean

True

When enabled, the

domain name

supplied through

DHCPv6 stateless

mode will be used.
NOTE
Northbound only
support.

UseNTP
Servers

Boolean

True

When enabled, NTP
server addresses
supplied through
DHCPv6 stateless
mode will be used.

NOTE
Northbound only
support.

UseRapi
dCommit

Boolean

True

Determines whether
to use DHCPv6
rapid commit mode
for stateful mode
address
assignments. Do
not enable in
networks where
more than one
DHCPv6 server is
configured to
provide address
assignments.

NOTE
Northbound only
support.
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3.6.13 BIOS

Bios contains properties surrounding a BIOS Attribute Registry (where the system-specific
BIOS attributes are described) and the Actions needed to perform changes to BIOS
settings, which typically require a system reset to apply.

The "@Redfish.Settings property” in the response of “/redfish/v1/Systems/Self/Bios”.

Notes that the client makes requests to change BIOS settings by modifying the Resource
identified by the “@Redfish.Settings™ property.

For more details about “@Redfish.Settings” property, refer Section Redfish.Settings.

GET -BIOS & BIOS/SD

Request for BIOS

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Bios
Content-Type: application/json

Request for BIOS/SD
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Bios/SD
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 30 Bios Property

Name Type Read Only | Description

@odata.context String True Refer Section ODATAProperties
@odata.id String True Refer Section ODATAProperties
@odata.type String True Refer Section ODATAProperties
@odata.etag String True Refer Section ODATAProperties

Refer Table Resource Complex Types under
Section Resource.

Oem Object NO.TE .
This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource.
AttributeRegistry String True The Resource ID of the Attribute Registry for the

BIOS Attributes resource.

The Actions property shall contain the available
Actions Object True actions for this resource namely Change Password
or Reset Bios. It can also contain Oem Actions.
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BIOS Attribute settings appear as additional
properties in this object, and can be looked up in
Attributes Object False the Attribute Registry by their AttributeName. This
is the manufacturer/provider specific list of BIOS
attributes.

This property shall indicate whether there is a
pending request to reset the BIOS attributes to
default values. A successful completion of the
ResetBios action shall set this property to ‘true’.
Boolean True Applyingn the default attribute values to this
resource shall set this property to ‘false’.

ResetBiosToDefaul
tsPending(N)

Services may reject modification requests to the
settings resource if this property contains ‘true’.

POST
BIOS RESET ACTION

Request

POST https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Bios/Actions/Bios.ResetBios
Content-Type: application/json

Example POST Request Body:

{
}

Response

The response status is 204 with no body. For Error Responses refer “Redfish Error
Response” and “Status Codes”.

BIOS CHANGE PASSWORD ACTION

Request

POST https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Bios/Actions/Bios.ChangePassword
Content-Type: application/json

Example POST Request Body:

{
“PasswordName” : “SETUP001"”,

“OldPassword” : “old”,
“NewPassword” : “new”

}
Response

The response status is 204 with no body. For Error Responses refer “Redfish Error
Response” and “Status Codes”.

PATCH - BIOS SD

Request - PATCH

PATCH https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Bios/SD
Content-Type: application/json
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Example PATCH Request Body:

{
“Attributes” : {
“ACPI002” : false,
“ACPI003” : true

}
}

Response

The response status is 204 with no body. For Error Responses refer “Redfish Error
Response” and “Status Codes”.

3.6.14 SimpleStorageCollection

This represents the collection of Simple Storage resources.
GET

Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/SimpleStorage
Content-Type: application/json

Response
Please refer Section Collection for the JSON response properties.
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3.6.15 SimpleStorage

This is the schema definition for the Simple Storage resource. It represents the properties
of a storage controller and its directly attached devices.

GET
Request

https.//{{ip}}/redfish/v1/Systems/{{system_instance}}/SimpleStorage/{{system_simplestorage_insta

nce}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 31 Simple Storage Property

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer
Description String True
Resource.
The UEFI device path used to access this storage
UefiDevicePath String True controller. This path is used to identify and locate
the specific storage controller.
Status Object True Refer Resource for Resource.Status.
The Links property, as described by the Redfish
Specification, shall contain references to resources
that are related to, but not contained by
(subordinate to), this resource
Name Type R Description
Links Object True Uil
Refer Table
Resource Complex
. Types under
Oem Object | False Resource.
NOTE
It will be present
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in response if
there is an oem
property
implemented
according to
“How to Add
OEM extensions”
document.

Chassis(N)

Object

True

The value of this
property shall be a
reference to a
resource of type
Chassis that
represent the
physical container
associated with
this Simple
Storage.

Storage

Object

True

Link to the Storage
instance
associated with
this SimpleStorage
instance

This object will contain the actions for this

Actions Object True .
resource under Oem property if any.
Read -
Name Type Only Description
Oem Object | False Refer Resource for
Resource.Oem.
Name of the
Name (M) | String True | resource or array
element
Status Object | True Refer Resource for
Resource.Status.
Devices Array Of True Name of the
Objects Manufactu . manufacturer of
String True .
rer this storage
device.
The value of this
. property shall
CtzzamtyB Number | True | represent the size
y (in bytes) of the
Storage Device.
Model String True Model number of

this device.
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3.6.16 VLAN Network Interface Collection

This represents the collection of VLAN Interface Collection resources.

GET
Request
https.//{{ip}}/redfish/v1/Systems/{{system_instance}}/Ethernetinterfaces/{{system_ethifc_instance}}
/VLANs
Content-Type: application/json
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{network_apadter_instance
}/NetworkDeviceFunctions/{{network_device-function_instance}}/Ethernet/VLANs
Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.
POST
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Ethernetinterfaces/{{system_ethifc_instance}}
/VLANs

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{network_apadter_instance
}/NetworkDeviceFunctions/{{network_device-function_instance}}/Ethernet/VLANs

Content-Type: application/json

Example POST Request Body:

{
“VLANId": 100,

“VLANEnable” :true,
“VLANPriority” :2
}

Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.
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3.6.17 VLAN Network Interface

This resource represents the VLAN Network Interface for the resource or service to which
it is associated. This resource shall be used to represent a Network Interface for a Redfish

implementation.

GET
Request

https.//{{ip}}/redfish/v1/Systems/{{system_instance}}/Ethernetinterfaces/{{system_ethifc_instance}}
/VLANs/{{system_vlan_instance}}

Content-Type: application/json

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{network_apadter_instance
}/NetworkDeviceFunctions/{{network_device-function_instance}}/Ethernet/VLANs/{Vlan_instance}}

Content-Type: application/json

Eg:

https://{{ip}}/redfish/v1/Systems/Self/Ethernetinterfaces/Ethernetinterface0/VLANs/{{system_vlan_i

nstance}}

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 32 VLAN Network Interface

Name

Type

Read Only

Description

@Redfish.Settings

Object

True

A Reference to the FutureState URI for this

resource.

Name

Type

Read
Only

Description

@odata.ty
pe

String

True

Refer Section
ODATA Properties

SettingsOb
ject

Object

True

A Reference to the
FutureState URI for
this resource.

NOTE

This property is
populated by
Host Interface as
part of Inventory.
(Extra Bios
Support is
needed. Refer
Section Redfish
Inventory
Support for
detailed
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| | | | information).

@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer
Description String True
Resource.
VLANEnable Boolean True ThIS property sh.all.be used to indicate if this VLAN
is enabled for this interface.
This property shall be used to indicate the VLAN
VLANId Number True identifier for this VLAN.
Minimum:0 & Maximum:4094.
This property shall contain the priority for this
VLANPriority Number True VLAN.
Minimum:0 & Maximum: 7
Actions Object True This object will contain the ac’Flons for this
resource under Oem property if any.
DELETE
Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Ethernetinterfaces/{{system_ethifc_instance}}
/VLANs/{{system_vlan_instance}}
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{network_apadter_instance
}/NetworkDeviceFunctions/{{network_device-function_instance}}/Ethernet/VLANs/{{Vlan_instance}}
Content-Type: application/json
Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.
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3.6.18 VLANNetworkinterface Future State (SD)

This resource represents the VLAN Network Interface for the resource or service to which
it is associated. This resource shall be used to represent a Network Interface for a Redfish
implementation.

GET
Request

https.//{{ip}}/redfish/v1/Systems/{{system_instance}}/Ethernetinterfaces/{{system_ethifc_instance}}
/VLANs/{{system_vlan_instance}}/SD

Content-Type: application/json

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{network_apadter_instance
}/NetworkDeviceFunctions/{{network_devicefunction_instance}}/Ethernet/VLANs/{{Vlan_instance}}/
SD

Content-Type: application/json
Eg:

https://{{ip}}/redfish/v1/Systems/Self/Ethernetinterfaces/Ethernetinterface0/VLANs/{{system_vlan_i
nstance}}/SD

Response

The response of the request will be in JSON format. The properties are mentioned
in Table VLAN Network Interface.

PATCH
Request

https.//{{ip}}/redfish/v1/Systems/{{system_instance}}/Ethernetinterfaces/{{system_ethifc_instance}}
/VLANs/{{system_vlan_instance}}/SD

Content-Type: application/json

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{network_apadter_instance
}/NetworkDeviceFunctions/{{network_devicefunction_instance}}/Ethernet/VLANs/{{Vlan_instance}}/
SD

Content-Type: application/json

Example PATCH Request Body:

{
“VLANId" : 100,

“VLANEnable” :true,
“VLANPriority” :2
}

Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.
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3.6.19 NetworkinterfaceCollection

It displays the collection of network interface resource instances available in the system.

GET

Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Networkinterfaces

Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.6.20 Networkinterface

A NetworklInterface contains references linking NetworkAdapter, and
NetworkDeviceFunction resources and represents the functionality available to the
containing system.

GET

Request

https://{{ip}}/redfish/v1/Systems/Self/Networkinterfaces/{{Networkinterface_instance}}
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

Table 33 NetworklInterface Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response

only if an oem property is implemented according
to “How to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
o . Provides description of the resource. Refer
Description String True
Resource
Status Object True Refer Resource for Resource.Oem.
Links Object True Links for this controller.
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Read

Only Description

Name Type

A reference to the
collection of
NetworkA . NetworkAdapter
dapter(N) Object | True associated with
this
NetworklInterface.

NetworkDevice

A reference to the collection of

. Object True NetworkDeviceFunction associated with this
Functions (N)
Networklnterface.
Ports Object True The link to the ports associated with this network
interface.
Actions Object True This object will contain the actions for this

resource under Oem property if any.

3.6.21 Storage Collection

It displays the collection of storage resource instances available in the system.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.6.22 Storage

Storage defines a storage subsystem and its respective properties. A storage subsystem
represents a set of storage controllers (physical or virtual) and the resources such as
volumes that can be accessed from that subsystem.

GET

Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/{{Storage_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 34 Storage Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response

only if an oem property is implemented according
to “How to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer
Description String True
Resource
Status Object True Refer Resource for Resource.Oem.

Contains references to other resources that are
related to this resource.

Read

Name Type Only

Description

Refer Resource
Complex Types
under Resource.

Links Object True NOTE

This property
will be a part of
JSON response
only if an oem
property is
implemented

Oem Object
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according to
“How to Add
OEM
extensions”
document.

An integer
Enclosures
Numbe

@odata.co True representmg the
unt r number of items

in a collection.

An array of
references to the
chassis to which
this storage
subsystem is
attached

Enclosures
Arra True
(N) y

StorageControllers

An integer representing the number of items in a

@odata.count Number True collection.

A collection that indicates all the storage

Array of controllers that this resource represents.
StorageControllers Object True NOTE
Refer Table Storage Controller Properties

Drives@odata.cou Number True An mteger representing the number of items in a
nt collection.

A collection that indicates all the drives attached to
Drives Array True the storage controllers that this resource

represents.

A collection that indicates all the volumes
Volumes Object True produced by the storage controllers that this

resource represents.
Redundancy@odat Nurmber True An mteger representing the number of items in a
a.count collection.
Redundancy(N) Array True Redundancy information for the storage

subsystem.

. A collection that indicates all the Controllers

Controllers Object True . . . .

associated with this storage instance
SimpleStorage Object True The link to the simple storage instance
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Table 35 Storage Controller Properties

Name

Type

Read Only

Description

@odata.id

String

True

Refer Section ODATA Properties

Memberld

String

True

This is the identifier for the member within the
collection.

Status

Object

True

Refer Section Resource for Resource.Oem.

Assembly

Object

True

The link to the assembly associated with this
storage controller.
NOTE
Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

ControllerRates

Object

This type describes the various controller rates
used for processes such as Volume Rebuild or
Consistency Checks.

Read

Name Only

Type Description

The percentage of
controller
Resources used
for performing a
data consistency
check on volumes.

Consisten
cyCheckRa
tePercent

Number | True

The percentage of

controller

RebuildRat Resources used
Number | True

ePercent for

rebuilding/repairin

g volumes.

The percentage of
controller
Resources used
for transforming
volumes from one
configuration to
another.

Transform
ationRateP
ercent

Number | True

Name

String

True

The name of the Storage Controller.

SpeedGbps

Number

True

The value of this property shall represent the speed
of the Storage bus interface (in Gigabits per
second).

FirmwareVersion

String

True

The firmware version of this storage Controller.

Manufacturer

String

True

This is the manufacturer of this storage controller.

Model

String

True

This is the model number for the storage
controller.

SKU

String

True

This is the SKU for this storage controller.

SerialNumber

String

True

The serial number for this storage controller.

PartNumber

String

True

The part number for this storage controller.

AssetTag

String

False

The user assigned asset tag for this storage
controller. Default it will be null value
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SupportedControll ReferTable Storage Controller Properties Protocol
Array True . .
erProtocols Properties for allowed Enum in Array.
SupportedDevice ReferTable Protocol Properties Protocol Properties
Array True :
Protocols for allowed Enum in Array.
This property shall contain a list of all known
g durable names for the associated storage
Identifiers Array True .
controller. Please refer Resource Section
Resource.
Location Object True Refer for Table Resource schema properties
This object describes the cache memory of the
storage controller in general detail.
Name Type R Description
Only
Persistent The portion of the
CacheSize | Number | True cach‘e memory
' MiB that is perglstent,
CacheSummary Object True measured in MiB.
The total
TojtalCaph Number | True configured cache
eSizeMiB memory,
measured in MiB.
Refer Section
Status Object True | Resource for
Resource.Oem
. The PCle interface details for this controller.
PClelnterface Object Refer Table PClelnterface Properties
This object describes the RAID Types supported by
the storage controller.
Enum Description
A placement policy that splits
RAIDO data evenly across two or more
disks, without parity information,
redundancy, or fault tolerance.
A placement policy where each
logical block of data is stored on
RAID1 .
more than one independent
storage device
A placement policy using parity-
SupportedRAID Array True ba_sed pro:t'egtion‘ for storing
Types stripes of “n” logical blocks of
data and one logical block of
RAIDS parity across a set of “n+1”
independent storage devices
where the parity and data blocks
are interleaved across the
storage devices
A placement policy using parity-
based protection for storing
RAID6 stripes of “n” logical blocks of
data and two logical blocks of
independent parity across a set
of “n+2"” independent storage
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devices where the parity and data
blocks are interleaved across the
storage devices

Links

Object

True

Contains references to other resources that are

related to this resource.

Read

Name Type Only Description

Iy representing the

@odata.co | Number | True Y g

unt number of items
in a collection.
The value of this
property shall be a
reference to the
resources that this
system is
associated with

Endpoints anfd shall

(N) Array True | referencea

resource of type
Endpoint.

NOTE

These will be
available only
as a part of FPX
Product.
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Table 36 Protocol Properties

Member Name Description

PCle PCI Express (Vendor Proprietary).
AHCI Advanced Host Controller Interface.
UHCI Universal Host Controller Interface.
SAS Serial Attached SCSI.

SATA Serial AT Attachment.

usB Universal Serial Bus.

NVMe Non-Volatile Memory Express.

FC Fibre Channel.

iSCSI Internet SCSI.

FCoE Fibre Channel over Ethernet.
NVMeOverFabrics NVMe over Fabrics.

SMB Server Message Block (aka CIFS Common Internet File System).
NFSv3 Network File System version 3.
NFSv4 Network File System version 4.

HTTP Hypertext Transport Protocol.
HTTPS Secure Hypertext Transport Protocol.
FTP File Transfer Protocol.

SFTP Secure File Transfer Protocol.

FCP Fibre Channel Protocol for SCSI
FICON FIbre CONnection

TCP Transmission Control Protocol

UDP User Datagram Protocol

TFTP Trivial File Transfer Protocol

Genz This value shall indicate conformance to the Gen-Z Core

Specification

MultiProtocol

This value shall indicate conformance to multiple protocols

This value shall indicate conformance to the InfiniBand

InfiniBand Architecture Specification-defined InfiniBand protocol
This value shall indicate conformance to the IEEE 802.3
Ethernet e
Ethernet specification
. This value shall indicate conformance to the NVIDIA NVLink
NVLink
protocol
OEM OEM-specific.
. This value shall indicate conformance to the VESA DisplayPort
DisplayPort e
Specification
This value shall indicate conformance to the HDMI Forum HDMI
HDMI e
Specification
This value shall indicate conformance to the VESA SVGA
VGA e
Specification
DVI This value shall indicate conformance to the Digital Display

Working Group DVI-A, DVI-D, or DVI-I Specification

97




3.6.23 Volume Collection

It displays the collection of volume resource instances available in the system.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/{{Storage_instance}}/Volumes
Content-Type: application/json

Response
Please refer Section Collection for the JSON response properties.
POST

Request

POSThttps://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/{{Storage_instance}}/Volumes
Content-Type: application/json

The following properties are mandatory to create a volume:
* Name
* RAIDType
*  StripSizeBytes
* ReadCachePolicyType
*  WriteCachePolicyType
*  Oem/Ami/ControllerID
e Oem/Ami/Initialization
*  Oem/Ami/DiskCachePolicy
*  Oem/Ami/AccessPolicy
e Oem/Ami

Example POST Request Body:

The RAIDType can be one of the following values: “RAIDQ”, “RAID1",
“RAIDS”, “RAID6".

*  The StripSizeBytes can be one of the following values: “64K” , “128K”",
“256K", "512K" , “1MB”

*  The ReadCachePolicyType can be one of the following values: “Off”,
“ReadAhead”

*  The WriteCachePolicyType can be one of the following values:
“WriteThrough”, “UnprotectedWriteBack”

*  The Oem/Ami/Initialization can be one of the following values:
No_lnitialization , Quick_lInitialization , Full_Initialization

*  The Oem/Ami/DiskCachePolicy can be one of the following values:
Unchanged, Enabled, Disabled

* The Oem/Ami/AccessPolicy can be one of the following values: Read-
Write , Read_Only, Blocked
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POST https.//{{ip}}/redfish/v1/Systems/Self/Storage/{{Storage_instance}}/Volumes
Content-Type: application/json

{
“Name” : “Volume_Name”,
“RAIDType” : “RAIDO”,
“StripSizeBytes” : "64K”,
“ReadCachePolicyType” : “ReadAhead”,
“WriteCachePolicyType” : “WriteThrough”,
“Oem” A
“Ami” : {
“ControllerID” : “/redfish/v1/Systems/Self/Storage/StorageController_0,”
“Initialization” : “No_Initialization”,
“DiskCachePolicy” : “Unchanged’,
“AccessPolicy” : “Read-Write’,
“Device”: [
“/redfish/v1/Systems/Self/Storage/StorageController_0/Drives/5,”
“/redfish/v1/Systems/Self/Storage/StorageController_0/Drives/6”

}
Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and “Section Status Codes”.
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3.6.24 Volume

Volume contains properties used to describe a volume, virtual disk, LUN, or other logical
storage entity for any system.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/{{Storage_instance}}/Volumes/{{Volu
me_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 37 Volume Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response

only if an oem property is implemented according
to “How to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer
Description String True
Resource
Status Object True Refer Resource for Resource.Oem.
CapacityBytes Nurmber True This property shall contain the size in bytes of the

associated volume.

This property shall contain the type of the
associated Volume.

Enum Description
The volume is a raw physical
RawDevice device without any RAID or

other virtualization applied.

VolumeType String True The volume is a non-redundant
NonRedundant .
storage device.
. The volume is a mirrored
Mirrored .
device.
StripedWithParit | The volume is a device which
y uses parity to retain redundant
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information.

The volume is a spanned set of

SpannedMirrors . ;
mirrored devices.

The volume is a spanned set of
devices which uses parity to
retain redundant information.

SpannedStripes
WithParity

Encrypted

Boolean,
False

True

This property shall contain a boolean indicator if
the Volume is currently utilizing encryption or not.
Default it will be null value

EncryptionTypes

Array

True

This property shall contain the types of encryption
used by this Volume.

Enum Description

The volume is utilizing the
NativeDriveEncr | native drive encryption
yption capabilities of the drive
hardware.

ControllerAssist | The volume is being encrypted
ed by the storage controller entity.

SoftwareAssiste The volume is be!ng encrypted
q by software running on the
system or the operating system.

Identifiers

Array

True

This property shall contain a list of all known
durable names for the associated volume.

BlockSizeBytes

Number

True

The size of the smallest addressible unit (Block) of
this volume in bytes.

Operations

Array

The operations currently running on the Volume.

Read

Name Type Only

Description

Operation . The name of the
String True :
Name operation.

The percentage
Percentag of the operation
eComplete Number | True that has been
completed.

A reference to
the task

Object True associated with
the operation if
any.

Associate
dTask

OptimumIOSizeByt
es

Number

True

This property shall contain the optimum IO size to
use when performing 10 on this volume. For logical
disks, this is the stripe size. For physical disks, this
describes the physical sector size.

Links

An array of references to the drives which contain
this volume. This will reference Drives that either
wholly or only partly contain this volume.

Read —
Name Type Only Description
Refer Table
Oemn Object Resource Complex
Types under
Section Resource.
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NOTE

This property
will be a part of
JSON response
only if an oem
property is
implemented
according to
“How to Add
OEM
extensions”
document.

An integer
representing the
number of items in
a collection.

Drives@od

Number | True
ata.count

An array of
references to the
chassis to which
this storage
subsystem is
attached

Drives(N) | Array True

Volume.Initialize is the available actions for this

Actions Object True
resource
This property contains properties to use when
Volume is used to describe an NVMe Namespace.
Read —
Name Type Only Description
The NVMe
Namespac . Namespace
elD String True Identifier for this
namespace.
NVMeNamespace Obiect True Formatted strin True The LBA data size
Properties J LBASize g and metadata
MetadataT .
This property
ransferred boolean | True | indicates whether
AtEndOfDa or
taLBA
NumberLB inteqer NumberLBA
AFormats 9 Formats
NVMeVers strin True The version of the
ion g NVMe Base
VolumeUsage String True Indicates the Volume usage type setting for the
Volume.
StripSizeBytes number True The number of blopks (bytes) in astripina disk
array that uses striped data mapping.
Indicator of whether or not the Volume has
Compressed Boolean True .
compression enabled.
. Indicator of whether or not the Volume has
Deduplicated Boolean True o
deduplication enabled.
DisplayName String True A user-configurable string to name the volume.
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LogicalUnitNumbe

Indicates the host-visible LogicalUnitNumber

number True . .

r assigned to this Volume.

Manufacturer String True The manufacturer or OEM of this storage volume.

Model String True The model number for this storage volume.
Indicates the number of media elements used per

MediaSpanCount number True span in the secondary RAID for a hierarchical RAID
type.

ProvisioningPolicy | String True This prpperty spec;lfles.the vo!ume s storage
allocation, or provisioning policy.

RAIDType String True The RAID type of this volume.

ReadCachePolicy | String True Indicates the read cache policy setting for the
Volume.

RemainingCapacit number True The percentage of the capacity remaining in the

yPercent Volume.

WriteHoleProtectio . The policy that the RAID volume is using to

; String True . .

nPolicy address the write hole issue.

WriteCacheState String True Indicates the WriteCacheState policy setting for
the Volume.

WriteCachePolicy | String True Indicates the write cache policy setting for the
Volume.

MaxBlockSizeByte | number True Max Block size in bytes.

Replicalnfo Object True rDeeps"ccr;]bes this storage volume in its role as a target

RecoverableCapa Current number of capacity source resources that

Number True

citySourceCount

are available as replacements.
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Table 38 Replicalnfo Properties table

Read A
Name Type Only Description
ConsistencyEnabled | Boolean | True | True if consistency is enabled.
ConsistencyState String True | The current state of consistency.
ConsistencyStatus String True | The current status of consistency.
ConsistencyType String True !ndlcates‘the consistency type used by the source and
its associated target group.
FailedCopyStopsHo If true, the storage array tells host to stop sending data
Boolean | True . ) )
stlO to source element if copying to a remote element fails.
PercentSynced number | True Spe0|f|es.the‘percent of the work completed to reach
synchronization.
The priority of background copy engine I/0 to be
ReplicaPriority String True | managed relative to host I/0 operations during a
sequential background copy operation.
ReplicaProgressStat . The status of the session with respect to Replication
String True -
us activity.
ReplicaReadOnlyAcc . True This property specifies whether the source, the
String True
ess target, or both elements are read only to the host.
ReplicaRecoveryMo . Describes whether the copy operation continues after a
String True L
de broken link is restored.
ReplicaRole String True | The source or target role of this replica.
Applies to Adaptive mode and it describes maximum
ReplicaSkewBytes String True | number of bytes the SyncedElement (target) can be out
of sync.
ReplicaState String True ReplicaState de_scr!bes thg §tate of the relationship with
respect to Replication activity.
ReplicaType String True Rep!lcaType describes the intended outcome of the
replication.
ReplicaUpdateMode | String True Describes whether the target elements will be updated
synchronously or asynchronously.
sfequestedRepllcaSt String True | The last requested or desired state for the relationship.
SyncMaintained String True | Synchronization is maintained.
UndiscoveredEleme . This property specmes Yvhether the sour'ce, the target, or
nt String True | both elements involved in a copy operation are
undiscovered
Specifies when point-in-time copy was taken or when the
WhenActivated String True | replication relationship is activated, reactivated,
resumed or re-established.
WhenDeactivated String True Spe0|f|es when the replication relationship is
deactivated.
WhenEstablished String True SpeC|f.|es when the replication relationship is
established.
WhenSuspended String True Specifies when the replication relationship is
suspended.
WhenSynced String True | The point in time that the Elements were synchronized.
WhenSynchronized | String True Specifies when the replication relationship is

synchronized.
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3.6.25 Secure Boot

This resource contains UEFI Secure Boot information. It represents properties for
managing the UEFI Secure Boot functionality of a system.

GET

Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/SecureBoot

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 39 Secure Boot Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under
Resource.
Oem Object NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer
Description String True
Resource

Setting this property to true enables UEFI Secure
Boot, and setting it to false disables it. This
property can be enabled only in UEFI boot mode.
Default it will be null value

SecureBootEnable | Boolean False

This action is used to reset the Secure Boot
keys.SecureBoot allows the user to perform
SecureBoot.ResetKeys action and it's allowable
values are as given below. It can also contain an
Oem Object under Oem attribute under this
Actions Object True Actions.

NOTE

Out-Of-Band request for this action will blocked
during the Host System Booting until the
inventory is processed by the redfish service and
the request will respond with status code 503 and
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| Service Not Available message.

Enum Description
Reset the content of all UEFI
ResetKeys Secure Boot key databases to

their default values.

The value of this property shall indicate the UEFI
Secure Boot state during the current boot cycle.

:igl:reBootCurrent String True Enum Description
Enabled Secure Boot is currently enabled.
Disabled Secure Boot is currently disabled.
Current Secure Boot Mode as defined in the UEFI
Specification.
Enum Description
SetupMode Secure Boot is currently in Setup
Mode.
SecureBootMode String True Secure Boot is currently in User
UserMode
Mode.
AuditMode Secure Boot is currently in Audit
Mode.
Secure Boot is currently in
DeployedMode Deployed Mode.
SecureBootDataba ' The value of thl§ property shall be alink to a
ses Object True resource collection of type
SecureBootDatabaseCollection.
PATCH
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/SecureBoot
Content-Type: application/json

Example PATCH Request Body:
{ “SecureBootEnable” : true }

Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and “Section Status Codes”.
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3.6.26 Secure Boot Databases Collection

This is the schema definition for SecureBootDatabases collection.

GET

Request
https://{{ip}}/redfish/v1/Systems/{ComputerSystem_Id}/SecureBoot/SecureBootDatabases

Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.6.27 Secure Boot Databases

This is the schema definition that describes a UEFI Secure Boot database used to store
certificates or hashes.

GET

Request

https.//{{ip}}/redfish/v1/Systems/{ ComputerSystem_Id }/SecureBoot/SecureBootDatabases/{{Secur
eBootDatabses_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 40 Secure Boot Databases Instance Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Resource Complex Types under Resource.

NOTE

Oem Object This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.

Id(M) String True Resource Identifier

Name(M) String True Name of the Resource
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Description String True Provides description of the resource. Refer Resource

This property shall contain the name of the UEFI
Secure Boot database. This property shall contain the
same value as the Id property. The value shall be one
of the UEFI-defined Secure Boot databases: "PK,
"KEK® "db’, "dbx’, "dbr’, "dbt’, "PKdefault’, 'KEKDefault’,
“dbDefault’, "dbxDefault’, "dbrDefault’, or "dbtDefault’.

Databaseld String True

A link to the collection of certificates contained in this

Certificates Object True UEFI Secure Boot database.

The revision of this Drive. This is typically the

Signatures Object True firmware/hardware version of the drive.

This action is used to reset the UEFI Secure Boot keys
of this database. ResetKeys action and it's allowable
values are as given below.

NOTE

Out-Of-Band request for this action will blocked
during the Host System Booting until the inventory is
processed by the redfish service and the request will
respond with status code 503 and Service Not
Available message.

Actions Object True

Enum Description

This action is used to reset the UEFI
Secure Boot keys of this database.

ResetKeys

POST
ResetKeysType can be one among the following: ResetAllKeysToDefault,
DeleteAllKeys

Request

https.//{{ip}}/redfish/v1/Systems/{ComputerSystems_Id}/SecureBoot/SecureBootDatabases/{Secure
BootDatabases_Instance}/Actions/SecureBootDatabase.ResetKeys

Content-Type: application/json

Example POST Request Body:
{ "ResetKeysType” : “ResetAllKeysToDefault” }

Response
The response status is 204 with no body.
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3.6.28 Secure Boot Databases Signatures Collection

This is the schema definition for signature collection for a secureboot databases instance.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/SecureBoot/SecureBootDatabases/{{secureb
oot_databases_instance}}/Signatures

Content-Type: application/json

Response
Please refer Section Colllection for the JSON response properties.

POST [Creating new Signatures]

Request
POST

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/SecureBoot/SecureBootDatabases/{{secureb
oot_databases_instance}}/Signatures

Content-Type: application/json

Example POST Request:

{

“SignatureString” :“80B4D96931BFOD02FD91A61E19D14F1DA452E66DB2408CA8604D411F92659
FOA”

“SignatureType” : "EFI_CERT_SHA256_GUID",

“SignatureTypeRegistry”: “UEFI”,

“UEFISignatureOwner” : “77FA9ABD-0359-4D32-BD60-28F4E78F784B”

)
NOTE:

«  SignatureString, SignatureType and SignatureTypeRegistry are mandatory
properties for creating (POST) signatures.

*  Based on UEFI SPEC, PK/KEK should only include public key or Public key
certificate(s).

«  "Redfish API should not have an option to add Hash certificates (signatures) to
PK/KEK. Creating (POST) Signatures are not allowed for non-default secureboot
databases("PK’, 'KEK").The response is 405 Method Not Allowed"

«  Creating (POST ) Signatures are allowed only for non-default secureboot
databases("db’, ‘dbx’, ‘dbr’,"dbt’). Default databases ("PKdefault’, 'KEKDefault',
‘dbDefault’, ‘dbxDefault’, ‘dbrDefault’, ‘dbtDefault’) doesn't support POST.

«  Out Of Band POST request will blocked during the Host System Booting until the
inventory is processed by the redfish service and the request will respond with
status code 503 and Service Not Available message.
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Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created Signatures. For Error Responses refer "Redfish Error
Response” and “Status Codes”.

3.6.29 SecureBootDatabases Signatures Instance

This is the schema definition for a signature or a hash for a secureboot databases
instance.

GET

Request

https.//{{ip}}/redfish/v1/Systems/{ComputerSystems_Id}/SecureBoot/SecureBootDatabases/{{Secur
eBootDatabses_instance}}/Signatures/{{signature_instance}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 41 Secure Boot Databases Instance Properties

Name Type Read Only | Description

@odata.context | String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Resource Complex Types under Resource.
NOTE
Oem Object False This property will be a part of JSON response only if

an oem property is implemented according to “How to
Add OEM extensions” document.

Id(M) String True Resource Identifier

Name(M) String True Name of the Resource

Description String True Provides description of the resource. Refer Resource
This property shall contain the string of the signature,

SignatureString | String True and the format shall follow the requirements specified

by the value of the SignatureType property.

SignatureType | String True This property shall contain the format type for the

signature.
Slé;gr}g;t?;eType String True This property shall contain the type for the signature.
The value of this property shall contain the GUID of the
UefiSignature Strin True UEFI signature owner for this signature as defined by
Owner g the UEFI Specification. This property shall only be

present if the SignatureTypeRegistry property is "UEFI .
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DELETE

Request

https.//{{ip}}/redfish/v1/Systems/{ComputerSystems_Id}/SecureBoot/SecureBootDatabases/{{Secur
eBootDatabses_instance}}/Signatures/{{signature_instance}}

Content-Type: application/json
Response

The response status is 204 and no response body. For Error Responses
refer "Redfish Error Response” and “Status Codes”.

NOTE

*  The DELETE method is allowed only for the non-default secureboot
databases("PK’, 'KEK" 'db’, ‘dbx’, "dbr’, ‘dbt’). Default databases ("PKdefault,,
"KEKDefault’, ‘dbDefault’, ‘dbxDefault’, ‘dbrDefault’, ‘dbtDefault’) doesn't support
DELETE method.

*  Out Of Band DELETE request will be blocked during the Host System Booting
until the inventory is processed by the redfish service and the request will
respond with status code 503 and Service Not Available message.

3.6.30 SecureBootDatabases Certificates API

This is the schema definition for Certificate Collection of secureboot databases
instance. Refer section CertificateServiceAPI.

NOTE
«  New certificates can be created (POST) only for non-default database
instances("PK’, 'KEK" “db’, “dbx’, “dbr’, "dbt’) .

Actions GenerateCSR, Rekey/Reney and ReplaceCerticates are not supported for
SecureBootdatabases certificates.

Certificate Instance resource support DELETE for removing certificates only for
non-default databases("PK’, 'KEK" "db’, ‘dbx’, “dbr’, "dbt’).

Out Of Band request for creating and deleting certificates will be blocked during
the Host System Booting until the inventory is processed by the redfish service
and the request will respond with status code 503 and Service Not Available
message.
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3.6.31 Drives

This is the schema definition for the Drives. It represents the properties of a Drives
attached to a System.

NOTE

Drives resource can be populated by Host Interface, (Extra AMI Bios Support is
needed Refer Section Manager RedfishPowerSaveMode Action)

GET
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/1/Drives/{{Drives_instance}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 42 Drives Instance Properties

Name Type gﬁ?: Description
@odata.context | String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Resource Complex Types under Resource.
NOTE
Oem Object False || This property will be a part of JSON response only if an oem
property is implemented according to “How to Add OEM
extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
Description String True | Provides description of the resource. Refer Resource
Status Object True | Refer Resource for Resource.Oem.
Manufacturer String True | This is the manufacturer of this Drive
Model String True | This is the model number for the Drive
SKU String True | This is the SKU for this Drive.
SerialNumber String True | The serial number for this Drive.
PartNumber String True | The part number for this Drive
AssetTag String True The user assigned asset tag for this Drive. Default it will be
null value
The link to the assembly associated with this Drive.
NOTE
Assembly Object True Northbound only properties. Platform specific porting
needed; require specific platform libraries support and hook
between the specific libraries and gami module should be
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| added.

Revision

String

True

The revision of this Drive. This is typically the
firmware/hardware version of the drive.

Links

Object

True

The links object contains the links to other resources that are
related to this resource.

Name

Type

Read
Only

Description

Endpoints

Array

True

An array of references to
the endpoints that
connect to this drive.

Endpoints@od
ata.count

Number

True

An integer representing
the number of items in a
collection.

Oem

Object

Refer Table Resource
Complex Types under
Section Resource.

NOTE

This property will be a
part of JSON response
only if an oem
property is
implemented
according to “"How to
Add OEM extensions”
document.

Chassis

Object

True

A reference to the
Chassis which contains
this Drive.

Storage

Object

True

This property shall
contain alink to a
resource of type Storage
that represents the
storage subsystem to
which this drive belongs.

PCleFunctions

Array

True

An array of references to
the PCle Functions
which the drive
produces.

PCleFunctions
@odata.count

Number

True

An integer representing
the number of items in a
collection.

Volumes

Array

True

An array of references to
the volumes contained in
this drive. This will
reference Volumes that
are either wholly or only
partly contained by this
drive.

Volumes@oda
ta.count

Number

True

An integer representing
the number of items in a
collection.
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The operations currently running on the Drive.

Name Type Read Only | Description
Operation . The name of the
String True .
Name operation.
. . The percentage of the
Operations Object True | Percentage Number | True operre)ltion tha? has been
Complete
completed.
Associated ' A reference tq the task
Object | True associated with the
Task o
operation if any.
The state of the status indicator, used to communicate
status information about this drive.
Enum Description
OK The drive is OK.
Fail The drive has failed.
Rebuild The drive is being rebuilt.
. . PredictiveFailureAnalysis The Qrive Is St”.l working but
StatuslIndicator | String True predicted to fail soon.
The drive is marked to be
Hotspare automatically rebuilt and used as
a replacement for a failed drive.
InACriticalArray Thg array that this drive is a part
of is degraded.
InAFailedArray Thg array that this drive is a part
of is failed.
The state of the indicator LED, used to identify the drive.
Default it will be null value
. . Enum Description
IndicatorLED String True Lit The Indicator LED is lit
Blinking The Indicator LED is blinking.
Off The Indicator LED is off.
CapacityBytes | Number | True | The size in bytes of this Drive.
ZallurePredlcte Boolean | True | Is this drive currently predicting a failure in the near future.
EhysmalLocatlo Object True | Refer for Table Resource schema properties.
The protocol this drive is using to communicate to the
storage controller.
Enum Description
PCle PCI Express (Vendor Proprietary)
AHCI Advanced Host Controller Interface
UHCI Universal Host Controller Interface
SAS Serial Attached SCSI
Protocol String True | SATA Serial AT Attachment
USB Universal Serial Bus
NVMe Non-Volatile Memory Express
FC Fibre Channel
iSCSI Internet SCSI
FCoE Fibre Channel over Ethernet
NVMeOverFabrics | NVMe over Fabrics
SMB Server Message Block (aka CIFS
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Common Internet File System)

NFSv3 Network File System version 3
NFSv4 Network File System version 4
HTTP Hypertext Transport Protocol
HTTPS Secure Hypertext Transport Protocol
SFTP Secure File Transfer Protocol

FTP File Transfer Protocol

The type of media contained in this drive.

Enum Description

The drive media type is traditional

MediaT Stri T HDD magnetic platters.
cedialype tring rue The drive media type is solid state or
SSD
flash memory.
The drive media type is shingled
SMR : .
magnetic recording.
Identifiers Array True | Refer for Table Resource schema properties.
The encryption abilities of this drive.
Enum Description
The drive is not capable of self-
E tionAbilit None encryption.
neryptionAbil String True The drive is capable of self-encryption
y SelfEncryptingDrive | per the Trusted Computing Group's
Self Encrypting Drive Standard.
The drive is capable of self-encryption
Other
through some other means.
The type of hotspare this drive is currently serving as.
Enum Description
None The drive is not currently a hotspare.
The drive is currently serving as a
Global hotspare for all other drives in the
. storage system.
HotspareType | String True The drive is currently serving as a
Chassis hotspare for all other drives in the
chassis.
The drive is currently serving as a
Dedicated hotspare for a user defined set of
drives.
The status of the encryption of this drive.
Enum Description
The drive is not currently encrypted.
Unencrypted Deprecated: Use Unencglyptedyp
The drive is currently encrypted but
Unlocked the data is accessible to the user
EncryptionStatu . unencrypted.
s String True The drive is currently encrypted and
the data is not accessible to the user,
Locked

however the system has the ability to
unlock the drive automatically.

Unencrypted The drive is not currently encrypted.

The drive is currently encrypted, the

Foreign data is not accessible to the user, and
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the system requires user intervention
to expose the data.

RotationSpeed Number | True The rotation speed of this Drive in Revolutions per Minute
RPM (RPM).
BlockSizeBytes | Number | True ;I;]hsyilezse of the smallest addressable unit (Block) of this drive
CapableSpeed The speed which this drive can communicate to a storage
Number | True L " PO
Gbs controller in ideal conditions in Gigabits per second.
NegotiatedSpe The speed which this drive is currently communicating to the
Number | True o
edGbs storage controller in Gigabits per second.
PredictedMedia Number | True The percentage of reads and writes that are predicted to still
LifeLeftPercent be available for the media.
The replacement mode for the hotspare drive.
Enum Description
A hotspare drive that is commissioned due
. to a drive failure will remain as a data drive
NonRevertible . . .
HotspareRepla . and will not revert to a hotspare if the failed
String True L
cementMode drive is replaced.
A hotspare drive that is commissioned due
Revertible to a drive failure will revert to being a
hotspare once the failed drive is replaced
and rebuilt.
WriteCacheEna This property shall indicate whether the drive write cache is
Boolean | True
bled enabled.
Locat'lonlndlcat Boolean | True An indicator allowing an operator to physically locate this
orActive resource
ReadyToRemov An indication of whether the drive is prepared by the system
Boolean | True
e for removal.

3.6.32 MemoryDomain Collection

It displays a list of Memory instances. This represents the collection of Memory resources.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/MemoryDomains

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.6.33 MemoryDomain

Displays the information about the Memory devices like DIMM supported by the host
connected to the BMC.

GET
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/MemoryDomains/{{MemoryDomain_instance}
}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 43 Memory Domain Properties

Read A
Name Type Only Description
@odata.context String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
Description String True | Provides description of the resource. Refer Resource
AllowsMemory Boolean | True Indicates if this Memory Domain supports the creation of
ChunkCreation Memory Chunks.
AllowsBlockProvisi Indicates if this Memory Domain supports the provisioning
) Boolean | True
oning of blocks of memory.
This is the interleave sets for the memory chunk.
Read e
Name Type Only Description
InterleavableMem Array MemorySet@ Number | true | Count of MemorySets
orySets odata.count
This is the collection of
Array of .
MemorySet . True | memory for a particular
Objects .
interleave set
MemoryChunks Object | True A reference tq the pollectlon of Memory Chunks
associated with this Memory Domain.
AllowsMirroring Boolean | True Indicates if this Memory Domain supports the creation of

Memory Chunks with mirroring enabled.
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AllowsSparing

Boolean

True

Indicates if this Memory Domain supports the creation of
Memory Chunks with sparing enabled.

Actions

Object

True

This object will contain the actions for this resource under
Oem property if any.

3.6.34 MemoryChunks Collection

It displays a list of Memory instances. This represents the collection of Memory resources.

GET
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/MemoryDomains/{{MemoryDomain_instance}
}/MemoryChunks

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.6.35 MemoryChunks

Displays the information about the Memory devices like DIMM supported by the host
connected to the BMC.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/MemoryDomains/{{MemoryDomain_instance}
}/MemoryChunks/{{MemoryChunks_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 44 Memory Chunks Properties

Name Type ng;l Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE : .
This property will be a part of JSON response only if an
oem property is implemented according to “How to
Add OEM extensions” document.

Id(M) String True Resource Identifier

Name(M) String True Name of the Resource

o . Provides description of the resource. Refer Section

Description String True

Resource
Status Object True Refer Section Resource for Resource.Oem.
mieBmoryChunkSme Number | True Size of the memory chunk in MiB.

Memory type of this memory chunk.

Enum Description

%cli;ieressRange String True Volatile Volatile memory.

PMEM Byte accessible persistent memory.

Block Block accesible memory.

This is the interleave sets for the memory chunk.

Name Type gi?;j Description
InterleaveSets Array -

Regionld String True PIMM region

identifier.
OffsetMiB Number | True | Offset within the
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DIMM that
corresponds to the
start of this memory
region, with units in
MiB.

Size of this memory

SizeMiB Number | true region in MiB.

Level of the
interleave set for
multi-level tiered
memory.

MemoryLevel | Number | true

Ref. to memory
Memory Objects | True | device of the
interleave set

IsSpare Boolean | True Spare enabled status.
IsMirrorEnabled Boolean | True Mirror Enabled status.

. . This object will contain the actions for this resource
Actions Object True .

under Oem property if any.

AddressRange . e
OffsetMiB Number | True Offset of the memory chunk in the address range in MiB
DisplayName String True A user-configurable string to name the memory chunk
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3.6.36 MemoryMetrics

Displays the information about the Memory devices like NV DIMM supported by the host
connected to the BMC.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Memory/{{Memory_instance}}/MemoryMetric
s

or
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/MemorySummary/MemoryMetrics
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 45 Memory Metrics Properties

Read

Name Type Only Description
@odata.context String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
. NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to "How to Add OEM extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
BlockSizeBytes Number | True | The block size, in bytes.

BandwidthPercent | Number | True | memory bandwidth utilization as a percentage

The memory metrics since the last system reset.

Name Type Read Only | Description
The number of
CurrentPeriod Object True BlocksRead Number | True blocks read since
reset.
The number of
BlocksWritten | Number | True blocks written
since reset.
The memory metrics since the last system reset.
LifeTime Object | True Name Type Read Only | Description
The number of
BlocksRead Number | True
blocks read for
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the lifetime of the
memory.

The number of
blocks written for
the lifetime of the
memory.

BlocksWritten | Number | True

This object shall contain properties which describe the
HealthData metrics for the current resource.

Name Type Read Only | Description
LastShutdown Status of last
Boolean | True
Success shutdown.
DataLossDete Boolean | True Data loss
cted detection status.
Performance Performance
Boolean | True degraded mode
Degraded
status.
RemainingSpa The remaining
reBlockPercen | Number | True spare blocks, as
HealthData Object True | tage a percentage.
Alarm trip
information
AlarmTrips Object True about the
memory. Refer
Alarm Trips Table
below.
The percentage
PredictedMedi Svfrirtizdtshaatn :re
aLifeLeftPerce | Number | True . .
predicted to still
nt .
be available for
the media.
OperatingSpeedM Number | True Operatlr)g speed of memory in MHz or MT/s as
Hz appropriate.
Table 46 Alarm Trips
Read .
Name Type Only Description
Temperature Boolean | True ';far?upserature threshold crossing alarm trip detected
SpareBlock Boolean | True | Spare block capacity crossing alarm trip detected status.
. An indication of whether an address parity error was
AddressParityError | Boolean | True detected that a retry could not correct.
CorrectableECCErr An indication of whether a temperature threshold alarm
Boolean | True .
or trip was detected.
UncorrectableECC An indication of whether the uncorrectable error threshold
Boolean | True

Error

alarm trip was detected.

122




3.6.37 ProcessorMetrics

ProcessorMetrics contains usage and health statistics for a Processor (all Cores).

GET
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors/{{Processors_instance}}/Process

orMetrics

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 47 Processor Metrics Properties

Name Type gﬁ?: Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Resource Complex Types under Section Resource.
NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
Description String True Description of the Resource
The average frequency of the processor.
NOTE
AverageFrequency Numb T Northbound is supported and platform specific porting
MHz umber rue needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.
The CPU bandwidth as a percentage.
BandwidthPercent | Number | True NOTE
Northbound only support.
The processor cache metrics.
Refer Table Cache Propertie
Cache Array NOTE
Northbound only support.
The power consumed by the processor.
ConsumedPower Number | True NOTE
Watt Northbound only support.
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The processor core metrics.
. Refer Table CoreMetrics Properties
CoreMetrics Array NOTE
Northbound only support.
The frequency relative to the nominal processor
. frequency ratio.
FrequencyRatio Number | True NOTE
Northbound only support.
The percentage of time spent in kernel mode.
KernelPercent Number | True NOTE
Northbound only support.
LocalMemoryBand . The local memory bandwidth usage in bytes.
widthBytes Number | True NOTE
Northbound only support.
RemoteMemoryB The remote memory bandwidth usage in bytes.
andwidthBytes Number | True NOTE
Northbound only support.
';emperatureCelsm Number | True The temperature of the processor.
ThrottlingCelsius Number | True The QPU margin to throttle (temperature offset in degree
Celsius).
The percentage of time spent in user mode.
UserPercent Number | True NOTE
Northbound only support.
Table 48 Cache Properties
Name Type Read Only | Description
CacheMiss Number | True The number of cache line misses in millions.
CacthlssesPerIn Number | True The number of cache misses per instruction.
struction
HitRatio Number | True The cache line hit ratio.
Level String True The cache level.
OccupancyBytes Number | True The total cache level occupancy in bytes.
OccupancyPercent | Number | True The total cache occupancy percentage.

Table 49 CacheMe

tries Properties

Name Type Read Only | Description
CoreCache Array True The cache metrics of this core in the processor.
Refer Table Cache Properties
Coreld String True The processor core identifier.
|OStallCount Number | True The number of stalled cycles due to I/0 operations.
InstructionsPerCyc The number of instructions per clock cycle of this
Number | True
le core.
MemoryStallCount | Number | True The nu.mber of stalled cycles due to memory
operations.
UnhaltedCycles Number | True The unhalted cycles count of this core.
The C-state residency of this core in the processor.
. Name Type R Description
CStateResidency Array True Only
Level String True 'erge. l((;a(;/ ecl:$'fg;tate,
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The percentage of
time that the

Residency processor or core
Number | True o
Percent has spent in this
particular level of C-
state.

3.6.38 AccelerationFunctions Collection

Refer Section Manager RedfishPowerSaveMode Action for a detailed information. We
need corresponding AMI BIOS module support for the same.
GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors/{{Processors_instance}}/Accelera
tionFunctions

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.6.39 AccelerationFunctions

GET

Request

https.//{{ip}}/redfish/v1/Systems/{{systems_instance}}/Processors/{{{Processor_instance}}/Acceler
ationFunctions/{{AccelerationFunction_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 50 AccelerationFunction Properties
Name Type ng;l Description
@odata.context | String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
. NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
Description String True Description of the Resource
The type of acceleration function.
Enum Description
AudioProcessing An audio processing function.
Compression A compression function.

. Encryption An encryption function.
Ac_:celeratlonFun String True An OEM-defined acceleration
ctionType OEM .

function.
Packetlnspection A packet inspection function.
PacketSwitch A packet switch function.
Scheduler A scheduler function.
VideoProcessing A video processing function.
Name Type gf]?f Description
Refer Table Resource
Links Object True Complex Types under
Oem Object Section Resource.
NOTE
This property will be a
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part of JSON response
only if an oem property is
implemented according
to “How to Add OEM
extensions” document.

An array of references to
the endpoints that connect

Endpoints | Array True | 15 this acceleration

function.
gjﬁgfo Number | True The number of items in
unt Endpoints.

An array of references to
PCleFuncti the PCleFunctions

ons Array True associated with this
acceleration function.
PCleFuncti The number of items in
ons@odat | Number | True :
PCleFunctions.
a.count
. . This object will contain the actions for this resource under
Actions Object True .
Oem property if any.
Refer Table Resource Complex Types under Section
Resource.
Oem Object NOTE
J This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
FpgaReconflgur Array True | An array of the reconfiguration slot identifiers for an FPGA.
ationSlots
Manufacturer String True The acceleration function code manufacturer.
PowerWatts Number | True The acceleration function power consumption.
UUID String True The u.nlversal unique identifier (UUID) for this acceleration
function.
Version String True The acceleration function version.
Status Object True Refer Section Resource for Resource.Oem.
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3.6.40 OperatingConfigs Collection

Refer Section 6.6 Manager RedfishPowerSaveMode Action for a detailed information. We
need corresponding AMI BIOS module support for the same.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors/{{Processors_instance}}/Operatin
gConfigs

or

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{NetwrokAdapter_instance}
}/Processors/{{ NetworkAdapter_processor_instance }}/OperatingConfigs

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

3.6.41 OperatingConfigs Instance

GET

Request

https://{{ip}}/redfish/v1/Systems/{{systems_instance}}/Processors/{{Processor_instance}}/Operatin
gConfigs/{{OperatingConfig_instance}}

or

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{NetwrokAdapter_instance}
}/Processors/{{NetworkAdapter_processor_instance}}/OperatingConfigs/{{OperatingConfig_instance

M
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 51 OperatingConfig Properties

Name Type (R)E?: Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True | Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Oem Object Refer Resource Complex Types under Section Resource.

' NOTE
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This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.

Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
Description String True Description of the Resource
BaseSpeedMHz Number | True | The base (nominal) clock speed of the processor in MHz.
MaxdJunctionTem The maximum temperature of the junction in degrees
) Number | True .
peratureCelsius Celsius.
MaxSpeedMHz Number | True The maximum clock speed to which the processor can be
configured in MHz.
TDPWatts Number | True | The thermal design point of the processor in watts.
TotalAvailableCor The number of cores in the processor that can be
Number | True :
eCount configured.
The turbo profiles for the processor. A turbo profile is the
maximum turbo clock speed as a function of the number
of active cores.
Read —
Name Type Only Description
The number of active
Array of cores to be
TurboProfile . MaxSpeedMHz | Number | True | configured with the
objects 2 .
specified maximum
clock speed.
The maximum turbo
ActiveCoreCou clock speed that
nt Number | True | correspond to the
number of active
cores in MHz.
This type shall specify the clock speed for a set of cores.
Read o
Name Type Only Description
The clock speed to
BaseSpeedPriority | Array of T BaseSpeedMHz | Number | true | configure the set of
. . rue .
Settings objects cores in MHz.
The number of
CoreCount Array of true | COTES to copflgure
numbers with a specified
speed.
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3.6.42 StorageControllers Collection

Refer Section Manager RedfishPowerSaveMode Action for a detailed information. We
need corresponding AMI BIOS module support for the same.

GET

Request
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/{{Storage_instance}}/Controllers

Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.6.43 StorageControllers Instance

GET

Request

https://{{ip}}/redfish/v1/Systems/{{systems_instance}}/Storage/{{Storage_instance}}/Controllers/{{C
ontrollers_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 52 StorageControllers Properties

Name Type g::?; Description

@odata.context String True | Refer Section ODATA Properties

@odata.id String True | Refer Section ODATA Properties

@odata.type String True | Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE . .
This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.

Id(M) String True | Resource Identifier

Name(M) String | True | Name of the Resource

AssetTag String True | The user-assigned asset tag for this storage controller.

FirmwareVersion | String True | The firmware version of this storage controller.

Manufacturer String True | The manufacturer of this storage controller.
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Model String True | The model number for the storage controller.

SerialNumber String True | The serial number for this storage controller.
SpeedGbps number | True ;I;]rtmgrr];r;aczlmum speed of the storage controller’s device

The status and health of the resource and its subordinate or

Status Object | True
dependent resources.

SupportedControl | array of The supported set of protocols for communicating to this
. True .
lerProtocols string storage controller. Refer Table Protocol Properties.

The protocols that the storage controller can use to
True | communicate with attached devices. Refer Table Protocol
Properties.

SupportedDevice | array of
Protocols string

SupportedRAID array of

Types string True | The set of RAID types supported by the storage controller.

This property shall contain NVMe related properties for this
storage controller.

NOTE

This property is populated by Host Interface as part of
Inventory when NVMe drive is connected. (Extra Bios
Support is needed. Refer Section Redfish Inventory Support
for detailed information).

Read

NVMeControllerP Name Type
only

Description

roperties Object | True
The maximum
Individual queue size
that an NVMe 10
controller supports.

MaxQueueSize | Number | True

The version of the
NVMe Base
Specification
supported.”

NVMeVersion string True

3.6.44 USBControllers Collection

It displays the collection of USB Controllers resources instances available in the system.
We need corresponding AMI BIOS module support for the same.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/USBControllers
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

131




3.6.45 StorageControllers Instance

GET
Request

https.//{{ip}}/redfish/v1/Systems/{{systems_instance}}/USBControllers/{{USBController_instance}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 53 USBControllers properties
Name Type g:?: Description
@odata.context | String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
. NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
Description String True | Description of the Resource
The links to other resources that are related to this resource.
Name Type Read only | Description
A link to the PCle
PCleDevice | Object True device that represents
this usb controller.
An array of links to the
Links Object | True Processors Array of True processors that are a
Object part of this usb
controller.
Number of Processor
Processors
@odata.cou | Number | True Instance connectgd
nt that are part of this usb
controller.
Manufacturer String | True | The manufacturer of this usb controller.
Model String | True | The product model number of this usb controller.
PartNumber String | True | The part number for this usb controller.
Ports Object | True This property shall contain a link to a resource collection

of type PortCollection.
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SKU String | True | The SKU for this usb controller.

SerialNumber String | True | The serial number for this usb controller.

SparePartNumb

or String | True | The spare part number of the usb controller.

The status and health of the resource and its

Stat j T .
ats Object | True subordinate or dependent resources.

3.6.46 GraphicsControllers Collection

It displays the collection of GraphicControllers resources instances available in the system.
We need corresponding AMI BIOS module support for the same.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/GraphicsControllers
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.6.47 GraphicsControllers Instance

GET

Request

https.//{{ip}}/redfish/v1/Systems/{{systems_instance}}/GraphicsControllers/{{GraphicsControllers_in
stance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 54 Graphicsontrollers properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String | True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.

Oem Object NOTE

This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.

Id(M) String | True Resource Identifier
Name(M) String | True Name of the Resource
Description String True Description of the Resource
AssetTag String True The user-assigned asset tag for this graphics
controller.
BiosVersion String True The version of the graphlcs controller BIOS or primary
graphics controller firmware.
DriverVersion String True The version of the graphics controller driver loaded in
the operating system.
The links to other resources that are related to this
resource.
Read .
Name Type only Description
A link to the PCle
Links Object | True PCleDevice | Object | True device that .
represents this
graphics controller.
An array of links to
Processors Array of True the processors that
Object are a part of this
graphics controller.
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Number of Processor
Processors instance connected
@odata.co | Number | True :
that are part of this
unt .
graphics controller.
Location Object | True Refer for Table Resource schema properties
Manufacturer String | True The manufacturer of this graphics controller.
Model String True The product model number of this graphics controller.
PartNumber String True The part number for this graphics controller.
Ports Object | True This prpperty shall contain a !lnk to aresource
collection of type PortCollection.
SKU String True The SKU for this graphics controller.
SerialNumber String True The serial number for this graphics controller.
SparePartNumber | String True The spare part number of the graphics controller.
. The status and health of the resource and its
Status Object | True

subordinate or dependent resources.
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3.7 Chassis API

3.7.1 Chassis Collection

This resource shall be used to represent a collection of chassis.
GET

Request
https://{{ip}}/redfish/v1/Chassis

Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.7.2 Chassis

Chassis resource represents the physical components properties for any system. The non-
CPU/device centric parts of the schema are all accessed either directly or indirectly
through this resource. This one object is intended to represent racks, rack mount servers,
blades, standalone, modular systems, enclosures, and all other containers.

GET
Request
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}
Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 56 Chassis Properties

Name Type gz?: Description
@odata.context | String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource
Oem Object NO.TE . .
This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
Description String True | Provides description of the resource. Refer Section
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Resource

ChassisType(M)

String

True

ChassisType shall indicate the physical form factor for the
type of chassis. Refer Table Chassis Type Enum Properties
below for allowable Enum attributes.

Manufacturer(C)

String

True

The manufacturer of this chassis.

NOTE

Platform specific porting needed. Require specific platform
libraries support and hook between the specific libraries
and gami module should be added.Please refer Chassis
under Platform specific Properties in “How to Add OEM
extensions” document.

Model(C)

String

True

The model number for this chassis.

NOTE

Platform specific porting needed; Require specific platform
libraries support and hook between the specific libraries
and gami module should be added. Please refer Chassis
under Platform specific Properties in “How to Add OEM
extensions” document.

SKU(C)

String

True

This is the SKU for this chassis.

NOTE

Platform specific porting needed. Require specific platform
libraries support and hook between the specific libraries
and gami module should be added. Please refer Chassis
under Platform specific Properties in “How to Add OEM
extensions” document.

Sensors

Object

True

The navigation pointer to the Please refer section PCleSlots
in MegaRAC Redfish - Technology Pack User Guide for more
information Sensor Collection located in the equipment and
subcomponents.

SerialNumber(C)

String

True

The serial number for this chassis.

NOTE

Platform specific porting needed. Require specific platform
libraries support and hook between the specific libraries
and gami module should be added. Please refer Chassis
under Platform specific Properties in “How to Add OEM
extensions” document.

PartNumber(C)

String

True

The part number for this chassis.

NOTE

Platform specific porting needed. Require specific platform
libraries support and hook between the specific libraries
and gami module should be added. Please refer Chassis
under Platform specific Properties in “How to Add OEM
extensions” document.

PCleDevices

Object

True

An references to the PCle Devices Collection located in this
Chassis.

PCleSlots

Object

True

An references to the PCleSlots resource for Chassis.

MediaControllers

Object

True

An references to the MediaControllers Collection located in
this Chassis.

AssetTag

String

False

The user assigned asset tag for this chassis. Default it will
be null value

Assembly

Object

True

The link to the assembly associated with this Chassis.

' NOTE
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Northbound only properties. Platform specific porting
needed, require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

The Universal Unique Identifier (UUID) for this Chassis.
Default it will be null value
NOTE

uuib String True Platform specific porting needed.Please refer Chassis
under Platform specific Properties in “How to Add OEM
extensions” document.
The state of the indicator LED, used to identify the chassis.
Enum Description
IndicatorLED String False | Lit The Indicator LED is lit.
Blinking The Indicator LED is blinking.
Off The Indicator LED is off.
L%iﬁﬂf%t)?ﬁi Array True This gttribute will list the allgwed enum vglues(i.e. Lit,
Values Blinking and Off) for the IndicatorLED attribute.
The links object contains the links to other resources that
Links Object | True | arerelated to this resource. Refer Table Chassis Links
Properties.
LogServices (N) | Object | True | Areference to a collection of Logs used by the Chassis.
Actions Object | True The Actions opject contgins the available cugtom gctions on
this resource like Chassis.Reset and OemActions if any.
Status Object | True | Refer Section Resource for Resource.Status.
Thermal(N) Object | True A reference to fthe thermal properties (fans, cooling,
sensors) for this chassis.
ThermalSubsyst Obiect | True A reference to the thermalsubsystem properties
em(N) ) (fanredundancy, fans, thermalmetrics) for this chassis.
Power(N) Object | True A rgference to the power properf[ies (power supplies, power
policies, sensors) for this chassis.
A reference to the powersubsystem properties
PowerSubsyste . : .
m(N) Object | True (ppwersupplyredundancy, power supplies, capacitywatts) for
this chassis.
This is the current power state of the chassis.
Enum | Description
PowerState String True On The components w@th?n the chass?s has power on.
The components within the chassis has no power,
Off except some components may continue to have
AUX power such as management controller.
Refer for Table Resource schema properties
Resource.Location.
NOTE
Location Object | True Northbound is supported and platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.
The height of the chassis.
HeightMm Number | True NOTE

Northbound is supported and platform specific porting
needed, require specific platform libraries support and
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hook between the specific libraries and gami module
should be added.

WidthMm

Number

True

The width of the chassis.

NOTE

Northbound is supported and platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

DepthMm

Number

True

The depth of the chassis.

NOTE

Northbound is supported and platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

WeightKg

Number

True

The weight of the chassis.

NOTE

Northbound is supported and platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

NetworkAdapter
s

Object

True

A reference to the collection of Network Adapters
associated with this chassis
Please Refer Table Collection Properties

NOTE

Northbound is supported and platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

MediaControllers

Object

True

An references to the MediaControllers Collection located in
this Chassis.

EnvironmentalCl
ass

String

True

The ASHRAE Environmental Class for this Chassis.

NOTE

Northbound is supported and platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

Enum Descriptioni

Al ASHRAE Environmental Specification Class ‘A1’
A2 ASHRAE Environmental Specification Class ‘A2’
A3 ASHRAE Environmental Specification Class ‘A3’
A4 ASHRAE Environmental Specification Class ‘A4’
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Table 56 Chassis Type Enum Properties

Chassis Type
Enum Description
Rack An equipment rack, typically a 19-inch wide freestanding unit

An enclosed or semi-enclosed, typically vertically-oriented, system chassis
Blade . : : ) h

which must be plugged into a multi-system chassis to function normally
Enclosure A generic term for a chassis that does not fit any other description
StandAlone A single, free-standing system, commonly called a tower or desktop chassis
RackMount g(s::(ngle system chassis designed specifically for mounting in an equipment
Card A loose device or circuit board intended to be installed in a system or other

enclosure

. A small self-contained system intended to be plugged into a multi-system

Cartridge .

chassis
Row A collection of equipment racks
Pod A collection of equipment racks in a large, likely transportable, container
Expansion A chassis which expands the capabilities or capacity of another chassis

. A chassis that mates mechanically with another chassis to expand its

Sidecar _ e

capabilities or capacity

A logical division or portion of a physical chassis that contains multiple
Zone ; .

devices or systems that cannot be physically separated

An enclosed or semi-enclosed, system chassis which must be plugged into
Sled : . . o .

a multi-system chassis to function normally similar to a blade type chassis.

An enclosed or semi-enclosed, typically horizontally-oriented, system
Shelf chassis which must be plugged into a multi-system chassis to function

normally

An enclosed or semi-enclosed, typically horizontally-oriented, system
Drawer : : L . .

chassis which may be slid into a multi-system chassis.

A small, typically removable, chassis or card which contains devices for a
Module ) .

particular subsystem or function

A small chassis, card, or device which contains devices for a particular
Component .

subsystem or function
Other A chassis that does not fit any of these definitions

StorageEnclosure

A chassis which encloses storage.
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Table 57 Chassis Links Properties

Name

Type

Read Only

Description

ComputerSystems

(N)

Array

True

An array of references to the computer systems
contained in this chassis. This will only reference
ComputerSystems that are directly and wholly
contained in this chassis.

ComputerSystems
@odata.count

Number

True

An integer representing the number of items in a
collection.

ManagedBy(N)

Array

True

An array of references to the Managers
responsible for managing this chassis.

ManagedBy@odat
a.count

Number

True

An integer representing the number of items in a
collection.

Drives(N)

Array

True

An array of references to the disk drives located in
this Chassis.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

Drives@odata.cou
nt

Number

True

An integer representing the number of items in a
collection.

Storage(N)

Array

True

An array of references to the storage subsystems
connected to or inside this Chassis.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

Storage@odata.co
unt

Number

True

An integer representing the number of items in a
collection.

ResourceBlocks(N

)

Array

True

An array of references to the Resource Blocks
located in this Chassis.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

ResourceBlocks@
odata.count

Number

True

An integer representing the number of items in a
collection.

ContainedBy(N)

Array

True

A reference to the chassis that this chassis is
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contained by.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

Contains(N)

Array

True

An array of references to any other chassis that
this chassis has in it.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

Contains@odata.c
ount

Number

True

An integer representing the number of items in a
collection.

PoweredBy(N)

Array

True

An array of ID[s] of resources that power this
chassis. Normally the ID will be a chassis or a
specific set of powerSupplies.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

PoweredBy@odata
.count

Number

True

An integer representing the number of items in a
collection.

CooledBy(N)

Array

True

An array of ID[s] of resources that cool this
chassis. Normally the ID will be a chassis or a
specific set of fans.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

CooledBy@odata.c
ount

Number

True

An integer representing the number of items in a
collection.
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ManagersInChassi
s(N)

Array

True

An array of references to the managers located in
this Chassis.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

ManagersInChassi
s@odata.count

Number

True

An integer representing the number of items in a
collection.

Processors(N)

Array

True

An array of references to the Processors located in
this Chassis.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added. Please refer Chassis
under Platform specific Properties in “How to
Add OEM extensions” document.

Processors@odata
.count

Number

True

An integer representing the number of items in a
collection.

PATCH
Request

https://{ip}}/redfish/v1/Chassis/{{chassis_instance}}
Content-Type: application/json

Example PATCH Request Body:

{
“AssetTag”: “abcd”,
“IndicatorLED” : “Off”
}
Request Body

Please refer to the properties that are patchable in Table Chassis Properties for
which ReadOnly is False that can be sent as Request body in json format.

Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.

143




POST
Request

POSThttps://{{ip}}/redfish/v1/ Chassis/{{system_instance}}/Actions/Chassis.Reset
Content-Type: application/json

Request Body:

The ResetType can be one of the following values: “On”, “ForceOff”,
“GracefulShutdown”, “ForceRestart”, “PowerCycle”.

Example POST Request Body:
{
“ResetType”: “On”

}
Response

The response status is 202 with below body.
{

“@odata.context” : “/redfish/v1/Smetadata#Task.Task”,
“@odata.id” : “/redfish/v1/TaskService/Tasks/1",
“@odata.type” : “#Task.vi_4_2.Task”,
“Description” : “Task for Chassis Reset”,
“Id”:"1”,
“Name” : “Chassis Reset”,
“TaskMonitor” : “/redfish/v1/TaskService/TaskMonitors/1",
“TaskState” : “New”

}

For Error Responses refer Section “Redfish Error Response” and Section “Status
Codes”.
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3.7.3 Power

This resource shall be used to represent a power metrics resource for a Redfish
implementation.

GET

Request

https://{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Power
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 58 Power Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.

Oem Object NOTE

This property will be a part of JSON response only
if an oem property is implemented according to
“How to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer Section
Description String True
Resource
This is the definition for power control function
PowerControl(N) Array False (power reading/limiting).

Refer Table 59 PowerControl Properties below.

PowerControl@od Number | True An mteger representing the number of items in a
ata.count collection.

This is the definition for voltage sensors. Refer

Voltages(N) Array True Table Voltages Properties below.

Voltages@odata.c Number | True An mteger representing the number of items in a
ount collection.

Redundancy information for the power subsystem of
this system or device

NOTE

Redundancy(N) (C) | Array True These properties can be configured through redis
commands as specified in the Configurable
Properties Section in “MegaRAC Redfish - How to
Add OEM extensions” document.

Redundancy@odat Number | True An mteger representing the number of itemsin a
a.count collection.
Actions Object True The Actions object contains the available custom

actions on this resource like OemActions if any.
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Table 59 PowerControl Properties

Name

Type

Read Only

Description

@odata.id

String

True

Refer Section ODATA Properties

Name(C)

String

True

Power Control Function name.

Memberld

String

True

This is the identifier for the member within the
collection.

PowerConsumedW
atts

Number

True

The actual power being consumed (in Watts) by
the chassis.
Minimum Value : 0.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

PowerRequestedW
atts

Number

True

The amount of power (in Watts) that the chassis
resource is currently requesting be budgeted to it
for future use. Minimum Value : 0.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

PowerAvailableWa
tts

Number

True

The amount of power capacity (in Watts) not
already allocated and shall equal
PowerCapacityWatts - PowerAllocatedWatts.
Minimum Value : 0.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

PowerCapacityWat
ts

Number

True

Thetotal power capacity that is available for
allocation to the chassis resources. Minimum
Value : 0.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

PowerAllocatedWa
tts

Number

True

The total power currently allocated to chassis
resources.
Minimum Value : 0.

NOTE

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

PowerMetrics

Object

True

Power readings for this chassis.

NOTE
DCMI should be supported in the platform and
BMC.
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Attribute

Type

Description

IntervallnMin

Number

The time interval (or
window) in which
the PowerMetrics
are measured over.
Minimum

Value:0

NOTE

The unit of
IntervallnMin is
Minute.

MinConsumed
Watts

Number

The lowest power
consumption level
over the
measurement
window (the last
IntervallnMin
minutes). Minimum
Value:0

MaxConsumed
Watts

Number

The highest power
consumption level
that has occurred
over the
measurement
window (the last
IntervallnMin
minutes). Minimum
Value:0

AverageConsu
medWatts

Number

The average power
level over the
measurement
window (the last
IntervallnMin
minutes).
Minimum Value:0

PowerLimit

Object

False

Power limit status and configuration information

for this chassis.

NOTE

Active power limit should be enabled in order to
get the power limit values.

Attribute

Type

Description

LimitInWatts

Number

The Power limit in
watts.
Minimum Value: 0.

NOTE

The value of this
property can be in
the range of 0 to
65535.

LimitException

String

The action that is
taken if the power
cannot be
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maintained below
the LimitInWatts.
Refer Table Chassis
PowerLimitExceptio
nEnum Properties.
Default it will be null
value.

The time required
for the limiting
process to reduce
power consumption
to below the limit.
Default it will be null

Number
value.

CorrectionInMs

NOTE

The value of this
property can be in
the range of 0 to
4294967295.

Relatedltem (C)

Array

True

The ID(s) of the resources associated with this
Power Limit

NOTE
Northbound only supported

Relatedltem@odat
a.count

Number

True

Number of Relatedltems

NOTE
Northbound only supported

PhysicalContext

(©)

String

True

The value of this property shall be a description of
the affected device or region within the chassis to
which this power control measurement applies.
Refer Table ThermalPhysicalContextEnum
Properties.

NOTE

This property can be configured through redis
commands as specified in the Configurable
Properties Section in “"MegaRAC Redfish - How
to Add OEM extensions” document. If it is not
configured then the default value will be set to
this property. i.e., Room.

Table 60 Chassis PowerLimitExceptionEnum Properties

PowerLimitException

Enum

Description

NoAction Take no action when the limit is exceeded.

HardPowerOff Turn the power off immediately when the limit is exceeded.
LogEventOnly Log an event when the limit is exceeded, but take no further action.
Oem Take an OEM-defined action.
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Table 61 Voltages Properties

Name

Type

Read Only

Description

@odata.id

String

True

Refer Section ODATA Properties

NOTE

The “@odata.id” identifier shall start with 0 and
“Memberld” property shall have the same value
as the identifier.

Name(C)

String

True

The name of the Voltage sensor.

Memberld

String

True

This property shall uniquely identify the member
within the collection. For services supporting
Redfish v1.6 or higher, this value shall contain the
zero-based array index.

NOTE

The “@odata.id” identifier for the Voltage
Sensors shall start with 0 and “Memberld”
property shall have the same value as the
identifier.

SensorNumber(C)

Number

True

A numerical identifier for this voltage sensor that is
unique within this resource.

Status

Object

True

Refer Section Resource for Resource.Oem.

ReadingVolts

Number

True

The current value of the voltage sensor.

UpperThresholdNo
nCritical(C)

Number

True

The current reading is above the normal range but
is not critical. Units shall use the same units as the
related ReadingVolts property

UpperThresholdCri
tical(C)

Number

True

The current reading is above the normal range but
is not yet Fatal. Units shall use the same units as
the related ReadingVolts property

UpperThresholdFat
al(C)

Number

True

The value of this property shall indicate the
CurrentReading is above the normal range and is
fatal. Units shall use the same units as the related
ReadingVolts propoerty.

LowerThresholdNo
nCritical(C)

Number

True

The current reading is below the normal range but
is not critical. Units shall use the same units as the
related ReadingVolts property

LowerThresholdCri
tical(C)

Number

True

The current reading is below the normal range but
is not yet fatal. Units shall use the same units as
the related ReadingVolts property

LowerThresholdFa
tal(C)

Number

True

The value of this property shall indicate the
CurrentReading is below the normal range and is
fatal. Units shall use the same units as the related
ReadingVolts property.

MinReadingRange

Number

True

The lowest possible value for CurrentReading.
Units shall use the same units as the related
ReadingVolts property.

NOTE

Northbound is supported platform specific
porting ; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

MaxReadingRange

Number

True

The highest possible value for CurrentReading.
Units shall use the same units as the related
ReadingVolts property.
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NOTE

Northbound is supported platform specific
porting ; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

Oem

Object

True

Specifies the AMI defined OEM properties and
other OEM properties(if implemented accordingly).

NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.
Refer Section Power OEM Properties

PhysicalContext(C)

Object

True

The affected device or region within the chassis to
which this voltage measurement applies.(Refer
Table 64 ThermalPhysicalContextEnum Properties)
NOTE

These properties can be configured through redis
commands as specified in the Configurable
Properties Section in “MegaRAC Redfish - How to
Add OEM extensions” document

Relatedltem (C)

Array

True

The ID(s) of the resources associated with this
Power Limit.

NOTE
Northbound only supported

Relatedltem@od
ata.count

Number

True

Number of Relatedltems.

NOTE
Northbound only supported

PATCH

Request

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Power
Content-Type: application/json

Request Body

Please refer to the properties that are patchable in Table Power Properties for
which ReadOnly is False that can be sent as Request body in json format.

Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.
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3.7.4 Thermal

This resource shall be used to represent a thermal metrics resource for a Redfish
implementation.
GET

Request
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Thermal

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 62 Thermal Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under
Section Resource.
. NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer Section
Description String True
Resource
Temperatures Array of True This is the definition for temperature sensors.
Objects Refer Table Temperature Properties.
Array of This is the definition for fans. Refer Table Fan
Fans ; True .
Objects Properties.
This structure is used to show redundancy for
fans. The Component ids will reference the
members of the redundancy groups.
NOTE
(Rg)dundancy (N) Array True Redundancy information can be configured
through redis commands as specified in the
Configurable Properties Section in “MegaRAC
Redfish - How to Add OEM extensions”
document.
. . The Actions object contains the available custom
Actions Objects True . . . . .
actions on this resource like OemActions if any.
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Table 63 Temperature Properties

Name Type Read Only | Description
Refer Section ODATA Properties Section 3.1
NOTE
@odata.id String True The “@odata.id” identifier shall start with 0 and
“Memberld” property shall have the same value
as the identifier.
Name(C) String True The name of the Temperature sensor.
This property shall uniquely identify the member
within the collection. For services supporting
Redfish v1.6 or higher, this value shall contain the
. zero-based array index.
Memberld String True NOTE
The “@odata.id” identifier shall start with 0 and
“Memberld” property shall have the same value
as the identifier.
SensorNumber(C) | Number True A numerlgal |dept|f|er for this temperature sensor
that is unique within this resource.
Status Object True Refer Section Resource for Resource.Oem.
ReadingCelsius Number True The gurrent value of the temperature sensor’s
reading.
UpperThresholdNo The curr.e.nt readl‘ng is above the normal range but
o Number True is not critical. Units shall use the same units as the
nCritical(C) ; i
related ReadingCelsius property.
UpperThresholdCri X The current re?dlng is ?]b(ﬁve thehnormal range but
tical(C) Number True is not yet Fatal. Units shall use the same units as
the related ReadingCelsius property
UbperThresholdEat The current reading is above the normal range and
PP Number True is fatal. Units shall use the same units as the
al (C) . )
related ReadingCelsius property
LowerThresholdNo The curr‘e‘nt readling is below the normal range but
o Number True is not critical. Units shall use the same units as the
nCritical (C) . ;
related ReadingCelsius property
LowerThresholdCri The current readlng is below the normal range but
tical (C) Number True is not yet fatal. Units shall use the same units as
the related ReadingCelsius property
The value of this property shall indicate the present
LowerThresholdFa Nurmber True reading is below the normal range and is fatal.
tal (C) Units shall use the same units as the related
ReadingCelsius property.
The lowest possible value for CurrentReading.
Units shall use the same units as the related
ReadingCelsius property.
MinReadingRange Nurmber True NOTE
Temp Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module should be added.
The highest possible value for CurrentReading.
MaxReadingRange Units shall use the same units as the related
Number True

Temp

ReadingCe;sius property.
| NOTE \
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Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

Oem

Object

True

Specifies the AMI defined OEM properties and
other OEM properties(if implemented accordingly).

NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.
Refer Section Thermal OEM Properties

PhysicalContext(C)

String

True

The affected device or region within the chassis to
which this Temperature measurement
applies.Refer Table ThermalPhysicalContextEnum
Properties.

NOTE

This property can be configured through redis
commands as specified in the Configurable
Properties Section in “MegaRAC Redfish - How to
Add OEM extensions” document.

If it is not configured then the default value will be
set to this property. i.e., Room. The value based
on Entity Id as per IPMI Specification ,if Entity ID
is 0x03 then Physical context is CPU,if Entity ID is
0x07 then Physical Context is SystemBorad,for
Other values physical context is Intake.

Relatedltem (C)

Array

True

The ID(s) of the resources associated with this
Power Limit

Relatedltem@odat
a.count

Number

True

Number of Relatedltems

NOTE
Northbound only supported

DeltaReadingCelsi
us

Number

True

The value of this property shall be the delta of the
values of the temperature readings across this
sensor and the sensor at DeltaPhysicalContext.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

DeltaPhysicalCont
ext

Enum

True

The value of this property shall be a description of
the affected device or region within the chassis to
which the DeltaReadingCelsius temperature

measurement applies, relative to PhysicalContext.

NOTE

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

MaxAllowableOper
atingValue

Number

True

The value of this property shall indicate the
maximum allowable operating temperature for the
equipment monitored by this temperature sensor,
as specified by a standards body, manufacturer, or
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a combination.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

MinAllowableOper
atingValue

Number

True

The value of this property shall indicate the
minimum allowable operating temperature for the
equipment monitored by this temperature sensor,
as specified by a standards body, manufacturer, or
a combination.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

AdjustedMaxAllow
ableOperatingValu
e

Number

True

The value of this property shall indicate the
adjusted maximum allowable operating
temperature for the equipment monitored by this
temperature sensor, as specified by a standards
body, manufacturer, or a combination, and
adjusted based on environmental conditions
present. For example, liquid inlet temperature may
be adjusted based on the available liquid pressure.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

AdjustedMinAllow
ableOperatingValu
e

Number

True

The value of this property shall indicate the
adjusted minimum allowable operating
temperature for the equipment monitored by this
temperature sensor, as specified by a standards
body, manufacturer, or a combination, and
adjusted based on environmental conditions
present. For example, liquid inlet temperature may
be adjusted based on the available liquid pressure.

NOTE

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module should be added.
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Table 64 ThermalPhysicalContextEnum Properties

PhysicalContext

Enum Description

Room The room

Intake The intake point of the chassis
Exhaust The exhaust point of the chassis
Front The front of the chassis.

Back The back of the chassis.

Upper The upper portion of the chassis
Lower The lower portion of the chassis
CPU A Processor (CPU).

GPU A Graphics Processor (GPU).
Backplane A backplane within the chassis
SystemBoard The system board (PCB).
PowerSupply A power supply.

VoltageRegulator

A voltage regulator device

StorageDevice

A storage device

NetworkingDevice

A networking device.

ComputeBay Within a compute bay
StorageBay Within a storage bay.
NetworkBay Within a networking bay.
ExpansionBay Within an expansion bay
PowerSupplyBay Within a power supply bay
Table 65 Fan Properties
Name Type Read Only | Description
@odata.id String True Refer Section ODATA Properties
This property shall uniquely identify the member
within the collection. For services supporting
Redfish v1.6 or higher, this value shall contain the
. zero-based array index.
Memberld String True NOTE
The “@odata.id” identifier for the Fan Sensors
shall start with 0 and “Memberld” property shall
have the same value as the identifier.
Name(C) String True The name of the Fan.
Specifies the AMI defined OEM properties and
other OEM properties (if implemented accordingly).
NOTE
Oem Object True This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.
Refer Section Thermal OEM Properties
The affected device or region within the chassis to
PhysicalContext(C) | String True which this RPM measurement applies.Refer Table
ThermalPhysicalContextEnum Properties.
Status Object True Refer Section Resource for Resource.Oem.
The current value of the fan sensor’s reading.
. NOTE
Reading Number True If Host is Off or Sensor in Absent or Disabled
state the value ill not be shown in response
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UpperThresholdNo
nCritical(C)

Number

True

The current reading is above the normal range but
is not critical. Units shall use the same units as the
related Reading property

UpperThresholdCri
tical(C)

Number

True

The current reading is above the normal range but
is not yet Fatal. Units shall use the same units as
the related Reading property

UpperThresholdFat
al (C)

Number

True

The current reading is above the normal range and
is fatal. Units shall use the same units as the
related Reading property

LowerThresholdNo
nCritical (C)

Number

True

The current reading is below the normal range but
is not critical. Units shall use the same units as the
related Reading property

LowerThresholdCri
tical (C)

Number

True

The current reading is below the normal range but
is not yet fatal. Units shall use the same units as
the related Reading property

LowerThresholdFa
tal (C)

Number

True

The value of this property shall indicate the present
reading is below the normal range and is fatal.
Units shall use the same units as the related
Reading property.

MinReadingRange

Number

True

The lowest possible value for Reading. Units shall
use the same units as the related Reading

property.

NOTE

Northbound is supported platform specific
porting ; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

MaxReadingRange

Number

True

The highest possible value for Reading. Units shall
use the same units as the related Reading
property.

NOTE

Northbound is supported platform specific
porting ; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

Relatedltem (C)

Array

True

The ID(s) of the resources serviced with this fan.

Relatedltem@odat
a.count

Number

True

Number of Relatedltems

NOTE
Northbound only supported

Redundancy (C)

Array

True

Redundancy information for the power subsystem
of this system or device.

NOTE

Redundancy information can be configured
through redis commands as specified in the
Configurable Properties Section in “MegaRAC
Redfish - How to Add OEM extensions”
document.

HotPluggable

Boolean

True

The value of this property shall indicate whether
the device can be inserted or removed while the
underlying equipment otherwise remains in its
current operational state. Devices indicated as hot-
pluggable shall allow the device to become
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operable without altering the operational state of
the underlying equipment. Devices that cannot be
inserted or removed from equipment in operation,
or devices that cannot become operable without
affecting the operational state of that equipment,
shall be indicated as not hotpluggable.

NOTE

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

Refer for Table Resource schema properties
Resource.Location.

NOTE

Location Array True Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

SensorNumber Nurmber True A numerical identifier to represent the fan speed

Sensor.
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3.7.5 ThermalSubsystem
This resource contains the ThermalSubsystem for the Chassis.

GET

Request

https.//{{ip}}/redfish/v1/Chassis/<chassis_instance>/ThermalSubsystem
Content-Type: application/json

Response
Please refer Section 3.5 for the JSON response properties.

Table 66 Properties table for ThermalSubsystem

Read

Name Type Only Description
@odata.context | String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties

@odata.type String True | Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Refer Resource Complex Types under Resource.

NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.

Id(M) String True | Resource Identifier

Name(M) String True | Name of the Resource

Description String True | Provides description of the resource. Refer Section Resource
Status Object | True | Refer Section Resource for Resource.Oem.

The Actions object contains the available custom actions on

Actions Object | True this resource like OemActions if any.
This property shall contain redundancy information for the
groups of fans in this subsystem.
NOTE
Northbound only properties. Platform specific porting
needed; require specific platform libraries support and hook
between the specific libraries and gami module
Name Type Er?I?/d Description
MaxSuppor Thehmaximum number gf
FanRedundancy Arfay of True | tedinGroup Number | True | devices supported in this
objects redundancy group.
MinNeeded The minimum number of
Number | True | devices needed for this
InGroup
group to be redundant.
The status and health of the
. resource and its
Status Object True subordinate or dependent
resources.
Redundanc . The redundancy mode of
String True
yType the group.
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Enum

Description

Failover

Failure of one
unit
automatically
causes a standby
or offline unit in
the redundancy
set to take over
its functions.

NPlusM

Multiple units are
available and
active such that
normal operation
will continue if
one or more units
fail.

Sharing

The subsystem is
not configured in
a redundancy
mode, either due
to configuration
or the
functionality has
been disabled by
the user.

Sparing

Multiple units
contribute or
share such that
operation will
continue, but at a
reduced capacity,
if one or more
units fail.

NotRed
undant

One or more
spare units are
available to take
over the function
of a failed unit,
but takeover is
not automatic.

Redundanc
yGroup@od
ata.count

Number | True

Number of items in
redundancy

Redundanc

yGroup True

Array

group.

The links to the devices
included in this redundancy

Fans

Object

True

The link to the collection of fans within this subsystem.

ThermalMetrics

Object

True

The link to the summary of thermal metrics for this

subsystem.
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3.7.6 Fans Collection

It displays the collection of Fans resource instances available in the Chassis.
GET

Request
https://{{ip}}/redfish/v1/Chassis/<Chassisinstance>/ThermalSubsystem/Fans

Content-Type: application/json
Response
Please refer Section 3.5 for the JSON response properties.

3.7.7 Fans Instance

This is the schema definition for the Fan resource.
GET

Request

https://{{ip}}/redfish/v1/Chassis/<Chassisinstance>/ThermalSubsystem/Fans/<Faninstance>
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 67 Properties table for Fan resource

Name Type gﬁ?: Description
@odata.context String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
An indication of whether this device can be inserted or
removed while the equipment is in operation.
HotPluggable Boolean | True NOTE : g .
Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
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| should be added. \

Location

Object

True

The location of the fan.

NOTE

Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

LocationIndicatorA
ctive

Boolean

True

An indicator allowing an operator to physically locate this
resource.
NOTE
Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

Manufacturer

String

True

The manufacturer of this fan.

NOTE

Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

Model

String

True

The model number for this fan.

NOTE

Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

PartNumber

String

True

The part number for this fan.

NOTE

Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

PhysicalContext

String

True

The area or device associated with this fan.

SerialNumber

String

True

The serial number for this fan.
NOTE
Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

SparePartNumber

String

True

The spare part number for this fan.
NOTE
Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

SpeedPercent

Object

True

The fan speed (percent).

Read

Name Type only

Description

The link to the
DataSourceUri | String True | resource that provides
the data for this
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Sensor

Reading Number | True | The sensor value.

SpeedRPM Number | True | The rotational speed.

Status

Object

True

Refer Section Resource for Resource.Oem.

Actions

Object

True

The Actions object contains the available custom actions
on this resource like OemActions if any.
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3.7.8 ThermalMetrics

This resource contains the ThermalMetrics for the Chassis.

GET
Request

https://{{ip}}/redfish/v1/Chassis/<chassis_instance>/ThermalSubsystem/ThermalMetrics
Content-Type: application/json

Response

Please refer Section 3.5 for the JSON response properties.

Table 68 Properties table for ThermalMetrics

Name Type Read Only | Description
(@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer Section
Description String True
Resource
The temperatures (Celsius) from all related
sensors for this device.
Read _—
Name Type only Description
The link to the
DataSourc Obiect | True | FesSouUrce that
eUri J provides the data
Temperature Array of True for this sensor.
ReadingsCelsius objects DeviceNa . The name of the
String True .
me device.
The area or device
. to which this
Physical .
String True | sensor
Context
measurement
applies.
Reading Number | True | The sensor value.
TgmperatgreRea Number of items in
dingsCelsius@od | Number | True : .
TemperatureReadingsCelsius
ata.count
The Actions object contains the available
Actions Object True custom actions on this resource like

OemActions if any.
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3.7.9 PowerSubsystem

This resource contains the PowerSubsystem for the Chassis.

GET

Request

https://{{ip}}/redfish/v1/Chassis/<chassis_instance>/PowerSubsystem
Content-Type: application/json

Response

Please refer Section 3.5 for the JSON response properties.

Table 69 Properties table for PowerSubsystem

Name Type (F;ﬁ?: Description
@odata.context | String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Resource Complex Types under Resource.
NOTE
Oem Object This property will be a part of JSON response only if an oem
property is implemented according to “How to Add OEM
extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
Description String True | Provides description of the resource. Refer Section Resource
Status Object True | Refer Section Resource for Resource.Oem.
. . The Actions object contains the available custom actions on
Actions Object True . : . .
this resource like OemActions if any.
This property shall contain redundancy information for the
groups of Power Supplies in this subsystem.
NOTE
Northbound only Supported. Platform specific porting
needed; require specific platform libraries support and hook.
Name Type Er?I?/d Description
MaxSupported The‘maximum number gf
Number | True | devices supported in this
PowerSupply Array of InGroup redundancy group.
. True —
Redundancy objects MinNeededInG The minimum number of
Number | True | devices needed for this
roup
group to be redundant.
The status and health of
. the resource and its
Status Object True subordinate or dependent
resources.
The redundancy mode of
RedundancyTy String True | the group.
i NOTE |
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RedundancyType
default value is
Failover. As it is a
configurable property, it
can be configured at
buildtime in RCMD file,
instructions being given
in “How to Add OEM
extensions” document,
section 2.1 Power

Redundancy.

Enum

Description

Failover

Failure of one
unit
automatically
causes a
standby or
offline unit in
the
redundancy
set to take
over its
functions.

NPlusM

Multiple units
are available
and active
such that
normal
operation will
continue if one
or more units
fail.

Sharing

The
subsystem is
not configured
ina
redundancy
mode, either
due to
configuration
or the
functionality
has been
disabled by the
user.

Sparing

Multiple units
contribute or
share such
that operation
will continue,
butata
reduced
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capacity, if one
or more units
fail.

One or more
spare units are
available to
take over the
function of a
failed unit, but
takeover is not

NotRed
undant

automatic.
RedundancyGr Number of items in
oup@odata.co | Number | True
unt redundancy
The links to the devices
SsgundancyGr Array True | included in this

redundancy group.

PowerSupplies

Object

True

The link to the collection of power supplies within this

subsystem.

CapacityWatts

Number

True

The total amount of power that can be allocated to this

subsystem.

Allocation

Object

True

Power allocation for this subsystem.

NOTE

This property will not be displayed in the response, if the
value from back-end is not applicable.

Name

Type

Read
only

Description

AllocatedWatts

Number

True

The total amount of
power that has been
allocated or budgeted
to this subsystem.

NOTE
Northbound only
properties.
Platform specific
porting needed;
require specific
platform libraries
support and hook
between the specific
libraries and gami
module should be
added.

RequestedWatts

Number

True

The potential power, in
watts, that the
subsystem requests,
which might be higher
than the current level
being consumed
because the requested
power includes a
budget that the
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subsystem wants for
future use.

NOTE
Northbound only
properties.
Platform specific
porting needed;
require specific
platform libraries
support and hook
between the specific
libraries and gami
module should be
added.

3.7.10 PowerSupplies Collection
It displays the collection of power supply resource instances available in the Chassis.

GET

Request

https://{{ip}}/redfish/v1/Chassis/<Chassisinstance>/PowerSubsystem/PowerSupplies
Content-Type: application/json

Response

Please refer Section 3.5 for the JSON response properties.
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3.7.11 PowerSupply Instance

This is the schema definition for the power supply resource.

GET

Request
https.//{{ip}}/redfish/v1/Chassis/<Chassisinstance>/PowerSubsystem/PowerSupplies/<PS_instance

>

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 70 Properties table for PowerSupply

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties
Refer Resource Complex Types under Section
Resource.

Oem Object NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer Section
Description String True
Resource

The links object contains the links to other
resources that are related to this resource.

Read e
Links Object True ACIUE [iEs only DS T
PowerOutl Number of
ets@odata | Number | True PowerOutlets
.count
The Metrics object contains the links to Metrics
resources that are related to this resource.
Read e
Metrics Object True ACIUE [iEs only DS T
Refer Section
@odata.id | String True ODATA
Properties
An indication of whether this device can be
inserted or removed while the equipment is in
HotPluggable Boolean True operation.

NOTE
Northbound only properties. Platform specific
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porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module

Location

Object

True

The location of the power supply.
Refer Table Properties table for Location.

LocationIndicatorA
ctive

Boolean

True

An indicator allowing an operator to physically
locate this resource.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module

Manufacturer

String

True

The manufacturer of this power supply.

NOTE

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module

Model

String

True

The model number for this power supply.

NOTE

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module

PartNumber

String

True

The part number for this power supply.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module

Status

Object

True

Refer Section Resource for Resource.Oem.

Actions

Object

True

The Actions object contains the available custom
actions on this resource like OemActions if any.

SerialNumber

String

True

The serial number for this power supply.

NOTE

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module

SparePartNumber

String

True

The spare part number for this power supply.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module

FirmwareVersion

String

True

The firmware version for this power supply.

NOTE

Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module
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The power supply type (AC or DC)

NOTE

and gami module

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries

PowerSupplyType | String True Enum Description
AC Alternating Current (AC) power
supply.
DC The power supply supports both
DC or AC.
AC or DC Direct Current (DC) power supply
The maximum capacity of this power supply.
NOTE
PowerCapacityWat Northbound only properties. Platform specific
Number True . ; ) e X .
ts porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module
The nominal voltage type of the line input to this
power supply.
NOTE
Northbound only properties. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module
Enum Description
AC100To127V AC 100-127V nomina
AC100T0240V AC 100-240V nominal.
AC100T0277V AC 100-277V nominal.
AC120V AC 120V nominal
AC200T0240V AC 200-240V nominal.
AC200To277V AC 200-277V nominal.
AC208V AC 208V nominal.
InputNominalVolta String True AC230V AC 230V nominal.
geType AC240V AC 240V nominal.
AC240AndDC380V | AC 200-240V and DC 380V
AC277V AC 277V nominal.
AC277AndDC380V | AC 200-277V and DC 380V
AC400V AC 400V or 415V nominal.
ACA480V AC 480V nominal.
DC48V DC 48V nominal.
DC240V DC 240V nominal
DC380V High Voltage DC (380V)
DCNeg48V -48V DC.
DC16V DC 16V nominal.
DC12V DC 12V nominal
DCoV DC 9V nominal.
DC5V DC 5V nominal.
DC3_3V DC 3.3V nominal.
DC1_8V DC 1.8V nominal.
EfficiencyPercent | Number True The rated efficiency of this power supply at the
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specified load.

NOTE

Northbound only properties. Platform specific
porting needed, require specific platform libraries
support and hook between the specific libraries
and gami module

Relatedltem@odat

a.count

Number

True

Number of Relatedltems

NOTE

Northbound only supported

Table 71 Properties table for Location

Name Type Read Only | Description
Postal address of the addressed resource.
NOTE
Northbound only supported
. . Name Type fea Description
PartLocation Object True only
The type of
. . location of the
LocationType | String | True

part, such as
embedded.
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3.7.12 PowerSupplyMetrics

This resource contains the Metrics for the PowerSupply.

GET
Request

https.//{{ip}}/redfish/v1/Chassis/<chassis_instance>/PowerSubsystem/PowerSupplies/<instance>/

Metrics

Content-Type: application/json

Response

Please refer Section 3.5 for the JSON response properties.

NOTE

If the power reading value is not nil then only the metrics URI will show in
powersupplies instance. Otherwise it will not show the metrics uri in the
powersupplies instance

Table 72 Properties table for PowerSupplyMetrics

Name Type gﬁ?: Description
@odata.context String | True | Refer Section ODATA Properties
@odata.id String | True | Refer Section ODATA Properties
@odata.type String | True | Refer Section ODATA Properties
@odata.etag String | True | Refer Section ODATA Properties
Refer Resource Complex Types under Section Resource.
NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String | True | Resource Identifier
Name(M) String | True | Name of the Resource
Description String | True | Provides description of the resource. Refer Section Resource
. . The Actions object contains the available custom actions on
Actions Object | True . ; . )
this resource like OemActions if any.
The total power output (W) for this power supply.
NOTE
Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific
OutputPowerWatt . libraries and gami module
Object | True —
S Name Type Read only | Description
The link to the
. . resource that
DataSourceUri | Object | True provides the data for
this sensor.
Reading Number | True The sensor value.
The temperature (C) for this power supply.
g‘zgi‘l’fsrat“re Object | True || NOTE

Northbound only properties. Platform specific porting
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needed, require specific platform libraries support and
hook between the specific libraries and gami module

Name Type Read only | Description
The link to the
. . resource that
DataSourceUri | Object | True orovides the data for
this sensor.
Reading Number | True The sensor value.

The fan speed (percent) for this power supply.

NOTE

Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module

Name Type Read only | Description
FanSpeedPercent | Object | True The link to the
. . resource that
DataSourceUri | Object True provides the data for
this sensor.
Reading Number | True The sensor value.
SpeedRPM Number | True The rotational

speed.

3.7.13 NetworkDeviceFunctionCollection

It displays the collection of NetworkDeviceFunction resource instances.

GET

Request

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/NetworkAdapters/{{NetworkAdapter_instance}

}/NetworkDeviceFunctions

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Networkinterfaces/{{Networkinterface_instan

ce}}/NetworkDeviceFunctions
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.7.14 NetworkDeviceFunction

A Network Device Function represents a logical interface exposed by the network adapter.

GET
Request

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/NetworkAdapters/{{NetworkAdapter_instance}

}/NetworkDeviceFunctions/{{NetworkDeviceFunctions_instance}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 73 NetworkDeviceFunction

Read

Name Type Only Description
A Reference to the FutureState URI for this resource.
Name Type Eﬁl‘;d Description
. Refer Section ODATA
@odata.type String True Properties
A reference to the
FutureState URI for this
resource.
. . . NOTE
@Redfish.Settings | Object True This property is
populated by Host
SettingsObject | Object | True || Interface as part of
Inventory. (Extra Bios
Support is needed.
Refer Section
Redfish Inventory
Support for detailed
information).
@odata.context String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
. NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String True | Resource Identifier
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Name(M) String True | Name of the Resource
- . Provides description of the resource. Refer Section
Description String True
Resource
Status Object | True | Refer Section Resource for Resource.Oem.
The configured capability of this network device function.
Enum Description
. Neither enumerated nor visible to the
Disabled .
operating system.
Ethernet Appears to the gperating system as
an Ethernet device.
. . Appears to the operating system as a
NetDevFuncType String True | FibreChannel Fibre Channel device.
iSCS| Appears to the operating system as
an iSCSI device.
InfiniBand Appegrg to the operating system as
an InfiniBand device.
FibreChannelOver | Appears to the operating system as
Ethernet an FCoE device.
Whether the network device function is enabled. Disabled
DeviceEnabled Boolean | True | network device functions shall not be enumerated or seen
by the operating system.
NetDevFuncCapa Array True Capabilities of this network device function. Array Items
bilities are of Type NetDevFuncType.
This object shall contain Ethernet capabilities, status, and
configuration values for this network device function.
Name Type gﬁfyd Description
This is the permanent
MAC address
PermanentMAC String True assigned to this
Address network device
function (physical
function).
This is the currently
configured MAC
Ethernet Object MACAddress String True address of the
(logical port) network
device function.
This is a reference to
a collection of VLANs
VLANS Object | True gnd is only used if the
interface supports
more than one
VLANS.
The Maximum
Transmission Unit
MTUSize Number | True | (MTU) configured for
this network device
function.
This object shall contain iSCSI boot capabilities, status,
iISCSIBoot Object False | and configuration values for this network device function.

Please refer Table iSCSIBoot Properties.
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NOTE

The ISCSIBoot attributes can be deleted / removed by
patching null value to each property inside ISCSIBoot
object.

FibreChannel

Object

True

This object shall contain Fibre Channel capabilities, status,
and configuration values for this network device function.
Please refer Table FibreChannel Properties.

BootMode

String

False

The boot mode configured for this network device
function. Allowable values are as following
NOTE
Redfish.AllowableValues array should always be shown
to indicate the supported allow values

Enum Description

. Do not indicate to UEFI/BIOS that this
Disabled .
device is bootable.

Boot this device using the embedded PXE
support. Only applicable if the
NetworkDeviceFunctionType is set to
Ethernet.

PXE

Boot this device using the embedded
iISCSI boot support and configuration. Only
applicable if the
NetworkDeviceFunctionType is set to
iSCSI.

iSCSI

Boot this device using the embedded Fibre
Channel support and configuration. Only
applicable if the
NetworkDeviceFunctionType is set to
FibreChannel.

FibreChannel

Boot this device using the embedded Fibre
Channel over Ethernet (FCoE) boot
support and configuration. Only applicable
if the NetworkDeviceFunctionType is set
to FibreChannelOverEthernet.

FibreChannel
OverEthernet

VirtualFunctionsEn
abled

Boolean

True

Whether Single Root 1/0 Virtualization (SR-IOV) Virual
Functions (VFs) are enabled for this Network Device
Function.

MaxVirtualFunctio
ns

Number

True

The number of virtual functions (VFs) that are available for
this Network Device Function.

Actions

Object

True

The Actions object contains the available custom actions
on this resource like OemActions if any.

AssignablePhysica
IPorts@odata.cou
nt

Number

True

Number of AssignablePhysicalPorts availale.

AssignablePhysica
INetworkPorts

Array

True

An array of physical ports to which this network device
function can be assigned.

AssignablePhysica
INetworkPorts@od
ata.count

Number

True

Number of AssignablePhysicalNetworkPorts available

InfiniBand

Object

True

This type describes InifiniBand capabilities, status, and
configuration of a network device function.
Please refer to Table InfiniBand Properties.
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Links

Object

True

Links for this controller.

Name

Type

Read
Only

Description

Endpoints@
odata.count

Number

True

An integer representing
the number of items in a
collection.

Endpoints

Array

True

An array of references to
endpoints associated
with this network device
function.

The type shall contain an
array property who's
members reference
resources, of type
Endpoint, which are
associated with this
network device function.

PhysicalPort
Assignment

Object

True

The physical port that
this network device
function is currently
assigned to.

PhysicalNet
workPortAs
signment

Object

True

The physical port to
which this network
device function is
currently assigned.

Ethernetinte
rface

Object

True

The link to a virtual
Ethernet interface that
was created when one of
the network device
function VLANSs is
represented as a virtual
NIC for the purpose of
showing the IP address
associated with that
VLAN.

PCleFunctio
n

Object

True

A reference to the
collection of members of
this collection.

NOTE
Will be populated
through Host Interface.
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Table 74 iSCSIBoot Properties

Name Type Read Only | Description
Allowable values are as following
NOTE
Redfish.AllowableValues array should always be
shown to indicate the supported allow values
. Default it will be null value.
IPAddressType String False Enum DESer o
IPva IPv4 addressing is used for all IP-
fields in this object.
IPV6 IPv6 addressing is used for all IP-
fields in this object.
The type of IP address (IPv6 or IPv4) being
InitiatorIPAddress | String False populated in the iISCSIBoot IP address fields. Default
it will be null value
" . The iSCSI boot initiator name. Default it will be null
InitiatorName String False value
InitiatorDefault . The IPv6 or IPv4 iSCSI boot default gateway. Default
String False o
Gateway it will be null value
" . The IPv6 or IPv4 netmask of the iSCSI boot initiator.
InitiatorNetmask String False o
Default it will be null value
. Whether the iSCSI boot target name, LUN, IP
gargetlnfonDHC Boolean | False address, and netmask should be obtained from
DHCP. Default it will be null value
PrimaryTargetNam String False The name of the iSCSI primary boot target. Default it
e will be null value
PrimaryTargetIP Strin False The IP address (IPv6 or IPv4) for the primary iSCSI
Address 9 boot target. Default it will be null value
PrimaryTargetTCP Number | False The TCE pqrt for the primary iSCSI boot target.
Port Default it will be null value
. The logical unit number (LUN) for the primary iSCSI
PrimaryLUN Number | False boot target. Default it will be null value
PrimaryVLANEnabl This indicates if the primary VLAN is enabled.
Boolean | False o
e Default it will be null value
The 802.1g VLAN ID to use for iSCSI boot from the
PrimaryVLANId Number | False primary taEg"et,.' Default it will be null value
Minimum = "0
Maximum = “4094"
The IPv6 or IPv4 address of the primary DNS server
PrimaryDNS String False for the iSCSI boot initiator. Default it will be null
value
SecondaryTarget . The name of the iSCSI secondary boot target.
String False o
Name Default it will be null value
SecondaryTarget Strin False The IP address (IPv6 or IPv4) for the secondary
IPAddress 9 iSCSI boot target. Default it will be null value
SecondaryTarget Number | False The TCP port for the secondary iSCSI boot target.
TCPPort Default it will be null value
The logical unit number (LUN) for the secondary
SecondaryLUN Number | False iSCSI boot target. Default it will be null value
SecondaryVLAN This indicates if the secondary VLAN is enabled.
Boolean | False -
Enable Default it will be null value
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SecondaryVLAN

The 802.1g VLAN ID to use for iSCSI boot from the
secondary target. Default it will be null value

I Number | False Minimum = “0”
Maximum = "4094"
The IPv6 or IPv4 address of the secondary DNS
SecondaryDNS String False server for the iSCSI boot initiator. Default it will be
null value
IPMaskDNSVia Whgther the iSCSI boot initiator uses DHCP to obta?n
DHCP Boolean | False th.e iniator name, IP address, and netmask. Default it
will be null value
RouterAdvertise Boolean | False Whether IPv6 router advertisement is enabled for the
mentEnabled iSCSI boot target. Default it will be null value
The iSCSI boot authentication method for this
network device function. Default it will be null value
Allowable values are as following
NOTE
Redfish.AllowableValues array should always be
shown to indicate the supported allow values.
AuthenticationMet String False Enum Description
hod None No iSCSI authentication is used.
iSCSI Challenge Handshake
CHAP Authentication Protocol (CHAP)
authentication is used.
iSCSI Mutual Challenge Handshake
MutualCHAP | Authentication Protocol (CHAP)
authentication is used.
CHAPUsername String False The username for CHAP authentication. Default it
will be null value
CHAPSecret String False .The.shared secret for CHAP authentication. Default
it will be null value
MutualCHAPUsern String False The CHAP Username for 2-way CHAP
ame authentication. Default it will be null value
MutualCHAPSecre . The CHAP Secret for 2-way CHAP authentication.
String False

1

Default it will be null value

179




Table 75 FibreChannel Properties

Name

Type

Read
Only

Description

PermanentWWPN

String

True

The value of this property shall be the permanent World-
Wide Port Name (WWPN) of this network device function
(physical function). This value is typically programmed
during the manufacturing time. This address is not
assignable.

PermanentWWNN

String

True

The value of this property shall be the permanent World-
Wide Node Name (WWNN) of this network device function
(physical function). This value is typically programmed
during the manufacturing time. This address is not
assignable.

FibreChannelld

String

True

The Fibre Channel Id assigned by the switch for this
interface.

WWPN

String

False

The value of this property shall be the effective current
World-Wide Port Name (WWPN) of this network device
function (physical function). If an assignable WWPN is not
supported, this is a read only alias of the
PermanentWWPN.

WWNN

String

False

The value of this property shall be the effective current
World-Wide Node Name (WWNN) of this network device
function (physical function). If an assignable WWNN is not
supported, this is a read only alias of the
PermanentWWNN.

WWNSource

String

False

The configuration source of the WWNs for this connection
(WWPN and WWNN).

Enum Description

The set of FC/FCoE boot targets was
applied locally through API or Ul. The
set of FC/FCoE boot targets was
applied by the Fibre Channel fabric.

ConfiguredLocally
ProvidedByFabric

FCoELocalVLANI
d

Number

False

For FCoE connections, the value of this property shall be
the VLAN ID configured locally by setting this property.
This value shall be used for FCoE traffic to this network
device function during boot unless
AllowFIPVLANDiscovery is true and a valid FCoE VLAN ID
is found via the FIP VLAN Discovery Protocol.

Minimum = “0"

Maximum = “4094"

AllowFIPVLAN
Discovery

Boolean

False

For FCoE connections, the value of this property shall be a
boolean indicating whether the FIP VLAN Discovery
Protocol is used to determine the FCoE VLAN ID selected
by the network device function for the FCoE connection. If
true, and the FIP VLAN Discovery succeeds, the
FCoEActiveVLANId property shall reflect the FCoE VLAN
ID to be used for all FCoE traffic. If false, or if the FIP
VLAN Discovery protocol fails, the FCoELocalVLANId shall
be used for all FCoE traffic and the FCoEActiveVLANId
shall reflect the FCoELocalVLANId.

FCoEActiveVLANI
d

Number

True

For FCoE connections, the value of this property shall be
null or a VLAN ID currently being used for FCoE traffic.
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When the FCoE link is down this value shall be null. When
the FCoE link is up this value shall be either the
FCoELocalVLANId property or a VLAN discovered via the
FIP protocol.

Minimum = "0"

Maximum = “4094"

BootTargets Array False

An array of Fibre Channel boot targets configured for this
network device function.

Read _—
Name Type Only Description
. The World-Wide Port
WWPN String False Name to boot from.
The Logical Unit Number
(LUN) ID to boot from on
LUNID String False | the device referred to by

The corresponding
WWPN.

The value of this
property shall be the
relative priority for this
entry in the boot targets
array. Lower numbers

BootPriority | Number | False | shall represent higher

priority, with zero being
the highest priority. The
BootPriority shall be
unique for all entries of
the BootTargets array.

Table 76 InfiniBand Properties

Read A

Name Type Only Description

MTUSize Number | True The maximum transmission unit (MTU) configured
for this network device function.

NodeGUID String True This is the cgrrently qonflgured node GUID of the
network device function.

PermanentNodeGUID String True The' permangnt node GUID assigned to this network
device function.

PermanentPortGUID String True The. permangnt port GUID assigned to this network
device function.

PermanentSystemGUID | String True The permangnt syste.m GUID assigned to this
network device function.

PortGUID String True The.currentl)./ configured port GUID of the network
device function.

SystemGUID String True This is the cgrrently qonflgured system GUID of the
network device function.

. Array of The maximum transmission unit (MTU) sizes
SupportedMTUSizes numbers True supported for this network device function.
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3.7.15 NetworkDeviceFunction Future State (SD)
A Network Device Function represents a logical interface exposed by the network adapter.

GET

Request

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/NetworkAdapters/{{NetworkAdapter_instance}
}/NetworkDeviceFunctions/{{NetworkDeviceFunctions_instance}}/SD

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
inTable NetworkDeviceFunction.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

PATCH

Request
PATCH

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/NetworkAdapters/{{NetworkAdapter_instance}
}/NetworkDeviceFunctions/{{NetworkDeviceFunctions_instance}}/SD

Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table NetworkDeviceFunction
for which ReadOnly is false that can be sent as Request body in json format.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Example Request Body:
NOTE
Below is just a example of request body, please change the property value with the
actual iSCSI details.
{

“iSCSIBoot” {
“IPAddressType” : “IPv4”,
“InitiatorIPAddress” : “10.110.116.251”,
“InitiatorName” : “ign.1991-10.com.ami:RFInitiator”,
“InitiatorDefaultGateway” : “10.110.116.2",
“InitiatorNetmask” : “255.255.0.0”,
“TargetinfoViaDHCP” : false,
“PrimaryTargetName” : “ign.1991-10.com.ami:itx00304861d09ace05:iscsiboot2”,
“PrimaryTargetIPAddress”: “10.110.1716.2",
“PrimaryTargetTCPPort” : 3260,
“PrimaryLUN" : 0,
“PrimaryVLANEnable” : false,
“PrimaryVLANId" : 0,
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“PrimaryDNS” : “0.0.0.0”,
“IPMaskDNSViaDHCP” : false,
“RouterAdvertisementEnabled” : false,
“AuthenticationMethod” : “None”

}

Response

The response status is success with status code as 204. For Error Responses refer
“Redfish Error Response” and “Status Codes”.

3.7.16 NetworkDeviceFunction VLAN Interface Collection

This represents the collection of NetworkDeviceFunction VLAN Network Interface
resources available in Chassis.

For the detailed information, please refer VLAN Network Interface Collection
section in Systems API chapter.

3.7.17 NetworkDeviceFunction VLAN Interface

This resource represents the NetworkDeviceFunction VLAN Network Interface for
the resource or service to which it is associated. This resource shall be used to
represent a Network Interface for a Redfish implementation.

For the detailed information, please refer VLAN Network Interface section in
Systems API chapter.

3.7.18 NetworkDeviceFunction VLAN Interface Future State (SD)

This resource represents the NetworkDeviceFunction VLAN Network Interface for
the resource or service to which it is associated.

For the detailed information, please refer VLAN Network Interface Future State
section in Systems API chapter.

3.7.19 NetworkAdapter Collection

It displays the collection of network adapter resource instances available in the system.
GET

Request

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/NetworkAdapters
Content-Type: application/json

Response
Please refer Section Collection for the JSON response properties.
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3.7.20 NetworkAdapter

A NetworkAdapter represents the physical network adapter capable of connecting to a
computer network. Examples include but are not limited to Ethernet, Fibre Channel, and
converged network adapters.

GET

Request
https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/NetworkAdapters/{{NetwrokAdapter_instance}
}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 77 NetworkAdapter Properties

Name Type Read Only | Description

@odata.context | String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.

Oem Object NOTE

This property will be a part of JSON response only if
an oem property is implemented according to “How to
Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
. . Provides description of the resource. Refer Section

Description String True

Resource
Status Object True Refer Section Resource for Resource.Oem.
Manufacturer String True The manufacturer or OEM of this network adapter.
Model String True The model string for this network adapter.
SKU String True The manufacturer SKU for this network adapter.
SerialNumber String True The serial number for this network adapter.
PartNumber String True Part number for this network adapter.

The set of network controllers ASICs that make up this
Controllers Array True

NetworkAdapter.

The Actions object contains the available custom

Actions Object True actions on this resource like OemActions if any.

NetworkDevice Obiect True Contains a reference to the members of
Functions (N) J NetworkDeviceFunctionCollection.

The link to the collection of offload processors

Processors Object True contained in this network adapter.
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Please refer section 3.6.9 ProcessorCollection

The link to the assembly Resource associated with this

adapter.
NOTE
Assembly Object True Northbound only properties. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.
Ports (N) Object True Contains a reference to the members of PortCollection.
Table 78 Controller Properties
Name Type g:?: Description
meyvarePackage String | True | Resource Identifier
Version
Location Object | True Refer for Table Resource schema properties
Resource.Location.
. The PCle interface details for this controller.
PClelnterface Object | True Refer Table PClelnterface Properties
The Durable names for the network adapter.
Name Type | Read Only | Description
This indicates the
DurableName | String | True world wide, persistent
Identifiers Object | True name of the resource.
This represents the
DurableName String | True format of the
Format DurableName
property.
Links for this controller.
Name Type gf]?f Description
An integer representing
the number of items in a
. collection.
gélgaD;Y:;eusn i Number | True NOTE
Require PCle support,
only north bound
available.
An array of references
Links Object | True to the I?CIeDewce
collection.
PCleDevices Array True NOTE
Require PCle support,
only north bound
available.
Refer Resource
Complex Types under
Section Resource.
Oem Object True NOTE
This property will be a
part of JSON
response only if an
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oem property is
implemented
according to “How to
Add OEM extensions”
document

An array of links to the

Ports Array True | Ports associated with
this Network Controller.
An integer representing
Ports@odata. Number | True | the number of itemsina
count .
collection.
NetworkDevic An integer representing
eFunctions@o | Number | True | the number of itemsina
data.count collection.
An array of references
NetworkDevic to the
Array True

eFunctions

NetworkDeviceFunction
S.

Description of the Resource

Name Type gi?ﬁ Description
NetworkPortC The number of physical
Number | True .
ount ports on this controller.
The maximum number
NetworkDevice Number | True of physical functions
FunctionCount available on this
controller.
This object shall
contain capability,
DataCenterBri . StatL!S' ancj
. Object | True | configuration values
dging
ControllerCapabili . rel.ate.d to Data Centgr
ties Object | True Bridging (DCB) for this
controller.
This object shall
contain capability,
VirtualizationO . statqs, anq
ffload Object | True conflguratl(?n va!ueg
related to virtualization
offload for this
controller.
NIC Partitioning
NPAR Object | True | (NPAR) capabilities for
this controller.
N_Port ID Virtualization
NPIV Object | True | (NPIV) capabilties for
this controller.
Table 79 DataCenterBridging Properties
Name Type Read Only | Description
Capable Boolean True Whether this controller is capable of Data Center
Bridging (DCB).
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Table 80 VirtualizationOffload Properties

Name Type Read Only | Description
Name Type (F;i?yd Description
The maximum number
DeviceMax Number | True of Virtual Functions
Count (VFs) supported by this
controller.
The maximum number
. . . NetworkPor of Virtual Functions
VirtualFunction | Object | True Number | True | (VFs) supported per
tMaxCount .
network port for this
controller.
The minimum number of
. . Virtual Functions (VFs)
MinAssign
mentGroup | Number | True that can be allocated or
Size movgd between_ physical
functions for this
controller.
Single-Root Input/Output Virtualization (SR-I0V)
capabilities.
Name Type gﬁ?yd Description
Whether this controller
SRIOV String | True supports Single Root
Input/Output
EEL(;\()}QEPA Boolean | True | Virtualization (SR-IOV) in
Virtual Ethernet Port
Aggregator (VEPA)
mode
Table 81 NPIV Properties
Name Type Read Only | Description
The maximum number of N_Port ID Virtualization
MaxDeviceLogins | Number True (NPIV) logins allowed simultaneously from all
ports on this controller.
The maximum number of N_Port ID Virtualization
MaxPortLogins Number True (NPIV) logins allowed per physical port on this
controller.
Table 82 NPAR Properties
Name Type Read Only | Description
NparCapable Boolean True !ndicates whether or not NIC function partitioning
is supported by a controller.
NparEnabled Boolean True When true, NIC function partitioning is active on
this controller.
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3.7.21 NetworkAdapter ProcessorCollection

It displays a list of Processor instances available in the Chassis.
For the detailed information, please refer ProcessorCollection section in Systems
API chapter.

3.7.22 NetworkAdapter Processor

This is the schema definition for the Processor resource. It represents the
properties of a processor attached to a System.
For the detailed information, please refer Processor section in Systems API chapter.

3.7.23 PCleDevice Collection

It displays the collection of PCleDevice resource instances available in the Chassis.
GET
Request
https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/PCleDevices
Content-Type: application/json
Response

Please refer Section Collection for the JSON response properties.

3.7.24 PCleDevice
This is the schema definition for the PCleDevice resource. It represents the properties of a
PCleDevice attached to a System.
GET
Request
https.//{{ip}}/redfish/v1/Chassis/{{system_instance}}/PCleDevices/{{PCleDevices_instance}}
Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.
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Table 83 PCleDevice Properties

Name Type | Read Only | Description
@odata.context | String | True Refer Section ODATA Properties
@odata.id String | True Refer Section ODATA Properties
@odata.type String | True Refer Section ODATA Properties
@odata.etag String | True Refer Section ODATA Properties
Refer Resource Complex Types under Section Resource.
NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document
Id(M) String | True Resource Identifier
Name(M) String | True Name of the Resource
I . True Provides description of the resource. Refer Section
Description String
Resource
Status Object | True Refer Section Resource for Resource.Oem.
Manufacturer String | True This is the manufacturer of this PCle device.
Model String | True This is the model number for the PCle device.
SKU String | True This is the SKU for this PCle device.
SerialNumber String | True The serial number for this PCle device.
PartNumber String | True The part number for this PCle device.
AssetTag String | True The user assigned asset tag for this PCle device.
The device type for this PCle device.
Enum Description
SingleFunction | A single-function PCle device.
DeviceType String | True MultiFunction | A multi-function PCle device.
A PCle device which is not currently
Simulated physically present, but is being
simulated by the PCle infrastructure.
FirmwareVersion | String | True The version of firmware for this PCle device.
The links object contains the links to other resources
that are related to this resource.
Name Type R Description
Only
Refer Table Resource
Complex Types under
Section Resource.
NOTE
This property will be a
Oem Object part of JSON response
Links Object | True only if an oem property
is implemented
according to “How to
Add OEM extensions”
document.
An array of references to
Chassis | Array True | the chassis in which the
PCle device is contained.
Chassis An integer representing
@odata. | Number | True | the number of itemsina
count collection.
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PCleFunctions

Object

True

An reference to PCleFunctionsCollection exposed by this
device.

PClelnterface

Object

True

This is the definition for a PCI Interface object.
Refer Table PClelnterface Properties

Assembly

Object

True

A reference to the Assembly resource associated with
this PCle device.

NOTE
Northbound only properties. Platform specific porting
needed; require specific platform libraries support and

hook between the specific libraries and gami module
should be added.

Table 84 PClelnterface Properties

Name Type Read Only | Description
LanesInUse Number | True This is the number of PCle lanes in use by this device.
MaxLanes Number | True '(Ij'z\l/slclz the number of PCle lanes supported by this
. The highest version of the PCle specification supported
MaxPCleType String True by this device. Refer Table PCleDevice Properties
. The version of the PCle specification in use by this
PCleType String True device. Refer Table PCle Types Properties
Refer Resource Complex Types under Section
Resource.
Oem Object NOTE

This property will be a part of JSON response only if
an oem property is implemented according to “How to
Add OEM extensions” document.

Table 85 PCle Types Properties

Enum Description

GENT A PCle v1.0 slot.
GEN2 A PCle v2.0 slot.
GEN3 A PCle v3.0 slot.
GEN4 A PCle v4.0 slot.
GEN5 A PCle v5.0 slot.
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3.7.25 PCleFunction Collection

It displays the collection of PCleFunctions resource instances available under the
PCleDevice.

GET

Request

https.//{{ip}}/redfish/v1/Chassis/{{system_instance}}/PCleDevices/{{PCleDevicelnstance}}/PCleFunc
tions

Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.7.26 PCleFunction

This is the schema definition for the PCleFunction resource. It represents the properties of
a PCleFunction attached to a System.

GET
Request

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/PCleDevices/{{PCleDevices_instance}}/PCleFu
nctions/{{PCleFunctions_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 86 PCleFunction Properties

Name Type g::?; Description

@odata.context String True | Refer Section ODATA Properties

@odata.id String True | Refer Section ODATA Properties

@odata.type String True | Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE : .
This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.

Id(M) String True | Resource ldentifier

Name(M) String True | Name of the Resource
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Description

String

True

Provides description of the resource. Refer Section
Resource

Status

Object

True

Refer Section Resource for Resource.0em. PCleFunction
will take the State & Health values as per the parent
PCleDevice.

Functionld

Number

True

The the PCle Function identifier.

FunctionType

String

True

The value of this property shall be the function type of the
PCle device function such as Physical or Virtual.

DeviceClass

String

True

The value of this property shall be the device class of the
PCle device function such as Storage, Network, Memory
etc.

Deviceld

String

True

The Device ID of this PCle function.

Vendorld

String

True

The Vendor ID of this PCle function.

ClassCode

String

True

The Class Code of this PCle function.

Revisionld

String

True

The Revision ID of this PCle function.

Subsystemld

String

True

The Subsystem ID of this PCle function.

SubsystemVendo
rid

String

True

The Subsystem Vendor ID of this PCle function.

Actions

Object

True

AmiBios.ChangeState is the only action under Oem. The
Actions object contains the available custom actions on
this resource like OemActions if any.

NOTE

This Action will be performed through HHM Module of
BIOS which requires KCS interface between BMC and
BIOS. In SPX-13 AST2600EVB setup KCS interface is not
available and this action is not validated. Once CRB
available for AST2600 this action can be validated.

Links

Object

The links object contains the links to other resources that
are related to this resource.

Read

Name Type Only

Description

Refer Table Resource
Complex Types under Section
Resource.

NOTE

This property will be a part
of JSON response only if an
oem property is
implemented according to
“How to Add OEM
extensions” document.

Oem Object True

An array of references to the
drives which the PCle device
produces.

NOTE

PCleDevices can either
Drives Array True represent a Drive or a
Network Card; if it
represents a Drive, then
Drive related Links will be
populated and if it
represents a Network Card,
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then Network related Links
will be populated.
Drives@ An integer representing the
odata.c | Number | True | number of itemsina
ount collection.
An array of references to the
Storage controllers which the
PCle device produces.
NOTE
PCleDevices can either
represent a Drive or a
Storage Network Card; if it
grosntroll Array | True || ronresents a Drive, then
Drive related Links will be
populated and if it
represents a Network
Card, then Network
related Links will be
populated.
Storage
Controll An integer representing the
ers@od | Number | True | number of itemsina
ata.cou collection.
nt
An array of references to the
Ethernet interfaces which the
PCle device produces.
NOTE
PCleDevices can either
represent a Drive or a
Ethernet Network Card; if it
Lnsterfac Array True represents a Drive, then
Drive related Links will be
populated and if it
represents a Network
Card, then Network
related Links will be
populated.
Ethernet An integer representing the
Interfac . .
es@oda Number | True numbe_r of itemsina
collection.
ta.count
An array of references to the
Networ - .
KDevice Ne‘Fwork Device Fupctlons
.| Array True | which the PCle device
Functio
ns produces. Currently, BIOS
doesn’t populate this data.
Networ An integer representing the
kDevice | Number | True | number of itemsina
Functio collection.
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ns@oda

ta.count

The value of this property
PCleDe ' shall be a referepce to t.he .
vice Object True | resource that this function is a

part of and shall reference a
resource of type PCleDevice.

3.7.27 PCleSlots

PCleSlots contains set of PCle slot information.

GET

Request

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/PCleSlots
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.

Table 87 PCleSlots Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under
Section Resource.
. NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
Description String True Descriptin of the Resource
HotPluggable boolean True Indicates whether the PCle slot supports hotplug.
. . The Actions object contains the available custom
Actions Object True . : . . .
actions on this resource like OemActions if any.
Slots Array The PCI Slots information.
Refer Table Slots Properties
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Table 88 Slots Pro

perties

Name

Type

Read Only

Description

Lanes

Number

True

Maximum number of PCle lanes supported by the
slot.

Links

Object

True

Refer Table Slots Properties

HotPluggable

boolean

True

Indicates whether the PCle slot supports hotplug.

Location

Object

True

Refer for Table Resource schema properties
Resource.Location.

NOTE

Northbound is supported and platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

Oem

Object

True

Refer Table Resource Complex Types under
Section Resource.

NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.

PCleTypes

String

True

PCle Specification supported by this slot.

SlotType

String

True

PCle Slot type for this slot.

Enum Description

FullLength Full-Length PCle slot.

HalfLength Half-Length PCle slot.

LowProfile Low-Profile or Slim PCle slot.

Mini PCle M.2 slot.

M2 Mini PCle slot.

OEM An OEM-specific slot.

Status

Object

True

Refer Section Resource for Resource.Oem.

Table 89 Links Pro

perties

Name

Type

Read Only

Description

Oem

Object

Refer Table Resource Complex Types under
Section Resource.

NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.

PCleDevice

Array

True

PCle Devices connected in this slot.

PCleDevice@odata

Number

.count

True

The number of items in PCleDevices.
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3.7.28 Sensor Collection

This resource shall represent a resource collection of Sensor instances for a Redfish
implementation.

GET
Request
https://{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Sensors
Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.
NOTE
In the Sensor Collection URI, two discrete sensors “VR Watchdog” and “FP NMI Diag
Int” will not be listed because we are listing only those Sensors which have 0 as the
value of the bit ” Settable Sensor” (MSB of Sensor Initialization) and the above
mentioned two Sensors have 128 as the value of the “Settable Sensor” bit.
However, these sensors will be llisted in the BMC Web Ul as well as the IPMI Sensor
List Command.
3.7.29 Sensor
This Resource represents a Sensor for a Redfish implementation.
GET
Request
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Sensors/{{sensor_instance}}
Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 90 Sensor Properties

Name Type g::?; Description
@odata.context String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
Description String True | Description of the Resource
The estimated percent error of measured versus actual
Accuracy Number | True values.
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AdjustedMaxAllow
ableOperatingValu
e

Number,
Null

True

The adjusted maximum allowable operating value for this
equipment based on the environmental conditions.

AdjustedMinAllow
ableOperatingValu
e

Number,
Null

True

The adjusted minimum allowable operating value for this
equipment based on the environmental conditions.

ApparentVA

Number,
Null

True

The product of voltage and current for an AC circuit, in
Volt-Amperes units.

ElectricalContext

String,
Null

True

The combination of current-carrying conductors.

Enum

Description

Linel

The circuits that share the L1 current-
carrying conductor.

Line1ToLine2

The circuit formed by L1 and L2 current
carrying conductors when
PhaseWiringType.TwoPhase3Wire,
TwoPhase4Wire, ThreePhase4Wire, or
ThreePhase5Wire.

LineT1ToNeutral

The circuit formed by L1 and Neutral
current carrying conductors when
PhaseWiringType.OnePhase3Wire,
TwoPhase4Wire, ThreePhase4Wire, or
ThreePhase5Wire.

LineT1ToNeutral
AndL1L2

The circuits formed by L1, L2, and
Neutral current-carrying conductors
when PhaseWiringType.TwoPhase4Wire
or ThreePhase5Wire.

Line2

The circuits that share the L2 current-
carrying conductor when
PhaseWiringType.ThreePhase4Wire,
TwoPhase4Wire, or ThreePhase5Wire.

Line2ToLine3

The circuit formed by L2 and L3 current
carrying conductors when
PhaseWiringType.ThreePhase4Wire or
ThreePhase5Wire.

Line2ToNeutral

The circuit formed by L2 and Neutral
current carrying conductors when
PhaseWiringType.TwoPhase4Wire or
ThreePhase5Wire.

Line2ToNeutral
AndL1L2

The circuits formed by L1, L2, and
Neutral current-carrying conductors
when PhaseWiringType.TwoPhase4Wire
or ThreePhase5Wire.

Line2ToNeutral
AndL2L3

The circuits formed by L2, L3, and
Neutral current-carrying conductors
when
PhaseWiringType.ThreePhase5Wire.

Line3

The circuits that share the L3 current-
carrying conductor when
PhaseWiringType.ThreePhase4Wire or
ThreePhase5Wire.

Line3ToLinel

The circuit formed by L3 and L1
currencarrying conductors when
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PhaseWiringType.ThreePhase4Wire or
ThreePhase5Wire.

The circuit formed by L3 and Neutral
current carrying conductors when
PhaseWiringType.ThreePhase5Wire.

Line3ToNeutral

The circuits formed by L3, L1, and

Line3ToNeutral | Neutral current-carrying conductors

AndL3 L1 when
PhaseWiringType.ThreePhase5Wire.
The circuit formed by two current-
carrying conductors when

LineToLine PhaseWiringType.TwoPhase3Wire,

TwoPhase4Wire, ThreePhase4Wire, or
ThreePhase5Wire.

The circuit formed by a line and Neutral
current carrying conductor when
PhaseWiringType.OnePhase3Wire,
TwoPhase4Wire, ThreePhase4Wire, or
ThreePhase5Wire.

LineToNeutral

The grounded current-carrying return
circuit of current-carrying conductors

Neutral when
PhaseWiringType.OnePhase3Wire,
TwoPhase4Wire, or ThreePhase5Wire.
The circuits formed by all current-
Total carrying conductors for any
PhaseWiringType.
LoadPercent mﬁﬁ]ber' True | The power load utilization for this sensor.
The location information for this sensor.
Location Object True | For property details, see location Table Resource schema
properties.
MaxAllowableOper | Number, True The maximum allowable operating value for this
atingValue Null equipment.
MinAllowableOper | Number, The minimum allowable operating value for this
. True .
atingValue Null equipment.
PeakReading mﬁﬁ]ber' True | The peak sensor value.
PeakReadingTime ﬁt&:lng True | The time when the peak sensor value occurred.
The area or device to which this sensor measurement
applies.
Enum Description
Accelerator An accelerator.
AClInput An AC input.
PhysicalContext string, True ACMaintenanceBypas An AC maintenance bypass input.
Null sinput
ACOutput An AC output.

ACStaticBypassinput | An AC static bypass input.

ACUtilitylnput An AC utility input.

An ASIC device, such as a

ASIC networking chip or chipset
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component.

Back The back of the chassis.
Backplane A backplane within the chassis.
Chassis The entire chassis.
ComputeBay Within a compute bay.

CoolingSubsystem

The entire cooling, or air and
liquid, subsystem.

CPU A processor (CPU).

CPUSubsystem The entire processor (CPU)
subsystem.

DCBus A DC bus.

Exhaust The air exhaust point or points or

region of the chassis.

ExpansionBay

Within an expansion bay.

Fan A fan.
FPGA An FPGA.
Front The front of the chassis.
GPU A graphics processor (GPU).
The entire graphics processor
GPUSubsystem (GPU) subs?ystF:am. i
The air intake point or points or
Intake . .
region of the chassis.
Liquidinlet The quuid inlet point of the
chassis.
LiquidOutlet The quuid outlet point of the
chassis.
Lower The lower portion of the chassis.
Memory A memory device.
MemorySubsystem The entire memory subsystem.
Motor A motor.
NetworkBay Within a networking bay.
NetworkingDevice A networking device.
PowerSubsystem The entire power subsystem.
PowerSupply A power supply.
PowerSupplyBay Within a power supply bay.
Rectifier A rectifier device.
Room The room.
StorageBay Within a storage bay.
StorageDevice A storage device.
SystemBoard The system board (PCB).
Transformer A transformer.
Upper The upper portion of the chassis.

VoltageRegulator

A voltage regulator device.

The usage or location within a device to which this sensor

measurement applies.

PhysicalSubConte | String, True | Enum Description
xt Null -
Input The input.
Output The output.
PowerFactor mﬁnﬂ'ber' True | The power factor for this sensor.
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Number,

Precision Null True | The number of significant digits in the reading.
Number The square root of the difference term of squared
ReactiveVAR Null " | True | ApparentVA and squared Power (Reading) for a circuit, in
VAR units.
Reading mﬁlrlnber, True | The sensor value.
ReadingRangeMax mﬁnﬂ'ber' True | The maximum possible value for this sensor.
ReadingRangeMin mﬁnﬂ'ber' True | The minimum possible value for this sensor.
The type of sensor.
Enum Description
AirFlow Airflow.
Altitude Altitude.
Barometric Barometric pressure.
Current Current.
EnergyJoules Energy (Joules).
i EnergykWh Energy (kWh).
. String,
ReadingType Null True | Frequency Frequency.
Humidity Relative Humidity.
LiquidFlow Liquid flow.
LiquidLevel Liquid level.
Power Power.
Pressure Pressure.
Rotational Rotational.
Temperature Temperature.
Voltage Voltage (AC or DC).
ReadingUnits ﬁlt;hng True | The units of the reading and thresholds.

. Number, L . .
SensingFrequency Null True | The time interval between readings of the physical sensor.
SensorResetTime String, True The date and time when the time-based properties were

Null last reset.
The status and health of the Resource and its subordinate
. or dependent Resources.
Status Object True For property details, see Status in Refer Table Resource
Complex Types.
. . The Actions object contains the available custom actions
Actions Object True . ; . .
on this resource like OemActions if any.
The set of thresholds defined for this sensor.
Read o
Name Type Only Description
The value at which the
reading is below
Thresholds Object normal range. Please
. . refer the below Table
LowerCaution | Object | True Threshold Properties
table for the sub
attributes under this
attribute.
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LowerCritical

Object

True

The value at which the
reading is below
normal range but not
yet fatal.

Please refer the below
Table Threshold
Properties table for the
sub attributes under
this attribute.

LowerFatal

Object

True

The value at which the
reading is below
normal range and
fatal.

Please refer the below
Table Threshold
Properties table for the
sub attributes under
this attribute.

UpperCaution

Object

True

The value at which the
reading is above
normal range. Please
refer the below Table
Threshold Properties
table for the sub
attributes under this
attribute.

UpperCritical

Object

True

The value at which the
reading is above
normal range but not
yet fatal. Please refer
the below Table
Threshold Properties
table for the sub
attributes under this
attribute.

UpperFatal

Object

True

The value at which the
reading is above
normal range and
fatal.

Please refer the below
Table Threshold
Properties table for the
sub attributes under
this attribute.

VoltageType

String,
Null

True

The voltage type for this sensor.

Enum Description
AC Alternating current.
DC Direct durrent.
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Table 91 Threshold Properties

Name Type Read Only | Description
The direction of crossing that activates this threshold.
Enum Description
o String, Decreasing | Value decreases below the threshold.
Activation True —
Null . Value crosses the threshold in either
Either S
direction.
Increasing | Value increases above the threshold.
DwellTime String, True The duration the sensor value must violate the threshold
Null before the threshold is activated.
Reading mﬂmber' True The threshold value.
3.7.30 Assembly
GET
Request

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Assembly
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/{Storageld}/Assembly

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/{{Storage_instance}}/Drives/{{Drive_i
nstance}}/Assembly

https.//{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors/{{Processor_instance}}/Assembly

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Processors/{{Processor_instance}}/SubProce
ssors/{{SubProcessor_instance}}/Assembly

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Memory/{{Memory_instance}}/Assembly

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/NetworkAdapters/{{NetworkAdapter_instance}
}/Assembly

https://{ip}}/redfish/v1/Chassis/{{chassis_instance}}/PCleDevices/{{PCleDevice_instance}}/Assemb
ly
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

NOTE
Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via Hostinterface from BIOS.

Table 92 Assembly Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Oem Object Refer Table Resource Complex Types under
Section Resource.
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NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document

Id(M) String True Resource Identifier

Name(M) String True Name of the Resource

Description String True Description of the Resource

Assemblies Array True This is the definition for an assembly i.nformation
record. Refer Table Assembly Properties

Assemblies@odat Number True The count of Assemblies.

a.count

. . The Actions object contains the available custom

Actions Object True . : . . .
actions on this resource like OemActions if any.

Table 93 Assemblies Properties

Name Type Read Only | Description

@odata.id(M) String True Refer Section ODATA Properties
Refer Table Resource Complex Types under
Section Resource.

. NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.

Name String True Name of the Resource

Description String True Description of the Resource

Memberld(M) String True This is‘the identifier for the member within the
collection.

BinaryDataURI String True URI that provicjes the apility to access an image of
the assembly information.

Eﬂg\l/r;elzerlngChang String True Engineering change level of the Assembly.

Model String True Model number of the Assembly.

PartNumber String True Part number of the Assembly.

PhysicalContext String True Describes the area or device to which this
assembly data applies.

Producer String True Producer or manufacturer of the Assembly.

ProductionDate String True Production date of the Assembly.

SKU String True SKU of the Assembly.

SerialNumber String True The serial number of this assembly.

SparePartNumber | String True Spare part number of the Assembly.

Status Object True Refer Section Resource for Resource.Oem.

Vendor String True Vendor of the Assembly.

Version String True Version of the Assembly.

Actions Object True This object will contain the actions for this

resource under Oem property if any.
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3.7.31 Ports Collection

It displays the collection of Port resource instances available in the system.

GET

Request

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/NetworkAdapters/{{NetwrokAdapter_instance}
}/Ports

https://{{ip}}/redfish/v1/Systems/{{systems_instance}}/GraphicsControllers/{{graphicscontroller_inst
ance}}/Ports

https://{{ip}}/redfish/v1/Systems/{{systems_instance}}/USBControllers/{{usbcontroller_instance}}/P
orts

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

3.7.32 Ports Instance

A Port represents a discrete physical port capable of connecting to a network.

GET

Request

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/NetworkAdapters/{{NetwrokAdapter_instance}
}/Ports/{{Port_instance}}

https://{{ip}}/redfish/v1/Systems/{{systems_instance}}/GraphicsControllers/{{graphicscontroller_inst
ance}}/Ports/{{port_instancej}}

https://{{ip}}/redfish/v1/Systems/{{systems_instance}}/USBControllers/{{usbcontroller_instance}}/P
orts/{{port_instance}}

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

NOTE
Please refer “Section Redfish Inventory” Support in this document for the properties
that would be populated via HostInterface from BIOS.

Table 94 Ports Instance Properties

Name

Read

Only Description

Type

@odata.context | String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Oem

Refer Table Resource Complex Types under Section

Object Resource.
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NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to "How to Add OEM extensions” document.

Id(M) String True | True Resource Identifier
Name(M) String True | Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
Status Object True Refer Section Resource for Resource.Oem.
. . The Actions object contains the available custom actions on
Actions Object True . : . )
this resource like OemActions if any.
ActiveWidth Number | True | The number of active lanes for this interface.
g;;rentSpeedG Number | True | The current speed of this port.
LnterfaceEnabIe Boolean | True | An indication of whether the interface is enabled.
Ia:gla(:[l'cl)'?nsmonln Boolean | True | The number of link state transitions for this interface.
Locat'ionlndicat Boolean | True An indicator allowing an operator to physically locate this
orActive resource.
Location Object True | The location of the port.
MaxFrameSize | Number | True | The maximum frame size supported by the port.
MaxSpeedGbps | Number | True | The maximum speed of this port as currently configured.
Portld string True | The label of this port on the physical package for this port.
SignalDetected | Boolean | True An indication of whether a signal is detected on this
interface.
Name Type gﬁfyd Description
FlowControl The locally configured
Configuratio | string True | 802.3x flow control setting
n for this port.
The 802.3x flow control
behavior negotiated with
the link partner for this
port.
Enum | Description
No IEEE 802.3x
' None flow control ig
Ethernet Object | True enabled on this
FlowFlowCo port.
ntrolStatusC . IEEE 802.3x flow
ontrolStatus string True T control may be
initiated by this
station.
IEEE 802.3x flow
RX control may be
initiated by the
link partner.
IEEE 802.3x flow
TX_RX | control may be
initiated by this
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station or the link
partner.

LLDPEnable
d

Boolean

True

Enable/disable LLDP for
this port.

WakeOnLAN
Enabled

Boolean

True

Indicates whether Wake
on LAN (Wol) is enabled
on this port.

EEEEnabled

Boolean

True

Indicates whether IEEE
802.3az Energy-Efficient
Ethernet (EEE) is enabled
on this port.

Associated
MACAddres
ses

Array of
strings

True

An array of configured
MAC addresses that are
associated with this
network port, including the
programmed address of
the lowest numbered
network device function,
the configured but not
active address, if
applicable, the address for
hardware port teaming, or
other network addresses.

LLDPReceiv
e

Object

True

LLDP data being received
on this link.

Please Refer Table
LLDPTransmit/LLDPRecei
ve Properties table

LLDPTransm
it

Object

True

LLDP data being
transmitted on this link.
Please Refer Table
LLDPTransmit/LLDPRecei
ve Properties table

SupportedEt
hernetCapab
ilities

Array of
strings

True

The set of Ethernet
capabilities that this port
supports.

Enum | Description

IEEE 802.3az
Energy-Efficient
Ethernet (EEE) is
supported on this
port.

EEE

Wake on LAN
(Wol) is
supported on this
port.

Wake
OnLA
N

FibreChannel

Object

True

Name

Type

Read
Only

Description

PortConnect
ionType

string

True

The connection type of
this port.
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The number of ports not

NumberDisc on the associated device
overedRemo | Number | True | that the associated device
tePorts has discovered through
this port.
The Fibre Channel Fabric
FabricName | string True | Name provided by the
switch.
Read .
Name Type Only Description
AutoSpeedN Controls whether this port
egotiationCa | Boolean | true | is configured to enable
pable autonegotiating speed.
AUtO.S p.eedN The set of link speed
egotiationEn | Number | true s .
capabilities of this port.
abled
Name Typ | Read Dgscrl
e Only ption
The
link
width
this
portis
config
ured
to use
Confi strin for
gured g true auto
. . . Width negoti
LinkConfigurati Object True ation
on in
conjun
ction
: wih
ConflguredN array of true the
etworkLinks | objects link
speed.
The
link
speed
per
lane Config
Confi this ure
gured port dLinkS
LinkS True is pe
peedG u config | edGbp
bpsNu ured s
mbe to Numb
use er
for
auto
negoti
ation.
hlr?clfllc\)lg)t/workTec string true The link network technology capabilities of this port.
PortMedium string true The physical connection medium for this port.
PortProtocol string true The protocol being sent over this port.
PortType string true The type of this port.
LinkState string true The desired link state for this interface.

207




LinkStatus string true The desired link status for this interface.
Read —
Name Type Only Description
An array of links to
arrav of the switches that
ConnectedSwitches | 2"&Y true | connect to the
links . .
device through this
port.
ConnectedSwitches number | true | Number of links
@odata.count
An array of links to
ConnectedPorts array of true the remote portg
links connected to this
port.
Links Object true ConnectedPorts@o number | true | Number of links
data.count
An array of links to
AssociatedEnd array of the endpoints that
; . true
points links connect through
this port.
AssociatedEndpoint number | true | Number of links
s@odata.count
An array of links to
ConnectedSwitchPo | array of the ports th?]t
s links true | connect to the
switch through this
port.
ConnectedSwitchPo number | true | Number of links
rts@odata.count

Table 95 LLDPTransmit/LLDPReceive Properties table

Name Type Read Only | Description
Chassisld String True Link Layer Data Protocol (LLDP) chassis ID.
The type of identifier used for the chassis ID.
ChassisldSubtype String True Please Refer Table Error! Reference source not
found.
ManagementAddres . The IPv4 management address to be transmitted
String True . .
slPv4 from this endpoint.
ManagementAddres . The IPv6 management address to be transmitted
String True . .
sIPv6 from this endpoint.
ManagementAddres Strin True The management MAC address to be transmitted
sMAC g from this endpoint.
ManagementVlanid | Number | True The management VLAN ID to be transmitted from
this endpoint.
A colon delimited string of hexadecimal octets
Portld String True identifying a port to be transmitted from this
endpoint.
The port ID subtype to be transmitted from this
PortldSubtype String True endpoint. Please Refer Table Error! Reference

source not found.
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Table 96 Enum value for IEEE802IdSubtype

Name

Description

ChassisComp

Chassis component, based in the value of entPhysicalAlias in RFC4133.

IfAlias

Interface alias, based on the ifAlias MIB object.

PortComp Port component, based in the value of entPhysicalAlias in RFC4133.

MacAddr MAC address, based on an agent detected unicast source address as
defined in IEEE Std. 802.

NetworkAddr Network address, based on an agent detected network address.

IfName Interface name, based on the ifName MIB object.

Agentld Agent circuit ID, based on the agent-local identifier of the circuit as
defined in RFC3046.

LocalAssign Locally assigned, based on a alpha-numeric value locally assigned.

NotTransmitted

No data to be sent to/received from remote partner.

3.7.33 MediaContorller Collection

It displays the collection of MediaController resource instances available in the system.

GET
Request

https.//{{ip}}/redfish/v1/Chassis/{{system_instance}}/MediaControllers
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

3.7.34 MediaContorller Instance

This resource contains the media controller in a Redfish implementation.

GET
Request

https://{{ip}}/redfish/v1/Chassis/{{system_instance}}/MediaControllers/{{MediaControllers_instance}

}

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

NOTE

Please refer Section “Redfish Inventory Support” in this document for the properties
that would be populated via HostInterface from BIOS.
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Table 97 MediaController Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under
Section Resource.
. NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer Section
Description String True
Resource
Status Object True Refer Section Resource for Resource.Oem.
. . The Actions object contains the available custom
Actions Object True . : . . .
actions on this resource like OemActions if any.
SerialNumber String True The serial number of this media controller.
rl;/leedlaControIIerTy String True The type of media controller.
uuID String True The UUID for this media controller.
Model String True The model of this media controller.
PartNumber String True The part number of this media controller.
Manufacturer String True The manufacturer of this media controller.
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3.8 Managers API

3.8.1 Manager Collection

This resource shall be used to represent a collection of managers.
GET

Request
https://{{ip}}/redfish/v1/Managers

Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.8.2 Manager

This is the schema definition for a Manager. Examples of managers are BMCs, Enclosure
Managers, Management Controllers and other subsystems assigned manageability
functions.

GET

Request
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 98 Manager Properties

Name Type gz?: Description
@odata.context String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
. NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
ManagerType String True | An enumeration property that represents the type of
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manager that this resource represents.

Enum

Description

BMC

A controller which provides management
functions for a single computer system.

Links

Object

True

The Links property, as described by the Redfish
Specification, shall contain references to resources that
are related to, but not contained by (subordinate to), this

resource

Name

Read

Only Description

Type

Manager
ForServe
rs(N)

An array of references to
the systems that this
manager has control over.

NOTE

Platform specific porting
needed; require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
Array True added., require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
added. Please refer
Manager - Links under
Platform specific
Properties in “How to
Add OEM extensions”
document

Manager
ForServe
rs@odat
a.count

An integer representing the
Number | True | number of itemsina
collection.

Manager
ForSwitc
hes(N)

An array of references to
the switches that this
manager has control over.

NOTE

Platform specific porting
needed, require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
added.; require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
added. Please refer
Manager - Links under
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Platform specific
Properties in “How to
Add OEM extensions”
document

Manager
ForSwitc
hes@oda
ta.count

Number

True

An integer representing the
number of items in a
collection.

Manager
ForChas
sis@oda
ta.count

Number

True

An integer representing the
number of items in a
collection.

Manager
ForChas
sis(N)

Array

True

An array of references to
the chassis that this
manager has control over.

NOTE

Platform specific porting
needed; require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
added., require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
added. Please refer
Manager - Links under
Platform specific
Properties in “How to
Add OEM extensions”
document

Manager
InChassi
s(N)

Object

True

This property shall contain
a reference to the chassis
that this manager is
located in.

ActiveSo
ftwarelm
age(N)

Array

True

This property shall contain
a link to the
Softwarelnventory
Resource that represent
the active firmware image
for this manager.

NOTE

Platform specific porting
needed, require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
added. Please refer
Manager - Links under
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Platform specific
Properties in “How to
Add OEM extensions”
document.

ActiveSo
ftwarelm
age@od
ata.coun
t

Number

True

An integer representing the
number of items in a
collection.

Software
Images(
N)

Array

True

This property shall contain
an array of links to the
Softwarelnventory
Resources that represent
the firmware images that
apply to this manager.

NOTE

Platform specific porting
needed; require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
added., require specific
platform libraries support
and hook between the
specific libraries and
gami module should be
added. Please refer
Manager -Links under
Platform specific
Properties in “How to
Add OEM extensions”
document.

Software
Images
@odata.
count

Number

True

An integer representing the
number of items in a
collection.

ServiceEntryPointU

The UUID of the Redfish Service provided by this manager.

uiD String True Refer Table Resource Type Definitions.
. The Universal Unique Identifier (UUID) for this Manager.
uuib String True Refer Table Resource Type Definitions.
Model String True Model number of this manager as defined by the
manufacturer.
The current DateTime (with offset) for the manager, used
to set or read time.
NOTE
The valid range is -12:00 to +14:00. Please refer the
DateTime String False following link for the allowable values within the above

specified range.
https://en.wikipedia.org/wiki/List_of_UTC_time_offsets

NOTE

According to UNIX time maximum date allowed to
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PATCH is 2038-01-18 and minimum date allowed to
PATCH is 1970-01-02.

DateTimelLocalOff

The time offset from UTC that the DateTime property is
set to in format: +06:00.
NOTE

set String False The valid range is -12:00 to +14:00. Please refer the
following link for the allowable values within the above
specified range.
https://en.wikipedia.org/wiki/List_of_UTC_time_offsets

FirmwareVersion String True | The firmware version of this Manager.

SerialConsole Obiect Information about the Serial Console service provided by

J this manager. Refer Table SerialConsole Properties.

Commandshell Obiect Information about the Command Shell service provided by

) this manager. Refer Table 100 CommandShell Properties.
The information about the Graphical Console (KVM-IP)

GraphicalConsole | Object service of this manager. Refer Table GraphicalConsole
Properties.

Actions Obiect | True Managers allows the user to perform Actions like Reset. It

J can also contain an Oem Object under this Actions if any.

Status Object | True | Refer Section Resource for Resource.Oem.

Ethernetinterfaces a reference to a collection of NICs that this manager uses

(N) Object | True | for network communication. It is here that clients will find
NIC configuration options and settings.

A reference to a collection of serial interfaces that this
. . manager uses for serial and console communication. It is

Serialinterfaces(N) | Object | True here that clients will find serial configuration options and
settings.

A reference to the network services and their settings that

NetworkProtocol Obiect | True the manager controls. It is here that clients will find

(N) J network configuration options as well as network
services.

LogServices (N) Object | True | Areference to a collection of Logs used by the manager.
A reference to the Virtual Media services for this particular
manager.

VirtualMedia (N) Object | True NOTE

Link will be present only when Virtual Media is enabled in

the Manager, BMC in this case.

Redundancy information for the managers of this system.

NOTE

Please refer Redundancy for Redundancy information
Redundancy(N)(C) | Array True that can be configured. Northbound only available and

platform specific porting needed; require specific

platform libraries support and hook between the specific

libraries and gami module should be added.

Redundancy@odat An integer representing the number of items in a

a.count Number | True collection.

This is a reference to a collection of Host Interfaces that
. this manager uses for local host communication. It is here

Hostlnterfaces(N) | Object | True that clients will find Host Interface configuration options
and settings.

AutoDSTEnabled Boolean | True The value of this property shall contain the enabled status

of the automatic Daylight Saving Time (DST) adjustment
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of the manager’s DateTime. It shall be true if Automatic
DST adjustment is enabled and false if disabled.
NOTE
Northbound only supported. Platform specific porting
needed; require specific platform libraries support and
hook between the specific libraries and gami module
should be added.

PowerState

String

True

The value of this property shall contain the power state of
the Manager.

Certificates

Object

True

A Reference to the collection of the Certificates

Table 99 SerialConsole Properties

Name

Type

Read
Only

Description

ServiceEnabled

Boolean

False

Indicates if the service is enabled for this manager.

NOTE

This property will be true if any one of the protocol is
enabled in the ConnectTypesSupported. IPMI-SOL service is
not supported in USB interface, this property will be nil in the
response when the request is coming thorugh USB

interfaces.

MaxConcurrent
Sessions

Number

True

Indicates the maximum number of concurrent service
sessions supported by the implementation regardless of
protocol..Minimum Value:0.
NOTE
Platform specific porting needed; require specific platform
libraries support and hook between the specific libraries
and gami module should be added.; require specific
platform libraries support and hook between the specific
libraries and gami module should be added.

ConnectTypesS
upported

Array

The value of ConnectTypesSupported shall be an array of the
enumerations provided here.

Enum Description

True

The controller supports a Serial Console
connection using the Telnet protocol.

Telnet NOTE

Telnet support is based on the AMI SPX based
Firmware support.

The controller supports a Serial Console
IPMI connection using the IPMI Serial-over-LAN (SOL)
protocol.

The controller supports a Serial Console

Oem connection using an OEM-specific protocol.
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Table 100 CommandShell Properties

Name

Type

Read Only

Description

ServiceEnabled

Boolean

False

Indicates if the service is enabled for this manager.

NOTE

This property will be true if any one of the
protocol is enabled in the
ConnectTypesSupported.

If IPMI is present in ConnectTypesSupported then
CommandShell cannot be disabled.

If IPMI is not present, then this property will be
true if any one of the services in the
ConnectTypesSupported is Enabled.

If this property is patched to true, then all the
other services in ConnectTypesSupported will be

enabled.

MaxConcurrentSes
sions

Number

True

Indicates the maximum number of concurrent
service sessions supported by the implementation
regardless of protocol. Minimum Value:0.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the
specific libraries and gami module should be
added.; require specific platform libraries support
and hook between the specific libraries and gami
module should be added.

NOTE

The number of SSH MaxConcurrentSessions
update based the OEM API and also getting the
detail. So the default MaxConcurrentSessions of
ComandShell based on the IPMI and SSH max
concureent session to display.

ConnectTypesSup
ported

Array

True

The value of ConnectTypesSupported shall be an
array of the enumerations provided here.

Enum | Description

The controller supports a CommandShell
connection using the SSH protocol.

SSH NOTE
There is no limit for SSH sessions and
maximum session is not applicable.

The controller supports a CommandShell
connection using the Telnet protocol.

Telnet | | NOTE
Telnet support is based on the AMI SPX
based Firmware support.

The controller supports a CommandShell

IPMI connection using the IPMI protocol.

The controller supports a CommandShell
Oem | connection using an OEM-specific
protocol.
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Table 101 Graphical Console Properties

Name Type Read Only | Description

ServiceEnabled Boolean False Indicates if the service is enabled for this manager.
Indicates the maximum number of concurrent

MaxConcurrentSes ; : . .

sions Number True service sessions supported by the implementation

regardless of protocol.Minimum Value:0.

This object is used to enumerate the Graphical
Console connection types allowed by the
implementation.

Enum Description
The controller supports a Graphical
Ccc))lzggctTypesSup Array True KVMIP Console connection using a KVM-IP
P (redirection of Keyboard, Video,
Mouse over IP) protocol.
The controller supports a Graphical
Oem Console connection using an OEM-
specific protocol.
PATCH
Request

https://{{ip}}/redfish/v1/Managers/{{manager_instance}}
Content-Type: application/json

Request Body

Please refer to the properties that are patchable in Table Manager Properties for
which ReadOnly is False that can be sent as Request body in json format.

Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.

POST

Request

POSThttps://{{ip}}/redfish/v1/Managers/{{manager_instance}}/Actions/Manager.Reset
Content-Type: application/json

Request Body
The only valid value for ResetType is ForceRestart, which will do a cold reset of the
BMC.

Example POST Request Body:
{

“ResetType” : “ForceRestart”

}
Response

The response status is 202 with below body. Check BMC restarting logs in BMC
console, wait for few seconds for BMC restarting.
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For Error Responses refer “Redfish Error Response” and Section “Status Codes”.

{
“@odata.context” : “/redfish/v1/Smetadata#Task.Task”,

“@odata.id” : “/redfish/v1/TaskService/Tasks/1",
“@odata.type” : “#Task.vi_4_2.Task”,

“Description” : “Task for Manager Reset”,

nld . 117 ”
© ’
",

“Name” : “Manager Reset”,
“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1”,
“TaskState” : “New”

3.8.3 Manager Network Protocol

This resource is used to obtain or modify the network services managed by a given
manager.

GET

Request
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/NetworkProtocol

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 102 Manager Network Protocol Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties

Refer Table Resource Complex Types under
Section Resource.

Oem Object NOTE
This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
HostName String True The DNS Host Name of this manager, without any

domain information.

This is the fully qualified domain name for the
FQDN String True manager obtained by DNS including the host name
and top-level domain name.

This object shall contain information for the
HTTPS Object False HTTPS/SSL protocol settings for this manager.
The default value of the Port property should be
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443 for compatibility with established client
implementations. Refer Table Protocol Properties
below.

SNMP

Object

True

This object shall contain information for the SNMP
protocol settings for this manager. The default
value of the Port property should be 161 for
compatibility with established client
implementations. Refer Table SNMP Protocol
Properties Protocol Properties below.

NOTE
ProtocolEnabled and Port fields for this cannot be
modified because of limitations in the BMC.

VirtualMedia

Object

False

This object shall contain information for the Virtual
Media protocol settings for this manager. The
value of the Port property shall contain the TCP
port assigned for Virtual Media usage. Refer Table
Protocol Properties below.

NOTE

The Port field for this protocol is read only when
single port app is enabled.

VirtualMedia maps to cd-media in AMI BMC.

Telnet

Object

False

This object shall contain information for the Telnet
protocol settings for this manager. The default
value of the Port property should be 23 for
compatibility with established client
implementations. Refer Table Protocol Properties
below.

NOTE

Telnet support is based on the AMI SPX based
Firmware support. Please check SPX Firmware
Release Document for Telnet feature support.

SSDP

Object

False

This object shall contain information for the SSDP
protocol settings for this manager. Simple Service
Discovery Protocol (SSDP) is for network discovery
of devices supporting the Redfish service. The
default value of the Port property should be 1900
for compatibility with established client
implementations.

Refer Table SNMP Protocol Properties

NOTE

Northbound only supported. Platform specific
porting needed; require specific platform libraries
support and hook between the specific libraries
and gami module should be added.

IPMI

Object

False

This object shall contain information for the IPMI
over LAN protocol settings for the manager. The
default value of the Port property should be 623 for
compatibility with established client
implementations. Refer Table Protocol Properties
below.

NOTE

Port fields for this property cannot be modified
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because of limitations in the BMC.
ProtocolEnabled property will be update to
true/false based on IPMI-Over-LAN is modified
(Enabled/Disabled) through BMCWeb or through
IPMI-commands or PATCH call.

SSH

Object

False

This object shall contain information for the SSH
protocol settings for the manager. The default
value of the Port property should be 22 for
compatibility with established client
implementations. Refer Table Protocol Properties.

KVMIP

Object

False

This object shall contain information for the KVM-
IP (Keyboard, Video, Mouse) protocol settings for
the manager.

Refer Table Protocol Properties below.

NOTE
The Port field for this protocol is read only when
single port app is enabled.

Status

Object

True

Refer Section Resource for Resource.Oem.

Actions

Object

True

This object will contain the actions for this
resource under Oem property if any.

NTP

Object

False

This object shall contain information for the NTP
protocol settings for the manager.

Type Read

Name Only

Description

Indicates if the
protocol is
enabled or
disabled.

ProtocolEn

abled False

Boolean

Indicates the
protocol port.

NOTE

Fixed port
number 123
for BMC ntpd.

Port Number | True

Indicates to
which NTP
servers this
manager is
subscribed.

NTPServers | Array False

Table 103 Protoco

| Properties

Name

Type

Read Only

Description

ProtocolEnabled

Boolean

False

Indicates if the protocol is enabled or disabled.

Port

Number

False

Indicates the port assigned for the protocol.

NOTE
Value of the Port can take any value between 1
and 65535.
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Table 104 HTTPS Protocol Properties

Name Type Read Only | Description
ProtocolEnabled Boolean False Indicates if the protocol is enabled or disabled.
Indicates the port assigned for the protocol.
NOTE
Port Number False Value of the Port can take any value between 1
and 65535.
The link to a collection of certificates used for
HTTPS.
e . Name Type Rz Description
Certificates Object True only
Link to a Resource
@odata.id | String | True Collection of type
CertificateCollection
Table 105 SNMP Protocol Properties
Name Type Read Only | Description
ProtocolEnabled Boolean True Indicates if the protocol is enabled or disabled.
Port Number True Indicates the port assigned for the protocol.
Indicates the Authentication protocol used for
SNMP access to manager.
Enum Description
AuthenticationProt . Account Authentication i.s determined
ocol String True by account settlpgs. ‘
CommunityString SNMP C‘)om‘munlty string
authentication
HMAC_MD5 HMAC_MDS5 authentication
HMAC_SHA96 HMAC_SHA96 authentication
Indicates the Encryption protocol used for SNMP
access to manager.
Enum Description
. . None No Encryption
EncryptionProtocol | String True . -
Account Encryption is determined by
account settings
CBC_DES CBC-DES encryption
CFB128_AES128 | CFB128-AES-128 encryption
RFC3411-defined engine ID
Name Type gﬁfyd Description
Item 3 of
snmpEnginelD syntex
of RFC3411
NOTE
Engineld Object True Architectu . If the most
String | True L i
reld significant bit in
PrivateEnterpriseld
is set to zero, this
property will not be
present.
Enterprise . Item 2 of
SpecificM String | True snmpEnginelD syntex
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ethod of RFC3411

NOTE

If the most
significant bit in
PrivateEnterpriseld
is set to one, this
property will not be

present.
PrivateEnt . RFC3411-defined
. String | True . .
erpriseld private enterprise ID.
EnableSNMPv1 Boolean True It indicates if access via SNMPv1 is enabled
EnableSNMPv2c Boolean True It indicates if access via SNMPv2c is enabled
EnableSNMPv3 Boolean True It indicates if access via SNMPv3 is enabled
Table 106 SSDP Protocol Properties
Name Type Read Only | Description
ProtocolEnabled Boolean False Indicates if the protocol is enabled or disabled.
Indicates the port assigned for the protocol.
NOTE
Port Number True The SSDP service does not support the
SEARCHPORT.UPNP.ORG header and does not
allow clients to modify the port number (defaule
value is 1900).
PATCH
Request

https://ip/redfish/v1/Managers/Self/NetworkProtocol
Content-Type: application/json
Request Body

Please refer to the properties that are patchable in Table
ManagerNetworkProtocolProperties for which ReadOnly is False that can be sent
as Request body in json format.

Response

The response status is success with status code as 202. For Error Responses refer
Section "Redfish Error Response” and Section “Status Codes”.
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3.8.4 Serial Interface Collection

This schema defines an asynchronous collection of serial interface resource. This
resource shall be used to represent serial resources as part of the Redfish specification.
GET

Request
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/Seriallnterfaces

Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.8.5 Serial Interface

This schema defines an asynchronous serial interface resource. This resource shall be
used to represent serial resources as part of the Redfish specification.
The supported Seriallnterface instances are IPMI-SOL, ttyS0, ttyST1, ttyS2, ttyS3, ttyS4

GET
Request

https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/Seriallnterfaces/{{manager_serialifc_instan

ce}}
Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 107 Serial Interface Property

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties

Refer Table Resource Complex Types under
Section Resource.

Oem Object NOTE
) This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
False only This indicates whether this interface is enabled.
InterfaceEnabled Boolean For o
IPMISOL Default it will be null value
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BitRate

String

False only
for
IPMISOL

The receive and transmit rate of data flow, typically
in bitsper-second (bps), over the serial connection
and can take any one of the following enum values.
“enum”: [

“9600",

“19200",

“38400",

"57600",

“115200

]

NOTE

BitRate property for Serial Interface in Redfish
maps to the non-volatile bit rate setting of IPMI
SOL.

Parity

String

True

The type of parity used by the sender and receiver
in order to detect errors over the serial connection.
It can take any one of the following enum values -
“enum” : [ “None”, "Even”, “0dd”, “Mark”,
“Space” ]

SignalType (C)

String

True

The type of signal used for the communication
connection- RS232 or RS485.
“enum” : [ "Rs232”, “Rs485" |
NOTE
This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document in
section 2.21.

ConnectorType(C)

String

True

The type of connector used for this interface.
“enum” : [

"RJ45".,

“RJ11.",

“DB9 Female”.,

“DB9 Male.”,

“DB25 Female.”,

“DB25 Male.”,

“USB”.,

“mUSB.”,

“uUSB.”

]

NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document in
section 2.21.

PinOut (C)

String

True

The physical pin configuration needed for a serial
connector.

“enum” : [

“Cisco”,

“Cyclades”,

“Digi”

]
| NOTE

225




This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document in
section 2.21.

The number of data bits that will follow the start bit
DataBits String True over the serial connection.
nenumu [ "5" , "6" , 157u , "8" ]

The period of time before the next start bit is
StopBits String True transmitted.
nenumu [ n-l n , 152u ]

This object will contain the actions for this

Actions Object True :
resource under Oem property if any.
The type of flow control, if any, that will be
imposed on the serial connection.
Enum Description
FlowControl String True None No flow control imposed
XON/XOFF in-band flow control
Software :
imposed
Hardware Out of band flow control imposed
PATCH
Request
PATCH
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/Seriallnterfaces/{{manager_serialifc_instan
ce}}

Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table Serial Interface Property
for which ReadOnly is False that can be sent as Request body in json format.

Example PATCH Request Body:

{
“BitRate” : “9600”,
“InterfaceEnabled” : false
}
Reponse

The response status is success with status code as 204 and no body. For Error
Responses refer "Redfish Error Response” and Section “Status Codes”.
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3.8.6 Virtual Media Collection

AMI's RMedia feature redirected images and CD instances will be shown in this list
Virtual Media Members will be shown to the user only when VirtualMedia is enabled in
BMC.

ProtocolEnabled property for VirtualMedia in ManagerNetworkProtocol should have the
value as “true”.

GET
Request
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/VirtualMedia
Content-Type: application/json
Response
Please refer Section Collection for the JSON response properties.

3.8.7 Virtual Media

This is the schema definition for the Virtual Media Service. This resource shall be used to
represent a virtual media service for a Redfish implementation

User can initiate CD media redirection using InsertMedia action and can stop the
redirection using EjectMedia action.

GET
Request
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/VirtualMedia/{{virtualmedia_instance}}
Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 108 Virtual Media Property

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Specifies the AMI defined OEM properties.
Name Type CR)i?yd Descriptioni
Refer Section
Oem Object @odata.type | String True | ODATA
Properties
RedirectionS . Spgmflgs the
tatus String True redlregtlon status
of the image.
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Specifies the
boostmode
support status

BoostMode Boolean | True

Specifies that the
CD redirection is
initiated using
CIFS encryption
method, OEM.
The value of this
property will be
SMBE (CIFS
encryption)

TransferProt

ocolType String True

NOTE

This property
will be available
only when the
CD redirection
is initiated
using OEM.

Id(M)

String

True

Resource Identifier

Name(M)

String

True

Name of the Resource

Description

String

True

Provides description of the resource. Refer Section
Resource

ImageName

String

True

The current image name.

Image

String

True

A URI providing the location of the selected image.

ConnectedVia

String

True

The value of this property shall indicate the current
connection method from a client to the virtual media
represented by this resource. A value of
NotConnected shall indicate no connection is
present. A value of URI shall indicate that a remote
connection via a URI reference type is being used.

NOTE
“NotConnected” and “URI” enums are only
supported for now.

Enum Description

NotConnected No current connection

URI Connected to a URI location

Connected to a client

Applet application

Connected via an OEM-defined

Oem method

Inserted

Boolean

True

Indicates if virtual media is inserted in the virtual
device. This is usually only applicable to remoting of
devices and not for image virtual media usage.

NOTE

When the redirection is initiated for a CD instance,
then the Inserted property value of that instance
would be true.

WriteProtected

Boolean

True

Indicates the media is write protected.

NOTE
For CD instance, the WriteProtected value is always
true.
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Actions

Object

True

EjectMedia - This action is used to detach remote

media from virtual media.

InsertMedia - This action is used to attach remote
media to virtual media.
This action object will also contain the actions for
this resource under Oem property if any.

ActionName

Property

Type

Description

InsertMedia

Image

string

The URI of the
remote media
to attach to
the virtual
media.

Inserted

boolean

Indicates if the
image is to be
treated as
inserted upon
completion of
the action.

NOTE
Inserted
value should
be true.

Transfer
Method

string

Transfer
method to use
with the given
Image.

NOTE

The allowed
value for this
property is
“Stream”.

Transfer
Protocol

Type

string

Network
protocol to use
with the
image.

NOTE

The allowed
values for
this property
is “NFS”,
“HTTPS”,
“CIFS” and
“OEM” .

WritePro
tected

string

Indicates if the
remote media
is supposed to
be treated as
write
protected.

NOTE
For CD
instance,
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WriteProtect
ed value is
always true.

UserNa
me

string

The user name
to access the
Image
parameterspec
ified URI.
NOTE
Thisis a
required
property for
“CIFS”,
“OEM” and
“HTTPS”
protocol.

Passwor
d

string

The password
to access the
Image
parameterspec
ified URI.

NOTE
Thisis a
required
property for
“CIFS”,
“OEM” and
“HTTPS”
protocol.

EjectMedia

Empty
parameter
should be
given as
request data.

The values of this array shall be the supported
media types for this connection.

. NOTE
MediaType Array True Only CD MediaType is supported in Redfish
Enum Description
CD A CD-ROM format (ISO) image.
Network protocol to use with the image.
Enum Description
NFS Network File System protocol.
TransferProtocol ' CIFS Common Internet File System.
Type String True HTTPS Hypertext Transfer Protocol
Secure (HTTPS).
OEM (CIFS Encryption SMBE )
OEM support is available only in SPX-13
stack for now
Transfer method to use with the given Image.
TransferMethod String True NOTE

Only Stream TransferMethod is supported in
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| Redfish. |
Enum Description
Stream image file data from the
Stream
source URI
UserName String True The user name to access the Image parameter-
specified URI.
Sample GET response:
{
“@odata.context” : “/redfish/v1/Smetadata#VirtualMedia. VirtualMedia”,
“@odata.etag” : “\"1593620509\",
“@odata.id” : “/redfish/v1/Managers/Self/VirtualMedia/CD1",
“@odata.type” : “#VirtualMedia.v1_3_2.VirtualMedia”,
“Actions” : {
“#VirtualMedia.EjectMedia” : {
“@Redfish.Actioninfo” :“/redfish/v1/Managers/Self/VirtualMedia/CD1/EjectMediaActionInfo
“target” : “/redfish/v1/Managers/Self/VirtualMedia/CD1/Actions/VirtualMedia.EjectMedia”
)
“#VirtualMedia.InsertMedia” : {
“@Redfish.Actioninfo” :“/redfish/v1/Managers/Self/VirtualMedia/CD1/InsertMediaActioninfo”
“target” : “/redfish/v1/Managers/Self/VirtualMedia/CD1/Actions/VirtualMedia.InsertMedia”
}
)
“ConnectedVia” : “NotConnected”,
“Description” : “Virtual Media Instance redirected to host via this Manager”,
“Id”:“CD1”,
“Image” : “//10.0.121.123/home/tamil/image”,
“ImageName”: ",
“Inserted” : false,
“MediaTypes”: [
“oD"
l
“Name” : “CD1”,
“Oem” A
“Ami” : {
“@odata.type” : “#AMIVirtualMedia.v1_0_0.AMI|VirtualMedia”,
“BoostMode” : false,
“RedirectionStatus” : “None”
}
2
“TransferMethod” : “Stream”,
“TransferProtocolType” : “NFS”,
“UserName”: ",
“WriteProtected” : true
}

POST [Initiating CD Media Image Redirection]

*  Make sure RMedia configuration is enabled in BMC. If not, enable RMedia using
EnableRMedia OEM action.

*  For now, only one image redirection can be done using HTTPS protocol, hence
after redirecting the image using HTTPS, only one instance say CD1 will be
displayed under virtual media collection. Multiple Image Redirection support
will be given for HTTPS method in future.
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Request

POST
{{http_protocol}}.//{{ip}}/redfish/v1/Managers/{{system_instance}}/VirtualMedia/{{CD_instance}}/Act
ions/VirtualMedia.InsertMedia

Content-Type: application/json

Sample POST request using NFS Method:
{
“Image”: “//10.0.125.169/home/tamil/images/images/ubuntu-14.04.1-desktop-amd64.iso”,
“TransferProtocolType” : “NFS”

}

Sample POST request using CIFS Method:
{
“Image” : “//<sys_ip>/home/test/images/javatools.iso”,
“TransferProtocolType” : “CIFS”,
“UserName” : “<sys_username>",
“Password” : “<sys_password>"

}

Sample POST request using HTTPS Method:
{
“Image” : “https://<https_server_ip>/CD_SPEED_ISO0.iso”,
“TransferProtocolType” : “"HTTPS”,
“UserName” : “<sys_username>",
“Password” : “<sys_password>"

“Image” : “//<https_server_ip>/CD_SPEED_ISO0.iso”,
“TransferProtocolType” : “"HTTPS”,

“UserName” : “<sys_username>",

“Password” : “<sys_password>"

}

Sample POST request using OEM (CIFS Encryption - SMBE) Method:
{
“Image” : “//<https_server_ip>/CD_SPEED_IS0.iso”,
“TransferProtocolType” : “OEM”,
“UserName” : “kvm”,
“Password” : “ubuntu”

}
Response

For success, the response status is 202 with message body. For Error Responses
refer Section “Redfish Error Response” and Section “Status Codes”.
{
“@odata.context” : “/redfish/v1/Smetadata#Task.Task”,
“@odata.id” : “/redfish/v1/TaskService/Tasks/1”,
“@odata.type” : “#Task.v1_4_2.Task”,
“Description” : “Task for InsertMedia Action”,
llldll : ll1 Il'
“Name” : “InsertMedia Action”,
“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1",

“TaskState” : “New”
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PATCH BoostMode support for InsertMedia Action

Currently in BMC, CD image redirection using BoostMode support is allowed only for single
CD instance.

Hence if user wants to do InsertMedia action using BoostMode support for a CD instance,
then user can patch BoostMode OEM property value as true for that particular instance.

Boostmode support is available only for CIFS and NFS TransferProtocolType. The value of
BoostMode will be changed as false, if the image redirection is initiated with any other
TransferProtocolType.

Request

PATCH https ://{ip}}/redfish/v1/Managers/{{system_instance}}/VirtualMedia/CD1
Content-Type: application/json

Example Request Body for Editing AccountService:
{
“Oem”: {
“Ami” : {
“BoostMode” : true
)
}
}

Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.

Sample Value of RedirectionStatus when initiated through BoostMode :
GET
{{http_protocol}}.//{{ip}}/redfish/v1/Managers/{{system_instance}}/VirtualMedia/{{CD_instance}}

Content-Type: application/json

“Oem” :A{
‘Ami” : {
“@odata.type” : “#AMIVirtualMedia.v1_0_0.AMI|VirtualMedia”,
“BoostMode” : true,
“RedirectionStatus” : “Redirection started with media boost”

}

Below Error will be shown in the response if user tries to patch BoostMode as true for a CD
instance when already it is enabled for any other CD instance
{
“error” : {
“@Message.Extendedinfo” : [
{

“@odata.type” : “#Message.v1_0_8.Message”,

“Message” : “The operation failed because only one BoostMode redirection is currently
allowed and CD1 instance BoostMode support is already enabled and can no longer take incoming
requests.”,

“MessageArgs”: [

“only one BoostMode redirection is currently allowed and CD1 instance BoostMode
support”

“Messageld” : “AmiOem.1.0.SupportEnabled”,
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“RelatedProperties” : [
“#/BoostMode”
]

“Resolution”: “Disable the support and resubmit the request.”,
“Severity” : “Critical”,
“retrieve_reg_id” : “AmiOem.1.0.0"

}
I}
“code”: “AmiOem.1.0.SupportEnabled”,
“message” : “The operation failed because only one BoostMode redirection is currently allowed
and CD1 instance BoostMode support is already enabled and can no longer take incoming
requests.”

)
}

POST [Ejecting CD Media Image Redirection]

Request
POST

{{http_protocol}}.//{{ip}}/redfish/v1/Managers/{{system_instance}}/VirtualMedia/{{CD_instance}}/Act
ions/VirtualMedia.EjectMedia

Content-Type: application/json

Example POST Request:
#

Response
The response status is 204
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3.8.8 Ethernet Interfaces

This resource shall be used to represent the NIC resources in the manager.
GET- Ethernetinterface Instance

Request for Ethernetinterface Instance

https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/Ethernetinterfaces/{{manager_ethifc_insta
nce}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 109 Ethernet Interface Properties

Name Type (F;ﬁ?: Description
@odata.context String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Specifies the AMI defined OEM properties
Name Type Er?f;/d Description
@odata.type String | True geDfi'rl'ielg:cI)%r;rties
This indicates
Oem Object whether hostname
HostNameSetting | String | True settings is in
manual or auto
mode.
This indicates
DNSEnabled String | True whet.her DNS .
configuration is
enabled
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource.
The UEFI device path for this interface (port).
NOTE
Platform specific porting needed; require specific
platform libraries support and hook between the specific
o . libraries and gami module should be added.; require
UefiDevicePath String True specific platfgrm libraries support and hook be?ween the
specific libraries and gami module should be added.
Please refer Manager Ethernetinterface under Platform
specific Properties in “How to Add OEM extensions”
document.
. Refer Section Resource for Status under Table Resource
Status Object | True
Complex Types.
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InterfaceEnabled

Boolean

False

This indicates whether this interface is enabled.

PermanentMACAd
dress

String

True

The value of this property shall be the Permanent MAC
Address of this interface (port). This value is typically
programmed during the manufacturing time. This address
is not assignable.

MACAddress

String

True

The value of this property shall be the effective current
MAC Address of this interface. If an assignable MAC
address is not supported, this is a read only alias of the
PermanentMACAddress

NOTE

Even though the ReadOnly attribute in Redfish schema
for managers is specified as “False”, In Redfish AP,
patching MACAddress is not allowed. Changing
MACAddress will change the IP address and if user is
using redfish in remote with no access to host/BMC, it
will be an issue in obtaining new IP address and also
change in MACAddress could result in mac address
collision if there is a device on the local network with the
same mac address.

SpeedMbps

Number

False

The current link speed of the interface in Mbps.

NOTE

Platform specific porting needed; require specific
platform libraries support and hook between the specific
libraries and gami module should be added.; require
specific platform libraries support

and hook between the specific libraries and gami module
should be added. Please refer Manager Ethernetinterface
under Platform specific Properties in “How to Add OEM
extensions” document.

StatelessAddressA
utoConfig

Object

True

This object shall contain the IPv4 and IPv6 Stateless
Address Automatic Configuration (SLAAC) properties for
this interface.

Read

Name Type Only

Description

This property shall
indicate whether IPv4
IPv4AutoConfig Boolean | True Stateless Address
Enabled Auto-Configuration
(SLAAC) is enabled
for this interface.

This property shall
indicate whether IPv6
IPv6AutoConfig Boolean | True Stateless Address
Enabled Auto-Configuration
(SLAAC) is enabled

for this interface.

AutoNeg

Boolean

False

The value of this property indicates whether the speed and
duplex are automatically negotiated and configured on the
interface.

The value of this property shall be true if auto negotiation
of speed and duplex is enabled on this interface and false
if it is disabled.
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FullDuplex

Boolean

False

The value of this property indicates whether full-duplex
mode is enabled on the Ethernet connection for the
interface.
NOTE
Platform specific porting needed; require specific
platform libraries support and hook between the specific
libraries and gami module should be added.; require
specific platform libraries support
and hook between the specific libraries and gami module
should be added. Please refer Manager Ethernetinterface
under Platform specific Properties in “How to Add OEM
extensions” document.

MTUSize

Number

False

The value of this property shall be the size in bytes of
largest Protocol Data Unit (PDU) that can be passed in an
Ethernet (MAC) frame on this interface.
NOTE
Platform specific porting needed; require specific
platform libraries support and hook between the specific
libraries and gami module should be added.; require
specific platform libraries support
and hook between the specific libraries and gami module
should be added. Please refer Manager Ethernetinterface
under Platform specific Properties in “How to Add OEM
extensions” document.
MTU (Maximum Transmission Unit)
NOTE
Minimum size limit is 1280
Maximum size limit is 1500

HostName

String

False

DNS Hostname without any domain information.
NOTE
Please refer for the SPX_User Guide document for the
setting constraint.

FQDN

String

False

This is the complete, fully qualified domain name obtained
by DNS for this interface.

MaxIPv6StaticAdd
resses

Number

True

This indicates the number of array items supported by
IPv6StaticAddresses.

VLAN

Object

False

If this Network Interface supports more than one VLAN,
this property will not be present and the client should look
for VLANs collection in the link Section of this resource.

Name Type Read Only | Description

This indicates if
this VLAN is
enabled.

VLANEnable | Boolean | False

This indicates the
VLAN identifier for
this VLAN.
Minimum value : 2
and Maximum
value: 4094.
VLANIA O, 1 &
4095 are reserved
VLAN ID’s.

VLANId Number | False
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This array of objects represents all of the Ipv4 static

IPv4Addresses Arrgy of True | addresses to be assigned on this interface. Refer Table
Objects .
IPv4AddressesProperties.
Arrav of This array of objects enumerates all of the currently
IPv6Addresses ay True | assigned IPv6 addresses on this interface. Refer Table
Objects .
IPv6AddressesProperties.
IPv6DefaultGatewa . This is the Ipv6 default gateway address that is currently
String True | . e
y in use on this interface.
Array
[ltems This represents DNS name servers that are currently in
NameServers True .
of Type use on this interface.
String]
Array
[items Statically-defined set of DNS server IPv4 and IPv6
StaticNameServes | of False
addresses.
type
String]
This is a reference to a collection of VLANs and is only
used if the interface supports more than one VLANS.
VLAN Network Interface Collection.
NOTE
VLANSs(N) Object | True Platform specific porting needed; require specific
platform libraries support and hook between the specific
libraries and gami module should be added.; require
specific platform libraries support and hook between the
specific libraries and gami module should be added.
The value of this property shall be the link status of this
interface (port).
Enum Description
LinkU The link is available for communication on
LinkStatus String True P this interface.
. There is no link or connection detected on
NoLink g
this interface.
. There is no link on this interface, but the
LinkDown . .
interface is connected.
. . This object will contain the actions for this resource under
Actions Object | True .
Oem property if any.
. This property shall contain the configuration of DHCP v4
DHCPv4 Object False as given in below Table DHCPv4 Properties.
. This property shall contain the configuration of DHCP v6
DHCPv6 Object False as given in below Table DHCPv6 Properties.
The values in this array shall represent the IPv6 static
False default gateway addresses for this interface.
PRJ support : IPV6_COMPLIANCE and
IPv6StaticDefaultG | Array of SUPPORT_BOTH_IPMIIPV6_AND_AMIOEM_LAN_PARAM
ateways Objects The values in this array shall represent the IPv6 static
True default gateway addresses for this interface.
PRJ support : IPV6_COMPLIANCE and
SUPPORT_IPMIIPV6_LAN_PARAM_ONLY
IPv6StaticAddress | Array of | The value of trf]ns property'shall be an arra;]y of objgc‘Fs ufsed
es Objects False | to represent the IPv6 static connection characteristics for

this interface. Refer Table IPv6StaticAddresses Properties
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below.

Platform specific porting needed; require specific platform
libraries support and hook between the specific libraries
and gami module should be added.; Refer Manager
Ethernetinterface under Platform specific Properties in
“How to Add OEM extensions” document.

IPv4StaticAddress
es

Array of
Objects

False

The value of this property shall be an array of objects used
to represent all IPv4 static addresses assigned (but not
necessarily in use) to this interface. Addresses in use by
this interface shall also appear in the IPv4Addresses
property. Refer Table IPv6StaticAddresses Properties
below.

NOTE
Only one set of IPv4StaticAddresses can be patched and
multiple IPv4StaticAddresses patch is not supported.

IPv6AddressPolicy
Table

Array

True

The value of this property represents the RFC6724-defined
address selection policy table.
Refer Table IPv6AddressPolicyTable Properties

NOTE
Northbound only support.

Table 110 IPv4 Addresses Properties
Read A
Name Type Only Description
Address String True Thls'property shall contain an IPv4 address assigned to
this interface.
SubnetMask String True This property shall contain the IPv4 subnet mask for this
address.
This is the Ipv4 gateway for this address.
Enum Description
- . Static A static address as configured by the user.
AddressOrigin String True DHCP Address is provided by a DHCPv4 service
. Address is valid only for this network
LinkLocal .
segment (link).
Gateway String True This property shall contain the IPv4 default gateway

address for this interface.
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Table 111 IPv6 Addresses Properties

Read

Name Type Only Description
Address String True A static Ipv6 address that is currently assigned on a
network interface.
. Provides the Ipv6 network prefix length in bits for this
PrefixLength Number | True address.Min:0. Max-128
This is the Ipv6 address origin for this interface.
Enum Description
Static A static address as configured by the user.
AddressOrigin String True DHCPv6 Address is prowded by a DHCPV6 service
. Address is valid only for this network
LinkLocal .
segment (link).
SLAAC Address is provided by a Stateless Address
AutoConfiguration (SLAAC) service.
Table 112 DHCPv4 Properties
Read A
Name Type Only Description
DHCPEnabled Boolean | False | Determines whether DHCPv4 is enabled on this interface

Determines whether to use DHCPv4-supplied DNS servers.

UseDNSServers Boolean | True NOTE
Northbound only support.

Determines whether to use a DHCPv4-supplied gateway.

UseGateway Boolean | True NOTE
Northbound only support.

Determines whether to use a DHCPv4-supplied domain
name.

UseDomainName boolean | True NOTE

Northbound only support.

Determines whether to use DHCPv4-supplied NTP servers.

UseNTPServers boolean | True NOTE
Northbound only support.

Determines whether to use DHCPv4-supplied static
routes.

UseStaticRoutes boolean | True NOTE

Northbound only support.
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Table 113 DHCPv6 Properties

Name Type Read Only | Description
This property shall control the operating mode of
OperatingMode String False !DHCPV6 on thig interface. DHCPv6 statefu'l mode
is used to configure addresses, and when it is
enabled, stateless mode is also implicitly enabled.
When enabled, DNS server addresses supplied
UseDNSServer Boolean True through DHCPv6 stateless mode will be used.
NOTE
Northbound only support.
When enabled, the domain name supplied through
. DHCPv6 stateless mode will be used.
UseDomainName | Boolean True
NOTE
Northbound only support.
When enabled, NTP server addresses supplied
UseNTPServers Boolean True tr;‘:gt_JrgEh DHCPv6 stateless mode will be used.
Northbound only support.
Determines whether to use DHCPv6 rapid commit
mode for stateful mode address assignments. Do
not enable in networks where more than one
UseRapidCommit | Boolean True DHCPv6 server is configured to provide address
assignments.
NOTE
Northbound only support.
Table 114 IPv6StaticAddresses Properties
Name Type Read Only | Description
Address String False A static Ipy6 address that is currently assigned on
a network interface.
. Provides the Ipvé network prefix length in bits for
PrefixLength Number False this address.Min:0,Max:128
Oem Object True StaticlPAddressIindex under Ami.

Table 115 IPv4StaticAddresses Properties

Name Type Read Only | Description
Address String False ThIS' property ghgll contain an IPv4 address
assigned to this interface.
This is the Ipv4 address. If DHCPv4 is enabled on
SubnetMask String False the interface, this property becomes read-only.
String with pattern “A(?:[0-9]{1,3}\\.){3}[0-9]{1,3}S”
This is the Ipv4 gateway for this address.
Enum Description
. A static address as configured
Static by the user
AddressOrigin String True - Address is provided by a
DHCPv4 service
. Address is valid only for this
LinkLocal ;
network segment (link).
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Table 116 IPv6AddressPolicyTable Properties

Name Type Read Only | Description

This property shall contain the IPv6 label value for
this table entry, as defined in RFC6724.

Label Integer False NOTE

Northbound only support

This property shall contain the IPv6 precedence
value for this table entry, as defined in RFC6724.

Precedence Integer False NOTE

Northbound only support

This property shall contain the IPv6 address prefix
for this table entry, as defined in RFC6724.

Prefix Integer False NOTE

Northbound only support

NOTE
USB interfaces which support LanOverUsb is also populated in this collection, these
resources will only have limited properties.

PATCH

NOTE

When successful patch is applied for Ethernetinterfaces, task will be initiated and network
settings change starts in the backend which will be independent of redfish control. Once
changes are updated in backend, task gets completed successfully, it indicates the patch
is successful and we can check the changes through GET response irrespective of whether
network restart process is fully completed in the backend or not.

Please note if the task is completed and network restart continues in backend, when we
check for GET response their may be connection on/off due to network restart

Request

PATCH
https://{ip}}/redfish/v1/Managers/{{manager_instance}}/Ethernetinterfaces/{{manager_ethifc_insta
nce}}

Content-Type: application/json

Request Body

Please refer to the properties that are patchable in Table Ethernet Interface
Properties for which ReadOnly is False that can be sent as Request body in json
format.

Sample PATCH Request Bodies

Sample patch request body for ethernet-interface properties for interface instance
uri,

Ex: PATCH https.//{{ip}}/redfish/v1/Managers/{{system_instance}} /Ethernetinterfaces/eth0

To Modify HostName and FQDN

{
“FQDN” : “NEWHOST.us.megatrends.com”,

“HostName” : “"NEWHOST"”
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}

NOTE
For details, please refer to the Technology Pack User Guide
Section 3.8.8 Ethernetinterface PATCH [Manager Ethernetinterface Instance]

To Disable AutoNeg or To Change FullDuplex/SpeedMbps
To disable AutoNeg or to change FullDuplex/SpeedMbps we need to provide three
properties
{
‘AutoNeg” : false,
“FullDuplex” : true,
“SpeedMbps”: 10
}

To Enable AutoNeg

{
“AutoNeg” : true

}

To Modify MTUSize

{
"MTUSize" : 1450

}

To Set StaticNameServers

{

“StaticNameSevers”:

[
“10.0.0.33",
“10.0.0.34",
“10.0.0.35"

}

IPv4 Related Requests
To Disable DHCP for IPv4 Addresses

{
“DHCPv4” : {
“DHCPEnabled” : false
)
“IPv4StaticAddresses” : [
{
“Address”: “10.0.124.86",
“Gateway”:"”10.0.120.1",
“SubnetMask” : “255.255.248.0"
}
|
}

To Modify IPv4StaticAddress Details

{
“IPv4StaticAddresses” : [

{
“Address”: “10.0.124.86",
“Gateway”:“10.0.120.1",
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“SubnetMask” : “255.255.248.0”

}

To Enable DHCP in IPv4
To enable DHCP, we need to pass a value of true to DHCPEnabled attribute and to disable DHCP, we
need to pass a value of false to DHCPEnabled attribute.

{
“DHCPv4” {

“DHCPEnabled” :true
}
}

To Enable/Disable Interface
To enable Interface, we need to pass a value of true to InterfaceEnabled attribute and to disable
Interface, we need to pass a value of false to InterfaceEnabled attribute.

{

“InterfaceEnabled” : true
}
NOTE

If we PATCH "InterfaceEnabled" to false along with other settings together, request is
accepted but only interface will be disabled.

To enable/disable bond, patch need to be applied for InterfaceEnabled property through
bond0 instance only.

PATCH https://{{ip}}/redfish/v1/Managers/{{system_instance}}/Ethernetinterfaces/bond0

For Enabling Bond Interface

{
“InterfaceEnabled” : true
}
For Disabling Bond Interface
{
“InterfaceEnabled” : true
}

If bond is disabled, bond0 will show minimal properties and eth0/eth1 will show all
properties.
If bond is enabled, bond0 will show all properties and eth0/eth1 will show minimal properties.
If bond is enabled, Applying patch for InterfaceEnabled property through ethO/eth1 instance
is restricted and will throw error.
{

“FQDN” : “NEWHOST.us.megatrends.com”,

“FullDuplex” : true,

“AutoNeg” : false,

“MTUSIze” : 1450,

“SpeedMbps” : 10,

“HostName” : “NEWHOST”,

“MACAddress”: “00:1a:2b:11:11:11",

IPv4Addresses” : [

{
“Address”: “172.16.97.178",
“Gateway”:"“172.16.96.1",
“SubnetMask” : “255.255.248.0"
}

I
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“IPv6Addresses” : [

{
“Address” : “2001:db8:1:0:271a:2bff:fe11:1111"

}
|

“InterfaceEnabled” : true

}

IPv6 Related Requests

To Disable DHCP in IPv6 Addresses

Allowable values for DHCPv6 OperatingMode are - Disabled, Stateless, Stateful
{

“DHCPv6” :
{
“OperatingMode” : “Disabled”
)
“IPv6StaticAddresses” : [
{
“Address”: “2001:b021:2d:0:475e:a232:7e1d:7438",
“PrefixLength” : 64,
“Oem” :
{
“Ami” :
{
“StaticlPAddressindex”: 10
}
}
}
|

To Modify IPv6StaticAddress Details
{
“IPv6StaticAddresses” : [
{

“Address” : “b021:2d:0:475e:a232:7e1d:7438",
“PrefixLength” : 64,

“Oem” :A{

“Ami” : {
“StaticlPAddressindex” : 10

To Set Multiple IPvéStaticAddress Details

{
“IPv6StaticAddresses” : [

{
“Address” : “2001::15”,

“PrefixLength” : 64,
“Oem”:
{

“Ami” :

{
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“StaticlPAddressindex” : 10

—_~

“Address”: “2001:11",
“PrefixLength” : 64,
“Oem” :
{

“Ami” :

{
)

“StaticlPAddressindex” : 10

}
L

“DHCPV6"
{

}

“OperatingMode”: “Disabled”
}

To Modify Multiple IPv6StaticAddress Details
{
“IPv6StaticAddresses” : [
{

“Address”: “2001:0021:2d:0:475e:a232:7e1d:7438",

IlOemll .. {
“Ami” :A{

“StaticlPAddressindex”: 10

}

)
“PrefixLength” : 64

“Address” : “2001:b021:2d:0:475e:a232:7e1d:7440",
“Oem”:
{

“Ami” :
{
“StaticlPAddressindex”: 11
}
)

“PrefixLength” : 64

To Clear IPv6StaticAddress Details

NOTE
PrefixLength is optional , IPv6StaticAddress can be cleared with or without PrefixLength

With PrefixLength

{
“IPv6StaticAddresses” : [

{

246



“Address” : null,
“PrefixLength” : 64,

“"Oem” :
{
“Ami” :
{
“StaticlPAddressIndex” : 10
}
}
}
)
}
Without PreFixlength
{
“IPv6StaticAddresses” : [
{
“Address” : null,
“Oem”:
{
“Ami” :
{
“StaticlPAddressindex” : 10
}
}
}
|
}

To Enable DHCP in IPv6
To enable DHCP, we need to pass a value of “Stateless” or “Stateful” to OperatingMode

attribute and to disable DHCP, we need to pass a value of “Disabled” to OperatingMode
attribute.

{
“DHCPv6” :
{
“OperatingMode” : “Stateless”
}
}
{
“DHCPv6” :
{
“OperatingMode” : “Disabled”
}
}

To Set Static Default Gateway for IPv6

NOTE
We cannot provide IPv6StaticDefaultGateways alone when DHCPvV6 is enabled.

{
“DHCPv6” : {
“OperatingMode” : “Disabled”

)3
“IPv6StaticAddresses” : [

{
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“Address”: “2001:b012:1d:0:185e:a132:4a4a:1516",
“PrefixLength” :64,

“Oem” :
{
“Ami” :
{
“StaticlPAddressindex” : 0
}
}
}
l
“IPv6StaticDefaultGateways” : [
{
“Address”: “2001:b021:2d::"
}
/
}
{-OR-}
{
“IPv6StaticDefaultGateways” : [
{
“Address”: “2001:b021:abcd:0:8¢8:4bff.fefd:f333”
}
)
}
NOTE
*  For an interface, when IPv6 is in DHCP mode, IPv6DefaultGateways attribute alone will
be shown

*  For an interface, when IPv6 is in Static mode IPv6DefaultGateways attribute will be
shown as null value and IPvé6StaticDefaultGateways attribute will not be shown.

*  For IPv6StaticDefaultGateways attribute to be shown in the response, we need to apply
PATCH for IPv6StaticDefaultGateways attribute as shown below :

IPv6StaticDefaultGateways" : [
{

}

"Address" : "fe80::4637:e6ff:-febe:266e"

}

Once IPv6StaticDefaultGateways PATCH is applied, then both IPvéDefaultGateways and
IPv6StaticDefaultGateways attributes will have the same value.

To Disable Domain Name System (DNS)
{

"

"Oem":

‘DNSEnabled": false
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To enable DNS, we need to pass a value of true to DNSEnabled attribute and to
disable DNS, we need to pass a value of false to DNSEnabled attribute. When the
DNSEnabled attribute is having a value of false, we will not be able to modify the
attributes - FQDN, HostName and StaticNameServers.

To Set HostNameSetting to Manual

To set HostNameSetting to Manual mode, we need to pass value for either of the
attributes - FQDN and HostName and also the value of “DNSEnabled” attribute
should be true. If the value of “"DNSEnabled” attribute is in false state, we will be

getting error when we try to set HostNameSetting to Manual mode.

{
"HostName": "AMI4EF4B4D8FF61",

"Oem”:
{
"Ami":
{
"HostNameSetting": "Manual”
)
)
}
Errors
NOTE

When we try to enable/disable bond interface when bond mode is disabled we will
receive the following error

{
“error” : {
“@Message.Extendedinfo” : [
{
“@odata.type”:” #Message.v1_0_8.Message”,
“Message”: “InterfaceEnabled property is read-only for bond0 interface.”,
“MessageArgs” : [
“InterfaceEnabled”
l
“Messageld” : “SyncAgent.1.0.InterfaceEnabledBondinterface”,
“RelatedProperties” : [
“/InterfaceEnabled”
l
“Resolution” : “InterfaceEnabled property can be applied only for eth0 or eth1
instance”,
“Severity” : “Warning”
}
l
“code”: "SyncAgent.1.0.InterfaceEnabledBondInterface”,
“message”: “InterfaceEnabled property is read-only for bond0 interface.”
}
}

When we try to enable/disable interface for ethO/eth1/bond0 when bond mode is

enabled we will receive the following error response,
{

“error” : {
“@Message.Extendedinfo” : [

{
“@odata.type” : “#Message.v1_0_8.Message”,
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“Message” : “InterfaceEnabled property patch cannot be applied for bond0/eth0/eth1
instance if bond is enabled”,
“MessageArgs”: [
“InterfaceEnabled”
]

“Messageld” : “SyncAgent.1.0.InterfaceEnabledBondEnabled”,
“RelatedProperties” : [

“/InterfaceEnabled”
l

“Resolution” : “Remove the property from the request body and resubmit the request if the
operation failed”,
“Severity” : “Warning”
)

l

“code”: "SyncAgent.1.0.InterfaceEnabledBondEnabled”,

“message” : “InterfaceEnabled property patch cannot be applied for bond0/eth0O/eth1 instance if
bond is enabled”

}
}

Response

The response status is 202 with newly created Task details. For Error Responses
refer Section “Redfish Error Response” and Section “Status Codes”.
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3.9 Accounts API

3.9.1 Account Service

This resource shall be used to represent a management account service for a Redfish
implementation. Allows user to create multiple account with different roles and privileges.
GET

Request
https://{ip}}/redfish/v1/AccountService

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 117 Enum Properties for LocalAccountAuth

Name Description

The service authenticates users based on the Account Service-

Enabled defined accounts collection.
The service never authenticates users based on the Account
. Service-defined accounts collection.
Disabled

NOTE
AMI redfish implementation will not support this value.

The service authenticates users based on the Account Service-
Fallback defined accounts collection only if any external account
providers are currently unreachable.

The service first authenticates users based on the Account
LocalFirst Service-defined accounts collection. If authentication fails, the
Service authenticates by using external account providers.

Table 118 Search Settings Properties

Name Type Read Only | Description

The value of this property shall be a collection
of base distinguished names to use when
searching the LDAP service.

BaseDistinguishedName Arra False NOTE

s y If the user gives multiple value in the patch
request, only the first value of the array will
be set in BMC, as BMC curently supports only
one BaseDistinguishedName.

The value of this property shall be the attribute

UsernameAttribute String False name that contains the Username.
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Table 119 Account Service Property

Name

Type

Read Only

Description

@odata.context

String

True

Refer Section ODATA Properties

@odata.id

String

True

Refer Section ODATA Properties

@odata.type

String

True

Refer Section ODATA Properties

@odata.etag

String

True

Refer Section ODATA Properties

Oem

Object

Refer Table Resource Complex Types under
Section Resource.

NOTE

This property will be a part of JSON response
only if an oem property is implemented
according to “"How to Add OEM extensions”
document.

1d(M)

String

True

Resource Identifier

Name(M)

String

True

Name of the Resource

Description

String

True

Provides description of the resource. Refer
Section Resource

Status

Object

True

Refer Section Resource for Resource.Oem.

NOTE
HealthRollup is not applicable.

ServiceEnabled

Boolean

False

This indicates whether this service is
enabled.Default it will be True value.

If the value for this property is false, then
service is disabled and Redfish Users cannot
be created, deleted, or modified, and new
sessions cannot be created. However,
established sessions may still continue to run.
This does not affect any Authentication
connections.

AuthFailureLoggingThre
shold

Number

False

This value represents the threshold for when
an authorization failure is logged. Logging
shall occur after every 'n’ occurrences of an
authorization failure on the same account,
where 'n’ represents the value of this property.

NOTE

e  Maximum value allowed is 50, the
default being 3.

* Ifthe value is 0, logging of authorization
failures shall be disabled.

e Setting this value to 1 would log every
authentication failure. Two means every
2nd attempt, three is every 3 attempt,
and so forth.

* Jtwill reset back to 0 on a succesfull
login attempt from the same account.

MinPasswordLength(C)

Number

True

This property shall reference the minimum
password length that the implementation will
allow a password to be set to.

Minimum Value : 0.

NOTE
Minimum value by default is 8. As it is a
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configurable property,it can be configured at
buildtime in RCMD file , instructions being
given in “How to Add OEM extensions”
document, section 2.11 AccountService.

MaxPasswordLength(C)

Number

True

This property shall reference the maximum
password length that the implementation will
allow a password to be set to.

Minimum Value : 0.

NOTE

Maximum value by default is 20. As itis a
configurable property,it can be configured at
buildtime in RCMD file , instructions being
given in “How to Add OEM extensions”
document, section 2.11 AccountService.

AccountLockoutThresho
Id(C)

Number

False

The number of failed login attempts before a
user account is locked for a specified duration.
(0=never locked)Minimum Value : 0. Default it
will be 5.

NOTE

*  Maximum value allowed is 100.

. Account Lockout feature is applicable
only for redfish defined account not for
remote accounts like LDAP, AD, RADIUS
etc.

AccountLockoutDuration

(©)

Number

False

This property shall reference the period of time
in seconds that an account is locked after the
number of failed login attempts reaches the
threshold referenced by Account Lockout
Threshold, within the window of time
referenced by Account Lockout Counter Reset
After. The value shall be greater than or equal
to the value of Account Lockout Reset After. If
set to 0, no lockout shall occur. Minimum
Value: 0.
NOTE
*  Maximum value allowed is 10000
*  Default value for this property is 30
*  Account Lockout feature is applicable
only for redfish defined account not for
remote accounts like LDAP, AD, RADIUS
etc.

AccountLockoutCounter
ResetAfter(C)

Number

False

This property shall reference the threshold of
time in seconds from the last failed login
attempt at which point the Account Lockout
Threshold counter (that counts number of
failed login attempts) is reset back to zero (at
which point Account Lockout Threshold
failures would be required before the account
is locked). This value shall be less than or
equal to Account Lockout Duration. The
threshold counter also resets to zero after
each successful login. Minimum Value : 0.
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NOTE

*  Maximum value allowed is 10000

*  Default value for this property is 30

*  Account Lockout feature is applicable
only for redfish defined account not for
remote accounts like LDAP, AD, RADIUS
etc.

Accounts

Object

True

This property shall contain the link to a
collection of type ManagerAccountCollection.

Roles

Object

True

This property shall contain the link to a
collection of type RoleCollection.

PrivilegeMap

Object

True

This property shall contain the link to the
Priviledge Registry property.

Actions

Object

True

This object will contain the actions for this
resource under Oem property if any.

LocalAccountAuth

String

False

This property shall govern how the service
uses the Accounts collection within this
AccountService as part of authentication.
Details about each of the modes are found in
the description of the enum values.

Refer: Enum Properties for LocalAccountAuth

NOTE
The default value for this property shal be
“LocalFirst”.

AccountLockoutCounter
ResetEnabled

Boolean

False

This property shall indicate whether the
threshold counter will be reset after the
AccountLockoutCounterResetAfter has
expired. Setting the value to false shall
indicate that only a successful login will reset
the threshold counter. In addition, if the user
reaches the limit specified in
AccountLockoutThreshold, the account shall
be locked out indefinitely and only a reset by
administrator will clear the threshold counter.
If this property is absent the value shall be
assumed to be true.

NOTE

* AccountLockoutCounterResetEnabled
cannot be patched to False when there is
only enabled Administrator account, and
prevent the problem that the only available
Administrator account be locked.

* When
“AccountLockoutCounterResetEnabled” is
false and hacker keep trying request with
wrong credentials.

Result: The account will be locked forever,
the user with Administrator privilege can
unlock it and if all Administrator accounts
are locked then user can access Redfish only
after factory restore defaults.

Please refer documentation “MegaRAC
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Redfish - FAQ Document” for setup config
constant.
LDAP Object False Refer Table LDAP Properties. Default it will be
null value
ActiveDirectory Object False Refer Table Active Directory Properties
This property shall contain the additional
AdditionalExternalAccou . external account providers that this Account
. Object True . .
ntProviders Service uses. Refer Section
ExternalAccountProvider Collection
Table 120 LDAP Properties
Name Type Read Only | Description
LDAP properties containing authentication
details
Name Type (F;i?yd Description
The type of
authentication
used to
connect to the
external
Authentic Strin True account
ationType g provider.
NOTE
Value is
“UsernameA
ndPassword
" for LDAP.
Usernam . The user
o String False | name for the
Service.
Authentication Object False The p.assword
for this
Service. A
PATCH
Password | String False | request writes
the password.
This property
is ‘null’ in
responses.
OEM
extension
object
NOTE
Refer
Oem Object False section
Account
Service
LDAP OEM
Properties
for Oem AMI
LDAP
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| | Properties. |

LDAPService

Object

False

Refer Table LDAP Propreties

RemoteRoleMapping

Array

False

Refer Table RoleMapping Properties

ServiceAddresses

Array

False

The addresses of the user account providers
to which this external account provider links.
The format of this field depends on the type of
external account provider.

NOTE

If the user gives multiple value in the patch
request, only the first value of the array will
be set in BMC, as BMC curently supports only
one ServiceAddress

If user provides ipv6 ServiceAddress, it is
mandatory to provide port number in the end.
Example :

ServiceAddresses :
“2001:b021:abcd::8c8:4bff:fefd:f899:389”

In the above serviceaddresses,
2001:b021:abcd::8c8:4bff:fefd:f899 -> IPv6
Adddress 389 -> Port Number

LDAPService Properties

Table 121 LDAP Service Properties

Name

Type

Read Only

Description

SearchSettings

Object

False

The required settings to search an external
LDAP service.
Refer Table SearchSettings Properties

Oem

Object

Refer Table Resource Complex Types under
Section Resource.
NOTE
This property will be a part of JSON response
only if an oem property is implemented
according to “"How to Add OEM extensions”
document.
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Active Directory Properties

Table 122 Active Directory Properties

Name Type

Read
Only

Description

Authentication | Object

False

Active Directory properties containing authentication details

Read

Name Type Only

Description

The user name for the
Service.

Username should be String
with Minimum length =1
and Maximum length = 64
of alpha-numeric
Username | String | False | characters.

Username must start with
an alphabetical character.

NOTE

This property will not
allow whitespaces and
special characters.

The password for this
Service.

The password length must
be at least 6 characters
long and whitespaces are
not allowed.

A PATCH or PUT request
writes the password. This
property is ‘null’ in
responses.

Password | String | False

NOTE

This property will not
allow more than 127
characters.

The type of authentication
used to connect to the
external account provider.

Authentica

tionType String | True NOTE

Value is
“UsernameAndPassword”
for Active Directory.

OEM extension object

NOTE

Refer section Account
Oem Object | False Service Active Directory
Oem Properties for Oem
AMI Active

Directory Properties.

RemoteRoleMa

. Arra
pping y

False

Refer Table RoleMapping properties.

ServiceEnabled | Boolean

False

An indication of whether this service is enabled.
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Table 123 Role Mapping Properties

Name

Type

Read
Only

Description

RemoteRoleMapping

Array

False

The mapping rules to convert the external account
providers account information to the local Redfish Role.

Read

Only Description

Name Type

The name of the local
Redfish Role to which
to map the remote
user or group.

LocalRole String | False

The name of the
remote group, or the
remote role in the case
of a Redfish Service,
that maps to the local
Redfish Role to which
this entity links.
Remote Group is a
string maximum 255
alphanumeric
characters are
allowed. Special
symbols hyphen(-) and
underscore(_) are
allowed.

RemoteGroup | String | False

NOTE

The RemoteGroup
name should be
unique for each
RoleGroup. Two
RoleGroup cannot
have same
RemoteGroup(group
name) in BMC.

The name of the
remote user that maps
to the local Redfish
Role to which this
entity links.

Remote User is string
RemoteUser | String | False | with maximum 64
alpha numeric
characters and special
symbols hyphen(-
),dot(.) and
underscore(_) are
allowed.

OEM extension object

NOTE
Refer section
Account Service

Oem Object | False
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Active Directory Oem
Properties for Oem
AMI Active

Directory Properties.

PATCH

Request

PATCH https://{{ip}}/redfish/v1/AccountService
Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table Account Service Property
for which ReadOnly is False that can be sent as Request body in json format.

Example Request Body for Editing AccountService:
{

“AccountLockoutCounterResetAfter” : 853,
“AccountLockoutDuration” : 853,
“AccountLockoutThreshold” : 100,
“AuthFailureLoggingThreshold” : 3,
“ServiceEnabled” : true

}
Response

1. If the Request Body contains attributes from LDAP or ActiveDirectory, then the
Response Status Code will be 202 OK and the Response Body contains an
additional ExtendedInfo Message as below, in addition to the existing response
body:

“@odata.context” : “/redfish/v1/Smetadata#Task.Task”,
“@odata.id” : “/redfish/v1/TaskService/Tasks/1”,
“@odata.type” : “#Task.v1_4_2.Task”,

"o,

“Description” : “Task for AccountService ActiveDirectory”,
llldll : ll1 Il'

“Name” : “AccountService ActiveDirectory”,
“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1",
“TaskState” : “New”

}

2. If the Request Body contains attributes other than LDAP and AD attributes, then
the Response Status Code will be 204 No Content with no Response Body.

PATCH LDAP & LDAP Service

Request

https://{{ip}}/redfish/v1/AccountService
Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table Account Service Property
for which ReadOnly is False that can be sent as Request body in json format.

Example Request Body for Editing AccountService:

259




“LDAP” : {
“Authentication” : {

“Password” : “000000”

“Username” : “cn=Manager,dc=megarac,dc=qal11111111”,

“Oem” A

“Ami” : {

“EncryptionType” : “NoEncryption”,
“CommonNameType” : “IPAddress”

}

}
)
“RemoteRoleMapping” : [
{

“LocalRole” : “Administrator”,

“RemoteGroup”: “Idaprg1”,

“RemoteUser” : “ou=testgroup,dc=qga”
)
{

“LocalRole” : “Operator”,

“RemoteGroup” : “ldapng2”,

“RemoteUser” : “ou=testgroup,dc=megarac,dc=qga”
)
{

“LocalRole” : “User”,

“RemoteGroup” : “Idaprg3”,

“RemoteUser” : “ou=testgroup,dc=megarac,dc=qga”
}
]

“LDAPService” : {
“SearchSettings” : {
“BaseDistinguishedNames” : [
“dc=megarac,dc=q111111"
]

“UsernameAttribute” : “cn

”

)
)

“ServiceAddresses” : [
“192.168.0.110:111"
]

“ServiceEnabled” : true

}
Respnse

For a detailed information on both Success and Error Responses, refer PATCH
Response.

PATCH LDAP Remote Role Mapping
This operation is used to configure LDAP RemoteRoleMapping.
User can able to create / modify / delete the RemoteRoleMapping of LDAP using
this Patch operation.
The “RolelD” OEM property is non-patchable. During LDAP RemoteRoleMapping
patch operation, “RolelD” OEM property will be generated internally and will be
displayed in GET response which value ranges from 1-5.
“KVMAccess” and “VMediaAccess” OEM properties are not mandatory to be
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passed in the Request body. If they are not given, then by default “false” value will
be set for "KVMAccess” and “VMediaAccess”.

Totally 5 RemoteRoles can be configured. To delete a particular role, null value
should be passed in the array element.

For example, if user wants to delete the third Role, which RolelD would be 3, then in
the request body, null value should be passed as third array element. First two array
elements can be empty array.

PATCH Request
https://{ip}}/redfish/v1/AccountService

Content-Type: application/json

Sample Request Body for Creating RemoteRoleMapping:

n o

Below example is to create Three RemoteGroups “group1”, “group3” and “group5”.

KVMAccess and VMediaAccess of Role1, will be configured as Enabled. For

remaining roles it will be configured as Disabled in the GET response
{
“LDAP” : {
“RemoteRoleMapping” : [
{

“LocalRole” : “Administrator”,

“RemoteGroup”: “group1”,

“RemoteUser” : “Active2”,

“Oem” {

“Ami” {

“KVMAccess” : true,
“VMediaAccess” : true

“LocalRole” : “Operator”,
“RemoteGroup”: “group3”,
“RemoteUser” : “Active2”

“LocalRole” : “Operator”,
“RemoteGroup”: “group5”,
“RemoteUser” : “Active23”
}
|
}
}

Sample Request Body to Modify/ Delete RemoteRoleMapping:

Below example is to update Role1 and Role5 and to delete Role2 and Role3
{
“LDAP” : {
“RemoteRoleMapping” : [
{

",

“LocalRole” : “Administrator”,

", n

“RemoteGroup” : “group1”,
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“RemoteUser” :” testuser1”,
“Oem” {
“Ami” {
“KVMAccess” : true,
“VMediaAccess” : true

}
)
null, ---> Second Role If any , will be deleted
null, ----> Third Role If any , will be deleted
{}, —> Second Role If any , will be left unchanged
{
“LocalRole” : “Operator”,
“RemoteGroup”: “group5”,
“RemoteUser” : “testuser5”

}
]
}
}
Below example is to delete all the LDAP Roles
{
“LDAP” : {
“RemoteRoleMapping” : [
null,nullnull,null,null
|
}
}
Below example is to update only the first element.
{
“LDAP” : {
“RemoteRoleMapping” : [
{
“LocalRole” : “Administrator”,
“RemoteGroup”: “group1”,
“RemoteUser” : “testuser1”,
“Oem” A{
“Ami” {
“KVMAccess” : true,
“VMediaAccess” : true
}
}
}
]
}
}
Response

For a detailed information on both Success and Error Responses, refer PATCH
Response.
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PATCH Active Directory

Request

https://{ip}}/redfish/v1/AccountService
Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table 112 Account Service
Property for which ReadOnly is False that can be sent as Request body in json

format.
Example Request Body for Editing AccountService:
{
“ActiveDirectory” : {
“Authentication” : {

“Username” : “AD1”,

“Password” : “AD@123”,

“Oem” A

“Ami” : {
“DomainName” : “abc123.com”,
“DomainControllerServerAddr1”: “10.0.1.23”,
“DomainControllerServerAddr2” : ™,
“DomainControllerServerAddr3” :
}
}
)3
“ServiceEnabled” :true
}
}
Response

For a detailed information on both Success and Error Responses, refer PATCH
Response.

PATCH Active Directory Remote Role Mapping

This operation is used to configure Active Directory RemoteRoleMapping.

User can be able to create / modify / delete the RemoteRoleMapping of Active
Directory using this Patch operation.

The “GrouplID” OEM property is non-patchable. During AD RemoteRoleMapping
patch operation, “GroupID” OEM property will be generated internally and will be
displayed in GET response which value ranges from 1-5.

“KVMAccess” and “VMediaAccess” OEM properties are not mandatory to be
passed in the Request body. If they are not given, then by default false value will be
set for "KVMAccess” and “VMediaAccess”

Totally 5 RemoteRoles can be configured. To delete a particular role, null value
should be passed in the array element.

For example, if user wants to delete the third Role, which GroupID would be 3, then
in the request body, null value should be passed as third array element. First two
array elements can be empty array.
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PATCH Request

https://{ip}}/redfish/v1/AccountService
Content-Type: application/json

Sample Request Body for Creating RemoteRoleMapping:
Below example is to create three RemoteGroups “group1”, “group3” and “group5”.

’

KVMAccess and VMediaAccess of Role1, will be configured as Enabled. For

remaining roles it will be configured as Disabled in the GET response
{
“ActiveDirectory” : {
“RemoteRoleMapping” : [

{
“LocalRole” : “Administrator”,
“RemoteGroup”: “group1”,
“RemoteUser” : “Active2”,
“Oem” {
“Ami” {
“KVMAccess” : true,
“VMediaAccess” : true
}
}
)3
{,
{
“LocalRole” : “Operator”,
“RemoteGroup”: “group3”,
“RemoteUser” : “Active2”
)3
{,
{
“LocalRole” : “Operator”,
“RemoteGroup”: “group5”,
“RemoteUser” : “Active23”
}

}

Sample Request Body to Modify/ Delete RemoteRoleMapping:

Below example is to update Role1 and Role5 and to delete Role2 and Role3
{
“ActiveDirectory” : {
“RemoteRoleMapping” : [
{

"0

“LocalRole” : “Administrator”,

",

“RemoteGroup”: “group1”,
“RemoteUser” : “testuser1”,
“Oem” A{
“Ami” {
“KVMAccess” : true,
“VMediaAccess” : true

}
)
null, ---> Second Role If any, will be deleted
null, ---> Third Role If any, will be deleted
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{3, —> Second Role If any, will be left unchanged

{
“LocalRole” : “Operator”,
“RemoteGroup”: “group5”,
“RemoteUser” : “testuser5”
)
|
)
}
Below example is to delete all the AD Roles
{
“ActiveDirectory” : {
“RemoteRoleMapping” : [
null,nullnull,nullnull
]
)
}
Below example is to update only the first element.
{

“ActiveDirectory” : {
“RemoteRoleMapping” : [

{
“LocalRole” : “Administrator”,
“RemoteGroup” : “group1”,
“RemoteUser” : “testuser1”,
“Oem” {
“Ami” {
“KVMAccess” : true,
“VMediaAccess” : true
}
}
}
|
}
}
Response

For a detailed information on both Success and Error Responses, refer PATCH
Response.
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3.9.2 External Account Provider Collection

This represents the collection of External Account Provider resources.
GET
Request

https://{ip}}/redfish/v1/AccountService/ExternalAccountProviders
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

3.9.3 External Account Provider

This resource contain properties that represent ExternalAccountProvider services that can
provide accounts for this manager to use for authentication. ExternalAccountProvider will
be available only when RADIUS is enabled in PRJ. Refer Section RADIUS Authentication for
RADIUS Authentication.

3.9.4 Manager Account Collection

It is a collection of resources that represents the user accounts
GET
Request

https://{{ip}}/redfish/v1/AccountService/Accounts
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

POST [Creating new Account]
Request

POST https://{{ip}}/redfish/v1/AccountService/Accounts
Content-Type: application/json

Example POST Request:
{

” o,

“Name” : “Test User Account”,
“Description” : “Test User Account”,
“Enabled” : true,

“Password” : “superuser”,
“UserName” : “user_account”,
“Roleld” : “Operator”,

“Locked” : false
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}

Request [Creating new SNMP Account]
POST https://{{ip}}/redfish/v1/AccountService/Accounts

Content-Type: application/json

Example POST Request:
{
“Name” : “Test User Account”,
“Description” : “Test User Account”,
“Enabled” : true,
“Password” : “superuser”,
“UserName” : “user_account”,
“Roleld” : “Operator”,
“Locked” : false,
“AccountTypes” [ “Redfish”, “SNMP" ],
“Oem” {
“Ami” {

“SNMP” A
“AuthenticationProtocol” : “SHA256",
“EncryptionProtocol” : “DES”,
“Access” : “ReadOnly”

}
}

Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created Account. For Error Responses refer Section “Redfish
Error Response” and Section “Status Codes”.
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3.9.5 Manager Account

This resource shall be used to represent resources that represent the user accounts for
the manager

GET

Request
https://{ip}}/redfish/v1/AccountService/Accounts/{{account_instance}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

Table 124 Manager Account Property

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Table Resource Complex Types under
Section Resource.

NOTE

This property will be a part of JSON response
only if an oem property is implemented
according to “"How to Add OEM extensions”
document.

Oem Object

Refer table Oem Object for more information

Id(M) String True Resource Identifier

Name(M) String True Name of the Resource

Provides description of the resource. Refer

Description String True Section Resource

The value of this property shall be the
password for this account.

Password(C) String False NOTE

Should not be displayed in the response.

The value of this property shall be the user
name for this account.

NOTE

UserName(C) String False Both Redfish and WebUI side will not allow to
create an account with same username in
Unified user disable case when SNMP is
enabled.

The value of this property shall be the ID of the

Roleld String False Role resource that configured for this account.

This property (when set to true) shall indicate
that the account service has automatically
locked the account due to the property
accountLockoutThreshold having been
exceeded.

If Locked is set to true by account service, the

Locked Boolean | False
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account is locked and the user shall not be
able to login redfish unless the property is
unlocked by administrator.

If set to false, the account will not be locked. A
user admin shall be able to write a false to the
property to clear the lockout condition, prior to
the lockout duration period.

NOTE

By default, the account service will set the
value of Locked to false. (The account shall
not be locked and the failed attempt should
not exceed the
accountlLockedThreshold).Only the
Administrator will be able to unlock the
locked account in case it is set to true
automatically in case of failed login attempts
but setting the account as locked account

(i.e value to true) by an Administrator is an
invalid operation.

Enabled

Boolean

False

This property shall enable (if set to true) or
disable (if set to false) the account for future
logins. The value of Enable over-rides the
locked property.
NOTE
By default, the account service will set the
value of “Enabled” to false if this property is
not available in the request payload.

Actions

Object

True

This object will contain the actions for this
resource under Oem property if any.

PasswordChangeRequir
ed

Boolean

True

Indicates that the password for this account
must be changed.
The service requires the password to be
changed before access is allowed.
The value of this property shall be true if the
password for this account must be changed
before further access is allowed. Access to the
service may be denied by the implementation
if the password has not been changed. A
ManagerAccount created with an initial
PasswordChangeRequired value of true may
be used to force a password change before
first access using the account.
When the “Password” property for this
account is updated, the service shall set the
value to false.
PasswordChangeRequired attribute value for
default administrator account will be based on
the PRJ option to disable the requirement of
changing password in the first time login.
NOTE
PasswordChangeRequired cannot be
modified by PATCH because of the security
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| concern of California Law.

The link to a collection of certificates used for

Certificates Object True .
this account.
The links object contains the links to other
resources that are related to this resource.
Name | Type gﬁfyd Description
A reference to the
Role object
Links Object defining Privileges
for this account—
Role Object | True returned when the
resource is read.
The ID of the role
is the same as
property Roleld.
Contains various account types that apply to
the account.
AccountTypes Array False Enum Description
Redfish Allow access to Redfish Service
SNMP Allow access to SNMP Service
SNMP Settings for this account.
Name Type Read Description
Only
Authentic Z]:tlﬁs;[ﬁiiationK
SNMP Object True ationKeyS | Boolean | True .
ot ey property is
set
Encryptio Indicate_s
Boolean | True | Encryption Key
nKeySet .
property is set
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Table 125 Table Properties for Oem Properties

Name Type Read Only | Description

Contains information related to AMI features supported
by the service.

Read

Name Type only

Description

Refer Section ODATA

@odata.type String | True Properties

Authentication
Protocol for SNMPv3
Account.
Authentication Stri Fal Below are supported
Protocol tring alS€ | Enum properties.

« SHA256

) ) - SHA384
Ami Object True . SHA512

Encryption Protocol
for SNMPv3 Account.
Below are supported
Enum properties

- DES

- AES

EncryptionProt

String | False
ocol

Access for SNMPv3
Account. Below are
supported Enum
properties

« ReadOnly

+ ReadWrite

Access String | False

Request

PATCH https://{{ip}}/redfish/v1/AccountService/Accounts/{{account_instance}}
Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table Manager Account Property
for which ReadOnly is False that can be sent as Request body in json format.
Example Request Body for Editing an Account:

{

“Enabled” : true,

“Password” : “superuser”,
“UserName” : “user_account”,
“Roleld” : “ReadOnly”,
“Locked” : false

}

Request[Add SNMP Account]
PATCH https://{{ip}}/redfish/v1/AccountService/Accounts/{{account_instance}}

Content-Type: application/json
Request Body
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Please refer to the properties that are patchable in Table 124 Manager Account
Property for which ReadOnly is False that can be sent as Request body in json
format.

Example Request Body for Adding SNMP Account:

{
“AccountTypes” :[ “Redfish”, “SNMP" ],

“Oem” A
“Ami” {
“SNMP” : {
“AuthenticationProtocol” : “SHA384",
“EncryptionProtocol” :"AES”,
“Access” : “ReadOnly”

}
}

Request[Delete SNMP Account]
PATCH https://{{ip}}/redfish/v1/AccountService/Accounts/{{account_instance}}

Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table Manager Account Property
for which ReadOnly is False that can be sent as Request body in json format.

Example Request Body for Delete SNMP Account:

{
“AccountTypes” :[ “Redfish” ]

}
Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Code”.

DELETE
Request
DELETE https://{ip}}/redfish/v1/AccountService/Accounts/{{account_instance}}
Content-Type: application/json
Response

The response status is 204 and no response body. For Error Responses refer
Section "Redfish Error Response” and Section “Status Code”.
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3.9.6 Role Collection

It displays a collection of ID’s subscribed to the roles in Redfish.
GET

Request

https://{ip}}/redfish/v1/AccountService/Roles
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

POST [Creating new Custom Role]
Request

POST https://{{ip}}/redfish/v1/AccountService/Roles
Content-Type: application/json

Request Body

Creation of a custom Role requires that the Roleld and Name properties be in the
request body. In addition to these properties, either AssignedPrivileges,

OemPrivileges, or both AssignedPrivileges and OemPrivileges must be in the
request body.

Example POST Request:
{

“AssignedPrivileges” : [
“ConfigureUsers”,
“ConfigureManager”,
“ConfigureSelf”,
“Login”,
“ConfigureComponents”

]

“Description” : “TestRole User Role”,

“Id” : “TestRole”,

“Roleld” : “TestRole”,

“Name” : “TestRole Role”,

“OemPrivileges” : [

“OemPowerControl”,
“OemClearLog”

]
}

Response

The response status is 201 and the response body is a GET Response with the

properties of the newly created Account. For Error Responses refer Section “Redfish
Error Response” and Section “Status Codes”.
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3.9.7 Role

This resource shall be used to represent resources that represent the user role for the user

account
GET
Request

https://{ip}}/redfish/v1/AccountService/Roles/{{role_instance}}
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

Table 126 Role Properties

Name

Type

Read
Only

Description

@odata.context

String

True

Refer Section ODATA Properties

@odata.id

String

True

Refer Section ODATA Properties

@odata.type

String

True

Refer Section ODATA Properties

@odata.etag

String

True

Refer Section ODATA Properties

Oem

Object

Refer Table Resource Complex Types under Section
Resource.
NOTE
This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.

1d(M)

String

True

Resource ldentifier

Name(M)

String

True

Name of the Resource

Description

String

True

Provides description of the resource. Refer Section
Resource

IsPredefined

Boolean

True

This property is used to indicate if the Role is one of the
Redfish Predefined Roles vs a Custom role.

AssignedPrivileges

Array

False

The value of this property shall be the redfish privileges
that the role includes. For pre-defined roles, this property
shall be readOnly. For custom roles some
implementations may not allow writing this property.
Refer Appendix: Section Privilege Registy for the HTTP
methods for URI support and the Privilege enforced for
those actions.

Enum Description

Able to log into the service and

Login
9 read resources

Configure
Manager

Able to configure Manager
resources

Able to configure Users and their

ConfigureUsers Accounts

Able to change the password for

Conﬂgureself the current user Account

ConfigureComponents | Able to configure components
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| managed by this service.

The value of this property shall be the OEM privileges that

this role includes. For pre-defined roles, this property shall

be readOnly. For custom roles some implementations may
not allow writing this property.

Enum Description

OemPrivileges Array False Able to configure HostInterface resources

NOTE

Only HostlInterfaceAdministrator role is
allowed to own this privilege and it
cannot be assigned to another role.

Configure
HostInterface

This object will contain the actions for this resource under

Actions Object | True .
Oem property if any.

This property shall contain the string name of the Role.
Roleld String True | This property shall contain the same value as the Id
property.

PATCH
Request
PATCH https://{{ip}}/redfish/v1/AccountService/Roles/{{role_instance}}
Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table Role Properties for which
ReadOnly is False that can be sent as Request body in json format.

Example Request Body for Editing an Account:

{
“AssignedPrivileges” : [
“ConfigureComponents”,
“Login”,
“ConfigureSelf”
]
}
Response

The response status is success with status code as 204 and the updated Role. For
Error Responses refer Section “Redfish Error Response” and Section “Status Codes”.

DELETE
Request

DELETE https://{{ip}}/redfish/v1/AccountService/Roles/{{role_instance}}
Content-Type: application/json

Request Body
The response status is 204 and no response body. For Error Responses refer
Section “Redfish Error Response” and Section “Status Codes”.
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3.10 Event Service API

3.10.1 Event Service

The Event Service resource contains properties for managing event subscriptions and
generates the events sent to subscribers. The resource has links to the actual collection of
subscriptions (called Event Destinations).

GET

Request
https://{{ip}}/redfish/v1/EventService

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 120 Event Service Properties

Read

Name Type Only Description

@odata.context String True | Refer Section ODATA Properties

@odata.id String True | Refer Section ODATA Properties

@odata.type String True | Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE : .
This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.

Id(M) String True | Resource ldentifier

Name(M) String True | Name of the Resource

o . Provides description of the resource. Refer Section

Description String True

Resource.

This indicates whether this service is enabled. Default

ServiceEnabled(C) Boolean | False :
value will be true.

The number of retrys attempted for any given event to
the subscription destination before the subscription is
terminated.

Number | False | Default Value for “DeliveryRetryAttempts” is 3.

However, the user can alter the values for
“DeliveryRetryAttempts” attribute, the value which should
be within the range 1-10.

DeliveryRetryAttemp
ts(C)

The interval in seconds between the retry attempts for
any given event to the subscription destination.

Default Value for “DeliveryRetryIntervalSeconds” is 60.
Number | False | However, the user can alter the values for
“DeliveryRetryIntervalSeconds” attribute, the value which
should be within the range 30-300.

DeliveryRetryInterval
Seconds(C)

276




EventFormatTypes

Array

True

The types of the message that this service can sent to
the event destination.

Enum Description

The Subscription destination will receive
JSON bodies as MetricReport format
only when the TelemetryService has
generated a new Metric Report or
updated an existing Metric Report.

MetricReport

The Subscription destination will receive
JSON bodies as Event format for all
other types of Events.

Event

RegistryPrefixes

Array

True

Prefixes of Message Registries that shall be allowed for
an Event Subscription.

NOTE
Supported RegistryPrefixes are:-

[ “EventLog”, “SyncAgent”, “Security’, “IPMI”,
“HttpStatus”, “Base”, “Task” ]

ResourceTypes

Array

True

ResourceTypes values that shall be allowed for an Event
Subscription.

NOTE
Supported ResourceTypes are:-

n oo " oo

[ “Systems”, “Chassis”,"AccountService”,

“TelemetryService”, “Managers”, “EventService”,
“TaskService” ]

SubordinateResourc
esSupported

Boolean

True

Indicated Support the SubordinateResource property on
Event Subscription.

NOTE
Default value is false.

Actions

Object

True

The Actions object contains the available custom
actions on this resource like SubmitTestEvent or any
Oem Action.

Status

Object

True

Refer Section Resource for Resource.Oem.

NOTE
Health and HealthRollup is not applicable.

Subscriptions (N)

Object

True

This is a reference to a collection of Event Destination
resources. The value of this property shall contain the
link to a collection of type EventDestinationCollection.

ServerSentEventUri

String

True

Indicates the link to a URI for receiving Server-Sent Event
respresentation for the events.

SSEFilterPropertiesS
upported

Object

True

Set of properties that are supported in the Sfilter query
parameter for the ServerSentEventUri.

SSEFilterProperties Supported

EventFormatType true

Messageld true

MetricReportDefinition false

OriginResource true

RegistryPrefix true

ResourceType true

SubordinateResources false

SMTP

Object

True

Set of properties contain parameters for the SMTP
(Simple Mail Transfer Protocol) service.
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Name

Type

Read
Only

Description

Authentication

String

false

Property will Contain
Authentication
methods for SMTP
service. “Plain” and
“None” are available as
options.None is no
Authentication and
Plain is Basic
Authentication with
SMTP Server.

Setting this to "None”
does NOT Delete
“Username” and
“Password”
parameters.

ConnectionPro
tocol

String

false

Property Contains
Connection Protocols
for SMTP service.
“None”, “StartTLS”, and
“TLS_SSL" are possible
options.

None is for sending e-
mail over non secure
port.

TLS_SSL is for sending
e-mail over Secure Port
and StartTLS is for
sending e-mail over
TLS.

FromAddress

String

false

Property Contains The
Sender’s Address for
the SMTP service. This
can be a valid email
address. If
FromAddress is set in
Web, the FromAddress
input will be set for
both Primary and
Secondary. If Primary
OR Secondary
FromAddress is set in
Redfish the Web entry
will be updated. If
Primary AND
Secondary are set in
Redfish, Primary
FromAddress will be
set to Web.

Password

String

false

Property Contains the
password if
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“Authentication”
property in SMTP
service is “Plain”. This
will be displayed as
“null” for security
reasons, but the values
will be saved in the
backend. When
Authentication is set to
“None”, the value will
still exist in backend.

Port

Numb
er

false

Property contains the
Destination Port
number for the SMTP
service.

Secureport and
Smtpport, available in
the IPMI/Web
counterpart, are hidden
following DMTF spec.
By Default Secureport
is 465 and Smtpport is
25. If a PATCH
command is set with
“ConnectionProtocol”
as "TLS_SSL" then the
SecurePort is changed
when “Port” parameter
is changed. If the
PATCH is called when
“ConnectionProtocol”
is “StartTLS” or “None”,
the “Port” parameter
changes the Smtpport
value.

The "Port" parameter
has a value range of
0 to 65535, except
for ports 0, 20, 21, 22,
23,80, 161, 443, and
546.

ServerAddress

String

false

Property Contains the
Server Address for the
SMTP service. This can
be in IPv4 or IPv6
format.

ServiceEnable
d

Boole
an

false

Property controls
wheter or not the
SMTP service is
enabled or disabled.

Username

String

false

Property contains the
username if
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“Authentication”
property in SMTP
service is “Plain”.
When Authentication is
set to “None”, the value
will still exist in
backend.

PATCH
Request

PATCH https://{ip}}/redfish/v1/EventService
Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table Event Service Property for
which ReadOnly is False that can be sent as Request body in json format.

Example Request Body for Enabling or Disabling EventService :-

{
“ServiceEnabled” : true
}
Example Request Body for SMTP :-
{
“SMTP” : {
“Username” : “TestUser”,
“Password” : “admin234”,
“ServiceEnabled” : true,
“ServerAddress”: “172.31.1.23",
“Port” : 25,
“FromAddress” : “testuser@test.com”,
“Authentication” : “Plain”,
“ConnectionProtocol” : “None”
}
}
Response

POST

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and “Status Codes”.

SubmitTestEvent

SubmitTestEvent Action can be test with below any one of the Request body

options,

1. Eventld, EventTimeStamp, OriginOfCondition, Messageld, MessageArgs and
Severity.

2. Messageld

Eventld Id in String format

EventTimeStamp Should not be past or more than 2 minutes of BMC date time.

BMC date time available in /redfish/v1/Managers/{{Managers_Instance}} uri.

OriginOfCondition any valid Redfish URI.
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Messageld, MessageArgs and Severity - Can get these values from Registries URI,
https://{{ip}}/redfish/v1/Registries/{{Reqgistry_instance.json}}

Request

POST https://{{ip}}/redfish/v1/EventService/Actions/EventService.SubmitTestEvent
Content-Type:application/json

1. Eventld, EventTimeStamp, OriginOfCondition, Messageld, MessageArgs and Severity

Examples:

Base:

Messageld : Base.1.12.PropertyValueNotInList
MessageArgs : [ “Lit”, “IndicatorLED” ]
Severity : "Warning”

POST Request Body:

{
“EventTimestamp”: “2019-09-20723:04:09+02:00",

“Eventld”: “1",

“OriginOfCondition” : “/redfish/v1/Chassis/Self”,
“Messageld” : “Base.1.12.PropertyValueNotInList”,
“MessageArgs”:[ “Lit”, “IndicatorLED" ],

“Severity” : “Warning”

}

Security:

Messageld : Security.1.0.AccessDenied
MessageArgs : [ “Test” ]

Severity : “Critical”

POST Request Body:

{
“EventTimestamp” : “2019-09-20T723:04:09+02:00",

“Eventld” : “2”,

“OriginOfCondition” : “/redfish/v1/Chassis/Self”,
“Messageld” : “Security.1.0.AccessDenied”,
“MessageArgs” :[ “Test”],

“Severity” : “Critical”

}

2. Messageld

Examples:

EventLog:

Messageld : EventLog.1.0.ResourceAdded

POST Request Body:

{
“Messageld” : “EventLog.1.0.ResourceAdded”

}

IPMI:
Messageld : IPMI.1.0.CommandSpecific
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POST Request Body:

{
“Messageld” : “IPMI.1.0.CommandSpecific”

}

HttpStatus:
Messageld : HttpStatus.1.0.MethodNotAllowed

POST Request Body:
{
“Messageld” : “HttpStatus.1.0.MethodNotAllowed”
}
SyncAgent:
Messageld : SyncAgent.1.0.AddressOrigin
POST Request Body:
{
“Messageld” : “SyncAgent.1.0.AddressOrigin”
}
Task:
Messageld : Task.1.0.New
POST Request Body:
{
“Messageld” : “Task.1.0.New”
}
Response

The response status is 202 Accepted with the created Task Instance as the
response body. For Error Responses refer Section “Redfish Error Response” and

Section "Stause Codes”. Sample Response is as given below:
{

“@odata.context” : “/redfish/v1/Smetadata#Task.Task”,
“@odata.id” : “/redfish/v1/TaskService/Tasks/7",
“@odata.type” : “#Task.vi_4_2.Task”,
“Description” : “Task for EventService SubmitTestEvent Action”,
llldll 0 117"'
“Name” : “EventService SubmitTestEvent Action”,
“TaskState”: “New”,
“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1",
“TaskStatus” : “OK”

}

NOTE

and SNMPTrap SubscriptionType.

There is known limitation that Redfish APl SubmitTestEvent does not support SMTP protocol
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3.10.2 Event Subscription Collection

It displays a collection of ID’s subscribed to this Redfish EventService and conforms to the
Event Destination Collection Schema.

GET

Request
https://{{ip}}/redfish/v1/EventService/Subscriptions
Content-Type: application/json

Response
Please refer Section Collection for the JSON response properties.
POST

Request
https://{ip}}/redfish/v1/EventService/Subscriptions
Content-Type: application/json

Examples:

1. With Event Format Type, Registry Prefixes and Resource Types:

User can check the list of supported EventFormatType, RegistryPrefixes and
ResourceTypes values in https://{{ip}}/redfish/v1/EventService.

Request Body:
{
“Context” : “ABCDEFGH",
“Destination” : “http://10.0.145.99:5000/event”,
“EventFormatType” : “Event”,
“RegistryPrefixes” :[ “SyncAgent”, "Base”, “EventLog” ],
“ResourceTypes” :[ “Chassis”, “AccountService”, “Systems”, “EventService” ],
“Protocol” : “Redfish”,
“OriginResources” :[
{ “@odata.id” : “/redfish/v1/AccountService” }
|

}
Response Body:

{
“@odata.context” : “/redfish/v1/Smetadata#EventDestination.EventDestination”,
“@odata.etag” : “\"1583725738\"”,
“@odata.id” : “/redfish/v1/EventService/Subscriptions/1"”,
“@odata.type” : “#EventDestination.v1_6_0.EventDestination”,
“Context” : “ABCDEFGH",
“DeliveryRetryPolicy” : “TerminateAfterRetries”,
“Description” : “Event Subscription”,
“Destination” : “http://10.0.145.99:5000/event”,
“EventFormatType” : “Event”,
“Id”: 1,
“Name” : “Subscription 1”,
“OriginResources” :[

{ “@odata.id” : “/redfish/v1/AccountService” }
|

“OriginResources@odata.count” : 1,
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“Protocol” : “Redfish”,

“RegistryPrefixes” : [
“SyncAgent”,
“EventLog”,

“Base”

]

“ResourceTypes” : [
“EventService”,
“AccountService”,
“Chassis”,
“Systems”

]

“Status” : {

“Health” : “OK”,
“HealthRollup” : “OK”,
“State” : "Enabled”

)3

“SubordinateResources” : false

}

2. Without EventFormatType , RegistryPrefixes and ResourceTypes:

RegistryPrefixes, ResourceTypes values are empty or absent are accepted in POST call. In
this case service shall sent events to destination with any ResourceTypes or any
RegistryPrefixes.

If EventFormatType property was absent on POST call then default value will be Event.

Request Body:
i) Registry Prefixes & Resource Types are empty
{
“Context” : “ABCDEFGH",
“Destination” : “http://10.0.145.99:5000/event”,
“RegistryPrefixes” :[],
“ResourceTypes” [],
“Protocol” : “Redfish”

}

i) EventFormatType, ResgistryPrefixes & ResourceTypes are absent

{
“Context” : “ABCDEFGH",
“Destination” : “http://10.0.145.99:5000/event”,
“Protocol” : “Redfish”

}

Response Body:
{

“@odata.context” : “/redfish/v1/Smetadata#EventDestination.EventDestination”,
“@odata.etag” : "\"1583726231\"",

“@odata.id” : “/redfish/v1/EventService/Subscriptions/2”,

“@odata.type” : “#EventDestination.v1_6_0.EventDestination”,

“Context” : “ABCDEFGH",

“DeliveryRetryPolicy” : “TerminateAfterRetries”,

“Description” : “Event Subscription”,

“Destination” : “http://10.0.145.99:5000/event”,

“EventFormatType” : “Event”,

“Id”: 2,

“Name” : “Subscription 2”,
“Protocol” : “Redfish”,
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“Status” : {
“Health” : “OK”,
“HealthRollup” : “OK”,
“State” : "Enabled”

)

“SubordinateResources” : false

}

3. With SubscriptionType As “SNMPTrap”:
Traps are used when the device needs to alert the Network Management software of an
event without being polled. Traps ensure that the NMS gets the information if a certain
event occurs on the device that needs to be recorded without being polled by the NMS first.
Syntax of Destination Property:
SNMPv3 : “Destination” : “snmp:<snmp_bmc_username>//<destination_addr>",
SNMPv1/ SNMPv2c : “Destination” : “snmp://<destination_addr>" ,

NOTE

For SNMPv3, the username with snmp access should be given in the destination.

In the above example, the “snmp_bmc_username” is a user with SNMP access, from
whom the SNMPTrap will be triggered.

The destination_addr” is the destination IP, to which the Trap will be sent.

For “SNMPv1/ SNMPv2c”, the username should not be passed in the Destination.

In the existing design, though the value of DeliveryRetryPolicy is listed in the response, the
“DeliveryRetryPolicy” support is not available for SNMPTrap SubscriptionType.
DeliveryRetryPolicy functionalities will not be working of SNMPTrap SubscriptionType. So
ResumeSubscription URL action will not be listed for SuspendRetries.

i) Request body of SNMPTrap version-1:
{

Y7

“Context” : “Event_Test”,

“Destination” : “snmp://10.0.125.169",

“EventFormatType” : “Event”,

“RegistryPrefixes” :[ “EventLog”, “SyncAgent”, “Security”, "IPMI”, “HttpStatus”, “Base” ],

2 2 77]

“ResourceTypes” :[ “Systems”, “Chassis”, “AccountService”, “TelemetryService”, “Managers”,
“EventService” ],

“Protocol” : “SNMPv1”,

“SubscriptionType” : “SNMPTrap”

}

Response Body of SNMPTrap version-1:
{

“@odata.context” : “/redfish/v1/Smetadata#EventDestination.EventDestination”,
“@odata.etag”: "\"1616755330\"",

“@odata.id” : “/redfish/v1/EventService/Subscriptions/2"”,

“@odata.type” : “#EventDestination.v1_7_0.EventDestination”,

Y7

“Context”: “Event_Test”,

“DeliveryRetryPolicy” : “TerminateAfterRetries”,
“Description” : “Event Subscription”,
“Destination” : “snmp://10.0.125.169",
“EventFormatType” : “Event”,
“Id”: 2,
“Name” : “Subscription 2”,
“Protocol” : “SNMPv1”,
“RegistryPrefixes” : [

“IPMI”,

“SyncAgent”,
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“EventLog”,
“Base”,
“Security”,
“HttpStatus”

]

“ResourceTypes” : [
“Systems”,
“TelemetryService”,
“Chassis”,
“EventService”,
“AccountService”,
“Managers”

]

“Status” : {

“Health” : “OK”,
“HealthRollup” : “OK”,
“State” : "Enabled”

)
“SubordinateResources” : false,
“SubscriptionType” : “SNMPTrap”

}
i) Request body of SNMPTrap version-2:

{
“Context” : “Event_Test”,
“Destination” : “snmp://10.0.125.169”,
“EventFormatType” : “Event”,
“RegistryPrefixes” :[ “EventLog”, “SyncAgent”, “Security”, “IPMI”, “HttpStatus”, “Base” ],
“ResourceTypes” :[ “Systems”, “Chassis”, “AccountService”, “TelemetryService”, “Managers”,
“EventService” ],
“Protocol” : “SNMPv2c”,
“SubscriptionType” : “SNMPTrap”

}

Response Body of SNMPTrap version-2:
{
“@odata.context” : “/redfish/v1/Smetadata#EventDestination.EventDestination”,
“@odata.etag”: “\"1616755368\"”,
“@odata.id” : “/redfish/v1/EventService/Subscription3”,
“@odata.type” : "#EventDestination.v1_7_0.EventDestination”,
“Context” : “Event_Test”,
“DeliveryRetryPolicy” : “TerminateAfterRetries”,
“Description” : “Event Subscription”,
“Destination” : “snmp://10.0.125.169”,
“EventFormatType” : “Event”,
“Id”: 3,
“Name” : “Subscription 3",
“Protocol” : “"SNMPv2c”,
“RegistryPrefixes” : [
“IPMI”,
“SyncAgent”,
“EventLog”,
“Base”,
“Security”,
“HttpStatus”
l

“ResourceTypes”: [
“Systems”,
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“TelemetryService”,
“Chassis”,
“EventService”,
“AccountService”,
“Managers”

]

“Status” : {
“Health” : “OK”,
“HealthRollup” : “OK”,
“State” : “Enabled”

)3

“SubordinateResources” : false,

“SubscriptionType” : “SNMPTrap”

}

iii) Request body of SNMPTrap version-3:
{

“Context” : “Event_Test”,
“Destination” : “snmp://10.0.125.169”,
“EventFormatType” : “Event”,
“RegistryPrefixes” :[ “EventLog”, “SyncAgent”, “Security”, “IPMI”, “HttpStatus”, “Base” ],
“ResourceTypes” :[ “Systems”, “Chassis”, “AccountService”, ”
“EventService” ],
“Protocol” : “"SNMPv3”,

“SubscriptionType” : “SNMPTrap”

" oo

TelemetryService”, “Managers”,

}

Response Body of SNMPTrap version-3:
{
“@odata.context” : “/redfish/v1/Smetadata#EventDestination.EventDestination”,
“@odata.etag”: “\"1616755368\"",
“@odata.id” : “/redfish/v1/EventService/Subscriptions/4”,
“@odata.type” : "#EventDestination.v1_7_0.EventDestination”,
“Context” : “Event_Test”,
“DeliveryRetryPolicy” : “TerminateAfterRetries”,
“Description” : “Event Subscription”,
“Destination” : “snmp://10.0.125.169”,
“EventFormatType” : “Event”,
“Id”: 4,
“Name” : “Subscription 4",
“Protocol” : "SNMPv3c”,
“RegistryPrefixes” : [
“IPMI”,
“SyncAgent”,
“EventLog”,
“Base”,
“Security”,
“HttpStatus”
]
“ResourceTypes”: [
“Systems”,
“TelemetryService”,
“Chassis”,
“EventService”,
“AccountService”,
“Managers”
]
“Status” : {
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“Health” : “OK”,
“HealthRollup” : “OK”,
“State” : “Enabled”

)

“SubordinateResources” : false,
“SubscriptionType” : “SNMPTrap”
}

Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created EventDestination Entity as given below. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.
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3.10.3 Event Subscription

This resource shall be used to represent resources that represent the Event Subscriptions
and conforms to the Event Destination Schema.

GET
Request

GET https://{{ip}}/redfish/v1/EventService/Subscriptions/{{Subscriptions_instance}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table:-

Table 128 Event Subscription Pro

perties

Name

Type

Read Only

Description

@odata.context

String

True

Refer Section ODATA Properties

@odata.id

String

True

Refer Section ODATA Properties

@odata.type

String

True

Refer Section ODATA Properties

@odata.etag

String

True

Refer Section ODATA Properties

Oem

Object

Refer Table Resource Complex Types under
Section Resource.
NOTE
This property will be a part of JSON response
only if an oem property is implemented
according to “How to Add OEM extensions”
document.

1d(M)

String

True

Resource ldentifier

Name(M)

String

True

Name of the Resource

Description

String

True

Provides description of the resource. Refer
Section Resource

Destination

String

True

This property shall contain a URI to the
destination where the events will be sent.

Context

String

False

A client-supplied Description that is stored with
the event destination subscription. This property
shall contain a client supplied context that will
remain with the connection through the
connections lifetime.

SubscriptionType

String

True

The value of this property shall indicate the type
of subscription for events. If this property is not
present, the SubscriptionType shall be assumed
to be "RedfishEvent”.
“RedfishEvent” SubscriptionType indicates that
the subscription follows the Redfish
specification for event notifications, which is
done by a service sending an HTTP POST to the
subscriber’s destination URI.
NOTE
When the value is "SNMPTrap”, then traps will
be sent to destination address on an redfish
event.
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Protocol

String

True

The protocol type of the event connection. This
property shall contain the protocol type that the
event will use for sending the event to the
destination.
NOTE
The value “Redfish” shall be used to indicate
that the event type shall adhere to that defined
in the Redfish specification. The value “SMTP”
means the events will be sent as e-mail to the
configured SMTP Server:
The value “SNMPv3”, “SNMPv1” or
"SNMPv2c"” specifies the SNMPTrap version.
The allowable values are “Redfish”, “SMTP”,
"SNMPv3”, “SNMPv2c”, "SNMPv1”.

Messagelds

Array

True

A list of Messagelds that the service will only
send. If this property is absent or the array is
empty, then Events with any Messageld will be
sent to the subscriber.

OriginResources

Array

True

A list of resources for which the service will only
send related events. If this property is absent or
the array is empty, then Events originating from
any resource will be sent to the subscriber.
NOTE
This Property will be present only mentioned
during Subscription creation.

OriginResources@odata.

count

Number

True

The number of items in a collection.

NOTE

This Property will be present only mentioned
during Subscription creation.

Actions

Object

True

This object will contain the actions for this
resource under Oem property if any.

SubordinateResources

Boolean

True

This property specifying OriginResources when
set to true.

NOTE

Default value is false.

EventFormatType

String

True

This property shall contain the types of
message that willl be sent to the Event
destination.

Enum Description

The Subscription destination will
receive JSON bodies as
MetricReport format only when
MetricReport | the TelemetryService has
generated a new Metric Report
or updated an existing Metric
Report.

The Subscription destination will
receive JSON bodies as Event
format for all other types of
Events.

Event

RegistryPrefixes

Array

True

A list of Prefixes for the Message Registries that
contain the Messagelds.
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ResourceTypes

Array

True

A list of Resource type values that corresponds
to the OriginOfCondition.

Status

Object

True

Refer Section Resource for Resource.Oem.

NOTE

State will be changed to Dissabled and Health
and HealthRollup to Critical when the
subscription get’s Suspended.

MetricReportDefinitions

Array

True

This property shall specify an array of metric
report definitions that are the only allowable
generators of metric reports for this
subscription. Metric reports originating from
metric report definitions not contained in this
array shall not be sent to the subscriber. If this
property is absent or the array is empty, the
service shall send metric reports originating
from any metric report definition to the
subscriber.

NOTE

This property will be allowed only if the
EventFormatType is MetricReport. Also the
Metric Report Definition must have the
ReportAction as RedfishEvent.

DeliveryRetryPolicy

String

False

This property shall indicate the subscription
delivery retry policy for events where the
subscription type is RedfishEvent.

If this property is not present, the policy shall be
assumed to be TerminateAfterRetries.

NOTE

This property will be available in the response
even though this support is not available for
SNMPTrap Subscription Type, this property
only support if Subscription Type is
“RedfishEvent”

Enum Description

The subscription is not
suspended or terminated, and
attempts at delivery of future
events shall continue even
after the after the maximum
number of retries is reached.

RetryForever

The subscription is
suspended after the
maximum number of retries is
reached.

SuspendRetries

The subscription is
terminated after the
TerminateAfter | maximum number of retries is
Retries reached.The subscription will
get deleted after the retry
attempts.
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PATCH
Request

PATCH https://{{ip}}/redfish/v1/EventService/Subscriptions/{{Subscriptions_instance}}
Content-Type: application/json
Request Body

Please refer to the properties that are patchable in Properties for which ReadOnly is
False that can be sent as Request body parameters in json format.

Example Requset Body:-
{
“Context” : “Event_1"
}
Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.

DELETE

Request

DELETE  https://{ip}}/redfish/v1/EventService/Subscriptions/{{Subscriptions_instance}}
Content-Type: application/json

Response

The response status is 204 and no response body. For Error Responses refer
Section “Redfish Error Response” and Section “Status Codes”.

POST

This action shall resume a suspended event subscription, which affects the
subscription status.

This action link is shown in the subscriptions instance only when the subscription
gets suspended.

Request

POST

https://{{ip}}/redfish/v1/EventService/Subscriptions/{{Subscriptions_instance}}/Actions/EventDestin
ation.ResumeSubscription

Request Body

This action does not require any request body. Even if the request body is supplied,
it will not be validated.

Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.
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3.11 Task Service API

3.11.1 Task Service

This resource shall be used to represent a task service for a Redfish implementation. It
represents the properties for the service itself and has links to the actual list of tasks.
GET

Request
https://{ip}}/redfish/v1/TaskService

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 129 Task Service Property

Read

Name Type Only Description
@odata.context String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Resource Complex Types under Section Resource.
NOTE
Oem Object This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
I . Provides description of the resource. Refer Section
Description String True
Resource

The value of this property shall indicate how completed
tasks are handled should the task service need to track
more tasks.

CompletedTaskOver String True | Enum Description

WritePolicy(C) Completed tasks are not automatically

Manual )
overwritten.

Oldest Oldest completed tasks are overwritten.

The current DateTime value for the TaskService, with

DateTime String True offset from UTC, in Redfish Timestamp format.

The value of this property, if set to true, shall indicate
LifeCycleEvent Boolean | True that the service shall send a Life Cycle event to Listener
OnTaskStateChange Destinations registered for such events upon change of

task state

Service Enabled(C) | Boolean | True | This indicates whether this service is enabled.

Refer Section Resource for Resource.Oem.

Status Object True NOTE
HealthRollup is not applicable.
Tasks Object True | The value of this property shall be a link to a resource of
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type Task Collection.

This object will contain the actions for this resource

Actions Object True under Oem property if any.

3.11.2 Task Collection

It displays the collection of links to each task.
GET
Request
https://{{ip}}/redfish/v1/TaskService/Tasks
Content-Type: application/jsonAccounts
Response

Please refer Section Collection for the JSON response properties.

3.11.3 Task

This URI represents the details of the task created. Check the response for its attributes.
GET

Request

https://{{ip}}/redfish/v1/TaskService/Tasks/{{task_instance}}
Content-Type: application/json

Response

The Response Status Code will be 200 OK, irrespective of the Task State and the
Response Body of the request will be in JSON format. The properties of the
Response Body are mentioned in the following table:

Table 130 Task Property

Name Type 327; Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True | Refer Section ODATA Properties

@odata.type String True | Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE : .
This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.

Id(M) String True | Resource Identifier

Name(M) String True | Name of the Resource

Description String True Provides description of the resource. Refer Section
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Resource

TaskState

String

True

The value of this property shall indicate the state of the

task.

Enum

Description

New

New shall be used to indicate that the task is
a new task which has just been instantiated
and is in the initial state and indicates it has
never been started.

Starting

Task is starting. Starting shall be used to
indicate that the task is moving from the
New, Suspended, or Service states into the
Running state.

Running

Task is running normally. Running shall be
used to indicate that the Task is running.

Suspended

Task has been suspended. Suspended shall
be used to indicate that the Task is stopped
(e.g., by a user), but can be restarted in a
seamless manner.

Interrupted

Task has been interrupted. Interrupted shall
be used to indicate that the Task was
interrupted (e.g., by a server crash) in the
middle of processing, and the user should
either re-run/restart the Task.

Pending

Task is pending and has not started. Pending
shall be used to indicate that the Task has
been queued and will be scheduled for
processing as soon as resources are
available to handle the request.

Stopping

Task is in the process of stopping. Stopping
shall be used to indicate that the Task is in
the process of moving to a Completed, Killed,
or Exception

state.

Completed

Task has completed. Completed shall be
used to indicate that the task has completed
normally.

Killed

Task was terminated. Killed shall be used to
indicate that the task has been stopped by a
Kill state change request (non-graceful
shutdown).

Exception

Task has stopped due to an exception
condition.

Exception shall be used to indicate that the
Task is in an abnormal state that might be
indicative of an error condition.

Service

Task is running as a service. Service shall be
used to indicate that the Task is in a state
that supports problem discovery, or
resolution, or both. This state is used when a
corrective action is possible.

Cancelling

Task is in the process of being cancelled.
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Task has been cancelled by an operator or
internal process.It will show reason for
Cancelled cancellation. For Error Responses refer
Section "Redfish Error Response” and
Section "Status Codes”.

StartTime

String

True

The date-time stamp that the task was last started. The
value of this property shall indicate the time the task was
started.

EndTime

String

True

The value of this property shall indicate the time the task
was completed.

TaskStatus

String

True

The value of this property shall be the completion status of
the task, as defined in the Status Section of the Redfish
specification and shall not be set until the task has
completed.

Messages

Array

True

This is an array of messages associated with the task.

Actions

Object

True

This object will contain the actions for this resource under
Oem property if any.

HidePayload

Boolean

True

If value of this property is true will hide the contents of the
Payload otherwise the Payload contents can be returned
normally.

NOTE
North Bound Support only available.

PercentComplete

Interger

True

Completion percentage of this Task.

NOTE
North Bound Support only available.

Payload

Object

True

Refer Below table for Payload property details.

NOTE
North Bound Support only available.

TaskMonitor

String

True

This property shall contain a URI to Task Monitor for the
corresponding task as defined in the Redfish Specification.

Table 131 Payload Properties

Read A
Name Type Only Description
HttpHeaders Array True HTTP Headers used in the execution of this Task.
HttpOperation String True HTTP Operation to execution for this Task.
JsonBody String True JSON Payload used for this Task.
TargetUri String True URI of the Target for this Task.
DELETE
Request
DELETE https://{{ip}}/redfish/v1/TaskService/Tasks/{{task_instance}}
Content-Type: application/json
Response

The response status is 204 and no response body. For Error Responses refer
Section “Redfish Error Response” and Section “Status Codes”.
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3.11.4 Task Monitor

Services that support asynchronous operations implement the Task Service and Task
resources. The Task Service resource describes the service that handles task. It contains a
resource collection of zero or more Task resources. The Task resource describes a long-
running operation that is spawned when a request takes longer than a few seconds, such
as when a service is instantiated. The Task schema defines task structure, including the
start time, end time, task state, task status, and zero or more task-associated messages.
Each task has several possible states. The Task schema defines the exact states and their
semantics.

*  The Task Monitor is an opaque service-generated URI that the client who initiates the
request can use. It is complaint with the Task Instance Schema.

 When aclient issues a request for a long-running operation, the service returns the
HTTP 202 Accepted status code and a Location header that contains the URI of the
Task Monitor and, optionally, the Retry-After header that defines the amount of time
that the client should wait before querying the status of the operation.

Fore.g.,
https://{{ip}}/redfish/v1/TaskService/TaskMonitors/{{Task_Monitor_Instance}}

*  The Task Monitor Instance will internally create a Task Instance and both the
instances will have the same Identification Index i.e., Id attribute will have the same
value.

For e.g., https://{{ip}}/redfish/v1/TaskService/Tasks/1
https://{{ip}}/redfish/v1/TaskService/TaskMonitors/1

* To query the status of an operation and determine when the operation has been
completed and whether it succeeded, the client can either perform a GET request on
the Task Monitor Instance URI or the Task Instance URI.

*  GET requests to either the Task Monitor Instance, or the Task Instance shall return the
status of the operation without blocking. The GET response of the Task Monitor
Instance URI is going to be dependent on the state of the requested operation, as well
as the type of operation itself.

*  When the client queries the Task Monitor URI, the service will continue to return the
HTTP 202 Accepted status code until the operation is in process. The 202 Accepted
response body should contain an instance of the Task resource that describes the
state of the task.

*  When the client queries the Task Instance URI, the service will return the HTTP 200
Accepted status code and this resource describes the current state of the task. The
response will contain an attribute named “TaskMonitor” which will list the
corresponding Task Monitor Instance as shown below.
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{

“"@odata.context”: "/redfish/vl/$metadata#Task.Task",

“@odata.etag”: "\"1665132218\"",

"@odata.id": "/redfish/vl/TaskService/Tasks/5",

"@odata.type”: "#Task.vl_4_2.Task"

"Description™: "Task for TelemetryService SubmitTestMetricReport Action”

"EndTime": "2022-10-87T04:43:33-04:00",

“Id": "5,

“Messages”: [

1
"@odata.type”: "#Message.vl_@_8.Message”,
"Message”: "No Active Event Subscriptions are present and hence the SubmitTestMetricReport Action failed.”,
“"Messageld”: “Ami.l.@.NoActiveSubscriptionPresent”,
"Resolution”: "Create an Event Subscription of EventFormatType Event/MetricReport and resubmit the SubmitTestEvent/SubmitTestMetricReport
Action reguest.”,
"Severity": "Warning"
}

I

“Name"”: "TelemetryService SubmitTestMetricReport Action”,

"StartTime": "2822-10-087T@4:43:38-04:08",

"TaskMonitor™: "/redfish/v1/TaskService/TaskMonitors/5"

"TaskState": “"Exception”,

"TaskStatus": "Warning"”

¥

If a service supports cancellation of a task, it shall have DELETE in the Allow header
for the Task Monitor Instance URI.

To cancel the operation, the client may either perform a DELETE on the Task Monitor
Instance URI or the Task Instance URI. In case DELETE is possible, both the Task
Monitor Instance and the corresponding Task Instance will be deleted.

If the Task has already started running, then DELETE may fail stating the
corresponding reasons, like the implementation for the Task Instance Resource.

A subsequent GET request on the Task Monitor Instance URI or the Task Instance URI
returns the HTTP 404 Not Found status code.

After the operation has been completed, the task monitor shall return the appropriate
HTTP status code, such as but not limited to 200 OK for most operations or 204 No
Content or 201 Created for POST to create a resource in the case of success or 400
Bad Request in the case of failure with the appropriate error response body.

The headers and response body will be that of the initial operation, as if it had
completed synchronously as explained in Section 3.11.4.1. For e.qg., if the original
operation was a PATCH on a Computer System resource, the response body would
contain the updated Computer System resource. Another example is if the original
operation was the GenerateCSR action in the CertificateService, the response body in
this case would contain the action response body for GenerateCSR.

Once the operation has been completed, and the client issues a GET call to the Task
Monitor Instance, the client will be able to see the response of the Task Monitor
Instance and the Task Monitor Instance will then be deleted.
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GET ~ https://{{ip}}/redfish/v1/TaskService/TaskMonitors/5 Send

Params Authorization ® Headers (7) Body Pre-request Script Tests @ Settings Cookies
Body Cookies Headers (6) Test Results (3/7) @:" Status: 400 Bad Request Time: 1061 ms Size: 815B Save Response |
Pretty Raw Preview Visualize JSON ~ = (e} Q
10
2 “error": {
3 "@Message.ExtendedInfo”: [
4 {
5 "@odata.type”: "#Message.vl @ 8.Message",
6 "Message”: "MNo Active Event Subscriptions are present and hence the SubmitTestMetricReport Action failed.™,
7 “"Messageld”: “Ami.l.@.NoActiveSubscripticnPresent”,
8 "Resoluticn": "Create an Event Subscription of EventFormatType Event/MetricReport and resubmit the SubmitTestEvent/SubmitTestMetricReport
Action reguest.”,
9 “Severity”: "Warning”
18 }
1 1,
12 “code": "Ami.1.@.NoActiveSubscriptionPresent”,
13 "message”: "No Active Event Subscriptions are present and hence the SubmitTestMetricReport Action failed.”
14 }
15 i
GET ~  https://{{ip}}/redfish/v1/TaskService/TaskMonitors/5 Send N
Params Authorization Headers (7) Body Pre-request Script Tests ® Settings Cookie
Body Cookies Headers (5) Test Results (2/7) ’\7:2 Status: 404 Not Found Time: 1061 ms Size: 768 B Save Response
Pretty Raw Preview Visualize JSON = )} Q|
1
2 "error": {
3 "@Message.ExtendedInfo”: [
4 t
5 “@odata.type”: "#Message.vl @ 8.Message”,
b “"Message”: "The resource at the URI ' /redfish/vl/TaskService/TaskMonitors/5" was not found.”™,
7 "MessageArgs”: [
8 “/redfish/vl/TaskService/TaskMonitors/5"
9 i
1@ "Messageld”: "Base.l.12.ResourceMissingAtURI",
11 "Resoluticn": "Place a valid resource at the URI or correct the URI and resubmit the request.”,
12 "Severity": "Critical"
13 H
14 1,
15 “code”: "Base.l.12.GeneralError”,
16 "message”: "A general error has occurred. See Resolution for information on how to resolve the error, or @Message.ExtendedInfo if Resolution is

not provided.™
17 1
18

As a result of this, the Task Monitor attribute will not be listed under the
corresponding Task Instance Resource.

"@odata.context": "/redfish/vl/$metadata#Task.Task",
“@odata.etag”: "\"1665132218\"",

"@odata.id": "/redfish/vl/TaskService/Tasks/5",
"@odata.type”: "#Task.vl 4 2.Task",

"Description”: "Task for TelemetryService SubmitTestMetricReport Action”,
"EndTime": "2022-10-07T@4:43:33-04:00Q",
“Id": "5",
"Messages": [
{
“Eodata.type”: "#Message.vwl ©_8.Message",
"Message”: "No Active Event Subscriptions are present and hence the SubmitTestMetricReport Action failed.”,
"MessageId": "Ami.l.@.NoActiveSubscriptionPresent”,
“Resclution”: "Create an Event Subscription of EventFormatType Event/MetricReport and resubmit the SubmitTestEvent/SubmitTestMetricReport

Action reguest.”,

"Severity”: "Warning"

B

“"Name™”: “"TelemetryService SubmitTestMetricReport Action”,
“StartTime": "2022-19-87T04:43:38-04:00",

“TaskState": "Exception”,

"TaskStatus": "Warning"
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However, it will be listed under the Task Collection as shown below:

GET https:// fredfish/v1/TaskService/Tasks
Params Authorization » Headers (7) Body Pre-request Script Tests @ Settings
Body Cookies Headers (13) Test Results (6/7)
Pretty Raw Preview Visualize JSON =
1t
2 "@odata.context": "/redfish/vl/$metadata#TaskCollection.TaskCollection”,
3 "@odata.etag”: "\"1665132528\"",
4 "@odata.id": "/redfish/v1/TaskService/Tasks",
5 "@odata.type"”: "#TaskCollection.TaskCollection”,
6 "Description”: "Task Collection”,
7 "Members™: [
8 {
9 "@odata.id": "/redfish/vl/TaskService/Tasks/4"
10 L
11 i
12 "@odata.id": "/redfish/vl/TaskService/Tasks/5"
13 1
14 i
15 "@odata.id": “/redfish/vl/TaskService/Tasks/6"
16 1
17 1,
13 "Members@odata.count™: 3,
19 "Name™: “Task Collection”
@}

fii

,  Status: 200 OK

The Task Monitor is not a resource in the model, much like other special URIs like
action URIs, binary data referenced by Assembly, and the multipart update URI. The
details are defined in the specification since the Task Monitor doesn't follow typical

CRUD semantics that map to all other resources.

3.11.4.1 Task Monitor based Redfish/OEM Actions

All Redfish/OEM Actions which may require more time for execution needs to be
performed asynchronously so that the other Redfish Requests do not have to deal with a
waiting period. To achieve asynchronous behavior, these actions are performed with the
help of the Task Service Daemon, which will execute the Tasks in the background. These
actions need to pass through the Task Monitor, which helps in providing a better sort-
ofinterface as compared to the Task Instance. The below mentioned Redfish/OEM Actions
are Task Monitor based.
The response codes mentioned against each of the below Redfish/OEM Action URL
denotes the HTTP Status Code for the Task Monitor URI once the corresponding Task has
finished execution or got terminated due to some error. Until the corresponding Task has
not completed, the Task Monitor URI will always return a 202 Accepted Status Code. The
202 Accepted response body will contain an instance of the Task resource that describes
the state of the task.

3.11.4.1.1 Reset Actions

- POST https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Actions/Chassis.Reset -

300




204 No Content / 400 Bad Request with Error Response

- POST
https://{{ip}}/redfish/v1/Managers/{{managers_instance}}/Actions/Manager.Reset -
204 No Content / 400 Bad Request with Error Response

- POST
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Actions/ComputerSystem.Res
et - 204 No Content / 400 Bad Request with Error Response

3.11.4.1.2 Log Service Actions

- POST
https://{{ip}}/redfish/v1/Managers/{{managers_instance}}/LogServices/SEL/Actions/
LogService.ClearLog - 204 No Content / 400 Bad Request with Error Response

- POST
https://{{ip}}/redfish/v1/Managers/{{managers_instance}}/LogServices/AuditLog/Act
ions/LogService.ClearLog - 204 No Content / 400 Bad Request with Error Response

- POST
https://{{ip}}/redfish/v1/Managers/{{managers_instance}}/LogServices/EventLog/Act
ions/LogService.ClearLog - 204 No Content / 400 Bad Request with Error Response

- POST
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/LogServices/Logs/Actions/Log
Service.ClearLog - 204 No Content / 400 Bad Request with Error Response

- POST
https://{{ip}}/redfish/v1/Systems/{{systems_instance}}/LogServices/BIOS/Actions/L
ogService.ClearLog - 204 No Content / 400 Bad Request with Error Response

- POST
https://{{ip}}/redfish/v1/TelemetryService/LogService/Actions/LogService.ClearLog -
204 No Content / 400 Bad Request with Error Response

3.11.4.1.3 Upadate Service Actions

- POST https://{{ip}}/redfish/v1/UpdateService/Actions/SimpleUpdate - 200 OK / 400
Bad Request with Error Response
GET https://{{ip}}/redfish/v1/TaskService/TaskMonitors/{{Task_Monitor_Instance}}
In the case of 200 OK, the response body would be as shown below:
{ "error": {
"@Message.Extendedinfo": [
{ "@odata.type": "#Message.v1_0_8.Message’,
"Message": "Task /redfish/v1/UpdateService/Actions/SimpleUpdate has completed.”,
"MessageArgs": [
"/redfish/v1/UpdateService/Actions/SimpleUpdate”
]

"Messageld": "Task.1.0.Completed",
"Resolution": "None",
"Severity": "OK"

B

{
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"@odata.type": "#Message.v1_0_8.Message’,

n,on

"Message": "Action /redfish/v1/UpdateService/Actions/SimpleUpdate firmware update is
completed.”,

"MessageArgs”: [
"/redfish/v1/UpdateService/Actions/SimpleUpdate”
l

"Messageld": "UpdateService.1.0.FirmwareUpdateCompleted",
"Resolution”: "None”,

"Severity": "OK"
)
l

‘code": "Base.1.12.GeneralError”,

n,on

‘message": "A general error has occurred. See Resolution for information on how to resolve
the error, or @Message.ExtendedInfo if Resolution is not provided."

}
)

- POST https://{{ip}}/redfish/v1/UpdateService/upload - 200 OK / 400 Bad Request
with Error Response

GET https://{{ip}}/redfish/v1/TaskService/TaskMonitors/{{Task_Monitor_Instance}}

In the case of 200 OK, the response body would be as shown below:
{

"error":

"@Message.Extendedinfo": [
{

"@odata.type": "#Message.v1_0_8.Message’,

n,on

"Message": "Task /redfish/v1/UpdateService/upload has completed.”,
"MessageArgs": [
"/redfish/v1/UpdateService/upload”
]I
"Messageld": "Task.1.0.Completed",
"Resolution”: "None”,
"Severity": "OK"

"@odata.type": "#Message.v1_0_8.Message’,
"Message": "Action /redfish/v1/UpdateService/upload firmware update is completed.”,
"MessageArgs": [
"/redfish/v1/UpdateService/upload”
l
"Messageld": "UpdateService.1.0.FirmwareUpdateCompleted",
"Resolution”: "None”,
"Severity": "OK"
}
]l n,on

‘code": "Base.1.12.GeneralError”,

n,on

'message": "A general error has occurred. See Resolution for information on how to resolve the
error, or @Message.Extendedinfo if Resolution is not provided."

}
}
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3.11.4.1.4 Event Action - SubmitTestEvent

- POST https://{{ip}}/redfish/v1/EventService/Actions/EventService.SubmitTestEvent -
204 No Content / 400 Bad Request with Error Response

3.11.4.1.5 Telemetry Action - SubmitTestMetricReport

-POST
https://{{ip}}/redfish/v1/TelemetryService/Actions/TelemetryService.SubmitTestMetri
cReport - 204 No Content / 400 Bad Request with Error Response

3.11.4.1.6 Ethernet Interface Instance Patch

- PATCH
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/Ethernetinterfaces/{{manag
er_ethifc_instance}} - 200 OK / 400 Bad Request with Error Response

GET https://{{ip}}/redfish/v1/TaskService/TaskMonitors/{{Task_Monitor_Instance}}
In the case of 200 OK, the response body would contain the updated Ethernet
Interface Instance resource.

3.11.4.1.7 Virtual Media Action

- POST
https://{{ip}}/redfish/v1/Managers/{{managers_instance}}/VirtualMedia/{{CD_instanc
e}}/Actions/VirtualMedia.lnsertMedia - 200 OK / 400 Bad Request with Error
Response
GET https://{{ip}}/redfish/v1/TaskService/TaskMonitors/{{Task_Monitor_Instance}}
In the case of 200 OK, the response body would be as shown below:
{
"error": {
"@Message.Extendedinfo": [
{
"@odata.type": "#Message.v1_0_8.Message",
"Message": "InsertMedia action has been initiated successfully. Please allow up to 4-5 secs
and verify the value of Inserted property in /redfish/v1/Managers/Self/VirtualMedia/CD1 instance”,
"MessageArgs”: [
"InsertMedia”,
‘Inserted”,
"/redfish/v1/Managers/Self/VirtualMedia/CD1"

]

"Messageld": "Ami.1.0.DelaylnActionCompletion”,
"Resolution": "Check the property value update after 4-5 seconds’,
"Severity": "OK"
)
l
“‘code”: "Ami.1.0.DelaylnActionCompletion’,
'message": "InsertMedia action has been initiated successfully. Please allow up to 4-5 secs and
verify the value of Inserted property in /redfish/v1/Managers/Self/VirtualMedia/CD1 instance"
}
)
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3.11.4.1.8 Account Service Active Directory and LDAP Patch

- PATCH https://{{ip}}/redfish/v1/AccountService - 200 OK / 400 Bad Request with
Error Response

GET https://{{ip}}/redfish/v1/TaskService/TaskMonitors/{{Task_Monitor_Instance}}
In the case of 200 OK, the response body would contain the updated Account Service
resource.

3.11.4.1.9 Managers Network Protocol Patch

- PATCH https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/NetworkProtocol -
202 OK / 400 Bad Request with Error Response

GET https://{{ip}}/redfish/v1/TaskService/TaskMonitors/{{Task_Monitor_Instance}}

In the case of 200 OK, the response body would contain the updated Network Protocol
resource.

3.11.4.1.10 Systems Instance IndicatorLED, PowerRestorePolicy Patch

- PATCH https://{{ip}}/redfish/v1/Systems/{{system_instance}} - 200 OK / 400 Bad
Request with Error

Response

GET https://{{ip}}/redfish/v1/TaskService/TaskMonitors/{{Task_Monitor_Instance
In the case of 200 OK, the response body would contain the updated Systems
Instance resource.
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3.12 JsonSchemas API
3.12.1 JSON Schema file collection

It displays the collection of links to each schema hosted locally for the OEM
JSONSchemafFiles.

GET

Request

https://{{ip}}/redfish/v1/JsonSchemas
Content-Type: application/json

Response
Please refer Section Collection for the JSON response properties.

JsonSchemaFile
This is the schema definition for the Schema File locator resource. This resource
shall be used to represent the Schema File locator resource for a Redfish
implementation.
Eg: /redfish/v1/JsonSchemas/Configurations.v1_0_0 represents the odata.id link to
the Configurations Schema.

GET

Request
https://{ip}}/redfish/v1/JsonSchemas/<json_schema_name>

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

Table 132 JSON Schema file Property

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String | True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.

Oem Object NOTE

This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.

Id(M) String | True Resource Identifier
Name(M) String | True Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
Languages(M) Array True The value of this property shall be a Description

consisting of an RFC 5646 language code.
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The value of this property shall be the value of the
@odata.type property for that schema and shall

Schema (M) String | True conform to the syntax specified in the Redfish
specification for the Type property.
Location (M) Arra True Location information for this schema file. Refer Table
y JSON Schema File Location Property.
Actions Object | True This object will contain the actions for this resource

under Oem property if any.

Table 133 JSON Schema Fil

e Location Property

Name Type Read Only | Description

Language String True The language code for the file the schemais in.
Link to locally available URI for schema. The value of
this property shall be a URI co-located with the
Redfish service that specifies the location of the

Uri String True schema file. This property shall only be used for

individual schema files. The file name portion of the
URI shall conform to the format
[SchemaType].[MajorVersion].[MinorVersion].json and
be in conformance with the Redfish specification.
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3.13 Session Service API

3.13.1 Session Collection

It displays the collection of links to each session.
GET
Request

https://{ip}}/redfish/v1/SessionService/Sessions
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

POST [Creating new Session]
Request
POST https://{{ip}}/redfish/v1/SessionService/Sessions
Content-Type: application/json

Example POST Request:
{

“UserName” : “Administrator”,
“Password” : “superuser”

}
Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created Session. For Error Responses refer Sectioin
“Redfish Error Response” and Section “Status Codes”.

3.13.2 Session Service

This resource shall be used to represent the Session Service Properties for a Redfish
implementation. It represents the properties for the service itself and has links to the
actual list of sessions.

GET

Request

https://{ip}}/redfish/v1/SessionService
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table
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Table 134 Session Service Property

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties

Refer Table Resource Complex Types under
Section Resource.

NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented
according to “"How to Add OEM extensions”

document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource

Provides description of the resource. Refer

Description String True Section Resource

Refer Section Resource for Resource.Oem.
Status Object True NOTE
HealthRollup is not applicable.

This indicates whether this service is enabled.

ServiceEnabled(C) Boolean | False Default value will be *true**
This is the number of seconds of inactivity that

Session Timeout(C) Number | False a session may have beforg the session service
closes the session due to inactivity.
Minimum Value :30 & Maximum Value : 86400.

Sessions Object True This pr_operty shal] contain the link to a
collection of Sessions.

Actions Object True This object will contain the ac’Flons for this
resource under Oem property if any.

PATCH

Request

PATCH https://{ip}}/redfish/v1/SessionService
Content-Type: application/json

Request Body
Please refer to the properties that are patchable in Table SessionService Property
for which ReadOnly is False that can be sent as Request body in json format.

Example Request Body for Enabling or Disabling SessionService and setting the
session timeout:-

{
“ServiceEnabled” : true,
“SessionTimeout” : 300
}
Response

The response status is success with status code as 204. For Error Responses refer
Section “Redfish Error Response” and Section “Status Codes”.
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3.13.3 Session

Displays the Session details for the given session.
GET

Request
https://{ip}}/redfish/v1/SessionService/Sessions/{{session_id}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

Table 135 Session Property

Name Type gz?: Description
@odata.context | String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
Oem Object NO.TE . .
This property will be a part of JSON response only if an oem
property is implemented according to “How to Add OEM
extensions” document.
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
Description String True Provides description of the resource. Refer Section Resource
The UserName for the account for this session. The value of
UserName String True this property shall be the UserName that matches a
registered account identified by a ManagerAccount resource
registered with the Account Service.
This property is used in a POST to specify a password when
creating a new session. The value of this property shall be
Password String True | the password for this session.
NOTE
This property would not be shown in POST/GET Response.
. . This object will contain the actions for this resource under
Actions Object | True .
Oem property if any.
DELETE
Request

DELETE https://{{ip}}/redfish/v1/SessionService/Sessions/{{session_id}}
Content-Type: application/json

Response

The response status is 204 and no response body.For Error Responses refer
Section "Redfish Error Response” and Section “Status Codes”.
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3.14 Registries API
3.14.1 Message Registry File Collection

Contains a list of registries supported by the redfish service including AttributeRegistry.
GET
Request

https://{{ip}}/redfish/v1/Registries
Content-Type: application/json

Response
Please refer Section Collection for the JSON response properties.

3.14.2 Message Registry

This is the schema definition for all Message Registries. It represents the properties for
the registries themselves.

The Messageld is formed per the Redfish specification. It consists of the RegistryPrefix
concatenated with the version concatenated with the unique identifier for the message
registry entry.

For Eg:/redfish/v1/Registries/Base.1.12.0.json represents the Base Registry containing the
messages for the redfish server.

GET

Request
https.//{{ip}}/redfish/v1/Registries/{{Registry_instance.json}}

Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 136 Message Registry Property

Name Type Read Only | Description

@odata.type String True Refer Section ODATA Properties

Refer Table Resource Complex Types under
Section Resource.

NOTE

Oem Object This property will be a part of JSON response
only if an oem property is implemented
according to “"How to Add OEM extensions”

document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource

Provides description of the resource. Refer
Section Resource

Description String True
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Language (M)

String

True

This is the RFC 5646 compliant language code
for the registry.

The value of this property shall be a
Description consisting of an RFC 5646
language code.

RegistryPrefix (M)

String

True

This is the single word prefix used in
messagelDs which uniquely identifies all of the
messages in this registry as belonging to this
registry.

RegistryVersion (M)

String

True

This is the message registry version which is
used in the middle portion of a messagelD.
The format of this Description shall be of the
format majorversion.minorversion.errata in
compliance with Protocol Version Section of
the Redfish specification

OwningEntity (M)

String

True

The value of this property shall be a
Description that represents the publisher of
this registry.

Messages (M)

Object

True

The pattern property shall represent the suffix
to be used in the Messageld and shall be
unique within this message registry.
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3.14.3 Attribute Registry

This is the schema definition for Attribute Registries.
For Eg:/redfish/v1/Registries/BiosAttributeRegistryOACMO.1.17.0.json represents the
Bios Attribute Registry containing the list of supported attributes and its dependencies.

GET
Request

https://{{ip}}/redfish/v1/Registries/{{AttributeRegistry_instance.json}}
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 137 Attribute Registry Properties

Name Type Read Only | Description
@odata.context | String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource
NOTE
Oem Object This property will be a part of JSON response
only if an oem property is implemented
according to “"How to Add OEM extensions”
document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
I . Provides description of the resource. Refer Section
Description String True
Resource
This is the RFC 5646 compliant language code for the
. registry.
Language (M) String True Thge va)I/ue of this property shall be a Description
consisting of an RFC 5646 language code.
OwningEntity String True X?t(:iglrﬁjsr;zg’iusﬁpyf)r company that publishes this
RegistryVersion | String True Thig property shall contain the version of this Attribute
Registry.
The list of all attributes and metadata for this
component.
Name Type Read Only | Description
An array of
attributes and their
RegistryEntries | Object | True possible values in
. ArrayOf the Attribute
Attributes Obje)éts True Registry.
Refer Attributes
table below for
Property details
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Dependen
cies

ArrayOf
Objects

True

An array of
dependencies of
attributes on this
component.

Refer Dependencies
table below for
Property details

Menus

ArrayOf
Objects

True

An array for the
attributes menus
and their hierarchy
in the Attribute
Registry.

Refer Menus table
below for Property
details

SupportedSyste
ms

ArrayOf
Objects

True

An array of systems that this Attribute Registry supports.

Name Type | Read Only | Description

The version of the
Firmwar _ _component firmwgre
eVersion String True image to which this

Attribute Registry

applies.

The product name of
Product String True the computer system
Name to which this Attribute

Registry applies.

The ID of the systems
Systemld | String True to which this Attribute

Registry applies.
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Table 138 Property Table of Attributes

Name Type Read Only | Description
AttributeName String True The unique name for the attribute.
String/
Boolean/ The placeholder of the current value for the
CurrentValue True .
Number/ attribute.
Null
String/
DefaultValue Boolean/ True The default value for the attribute.
Number/
Null
. . The user-readable display string for the
DisplayName String True attribute in the defined language.
The ascending order, as a number, in which
DisplayOrder Number | True this attribute appears relative to other
attributes.
An indication of whether this attribute is
GrayOut Boolean | True graygd out. A gra){ed—out gttrlbute is not active
and is grayed out in user interfaces but the
attribute value can be modified.
HelpText String True The help text for the attribute.
. An indication of whether this attribute is
Hidden Boolean | True . ; .
hidden in user interfaces.
An indication of whether this attribute is
Immutable Boolean | True immutable.
Immutable attributes shall not be modified and
typically reflect a hardware state.
IsSystemUniqueProperty | Boolean | True Th'? property §ha|l indicate whether this
attribute is unique.
LowerBound Number | True The lower limit for an integer attribute.
MaxLength Number | True Thg maximum character length of a string
attribute.
MenuPath String True The path that describes the menu hierarchy of
this attribute.
MinLength Number | True Thg minimum character length of the string
attribute.
ReadOnly Boolean | True ﬁrr:hl/ndlcatlon of whether this attribute is read-
An indication of whether a system or device
ResetRequired Boolean | True reset is required for this attribute value change
to take effect.
The amount to increment or decrement an
integer attribute each time a user requests a
Scalarincrement Number | True N o
value change. The "0 value indicates a free-
form numeric user-input attribute.
The attribute type.
Enum Description
Type String True Enumeration Alist of the known possible

enumerated values.

String Free-form text in their values.

Integer An integer value.
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A flag with a “true’ or “false’
Boolean

value.

Password values that do not
Password appear as plain text. The value

shall be null in responses.

The UEFI device path that qualifies this

UefiDevicePath String True .
attribute.
UpperBound Numer True The upper limit for an integer attribute.
UefiKeywordName String True The UEFI keyword string for this attribute.
UefiNamespaceld String True The UEFI namespace ID for the attribute.
A valid regular expression, according to the
ValueExpression String True Perl regular expression dialect, that validates
the attribute value. Applies to only string and
integer attributes.
WarningText String True The warning text for the attribute.
An indication of whether this attribute is write-
WriteOnly Boolean | True only. A write-only attribute reverts to its initial
value after settings are applied.
An array of the possible values for enumerated
attribute values.
Name Type (F;i?yd Description
A user-readable
display string of
Value ﬁ.zz}[’ffo True ValueDispl String | T the value for the
J ayName 9 | '™ | attribute in the
defined
language.
The unique
ValueName | String | True | value name for
the attribute.
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Table 139 Property Table of Dependencies

Read

Name Type Only Description
The dependency expression for one or more attributes in this
Attribute Registry.
Rea
Name Type d Description
Only
An array of the map-from
. conditions for a mapping
MapFrom | Object True dependency Refer MapFrom Table
for Property details.
MapToAt ‘ The AttributeName qf the attribute
tribute String True | thatis affected by this dependency
expression.
The metadata property for the
attribute that contains the mapfrom
condition that evaluates this
dependency expression.
Enum Description
Current Thedependenpyth?t
Value affects an attribute’s
CurrentValue
Default Thedependenpyth?t
Value affects an attribute’s
DefaultValue.
Display The dependency that
Dependency | Object | True affects an attribute’s
Name .
DisplayName.
Display Thedependenpyth?t
Order affects an attribute’s
DisplayOrder
The dependency that
(I\)/Ipaep;tTyoPr String True | GrayOut | affects an attribute’s
GrayOut state.
The dependency that
HelpText | affects an attribute’s
HelpText.
The dependency that
:(ranmutab affects an attribute’s
Immutable State
The dependency that
Hidden affects an attribute’s
Hidden State
Lowerbo The dependenf:y th:’;\t
affects an attribute’s
und
LowerBound
The dependency that
maxLeng affects an attribute’s
MaxLength
MinLeng | The dependency that
th affects an attribute’s
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MinLength

The dependency that
ReadOnl affects an attribute’s
y ReadOnly State
Scalarlnc The dependenpy that
rement affects an attribute’s
Scalarlncrement
Upper The dependenf:y that
Bound affects an attribute’s
UpperBound
The dependency that
:/eaSI:E)E]Xp affects an attribute’s
ValueExpression
. The dependency that
_I\/_Vea:(rtnlng affects an attribute’s
WarningText
. The dependency that
WriteOn| affects an attribute’s
y WriteOnly State

String/ y
MapToVa | Boolean/ The value that the map-to property
I True | changes to if the dependency
ue Number/ . . .
Null expression evaluates to ‘true’.
Dependency . The AttributeName of the attribute whose change triggers the
String | True
For evaluation of this dependency expression.
The type of the dependency structure.
Enum Description
Type String | True A simple mapping dependency. If the condition
Map evaluates to ‘true’, the attribute or state changes to

the mapped value.
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Table 140 Property Table of MapFrom

Name Type (F;ﬁ?: Description
MapFromAttribute | String True The attribute to use to evaluate this dependency
expression.
The condition to use to evaluate this dependency
expression.
Enum Description
EQU The logical operation for ‘Equal’
MapFromConditio String True | GEQ The quical operation for ‘Greateer than or
n Equal
GTR The logical operation for ‘Greater than’
LEQ The logical operation for ‘Less than or Equal’
LSS The logical operation for ‘Less than’
NEQ The logical operation for ‘Not Equal’
The metadata property for the attribute that the
MapFromAttribute property specifies to use to evaluate
this dependency expression.
Enum Description
\C/);lr[lint The dependency on an attribute’s CurrentValue
SZE‘;H The dependency on an attribute’s DefaultValue
GrayOut The dependency on an attribute’s GrayOut
State
Hidden The dependency on an attribute’s Hidden state
MapFromProperty | String True Iéz\:jvr?é The dependency on an attribute’s LowerBound
LMei);th The dependency on an attribute’s MaxLength
EAelggth The dependency on an attribute’s MinLength
Read The dependency on an attribute’s ReadOnly
Only state
Scalarinc | The dependency on an attribute’s
rement Scalarlncrement
Upper The dependency on an attribute’s UpoerBound
Bound
Write The dependency on an attribute’s WriteOnly
Only state
String/
MapFromValue Boolean/ | True | The value to use to evaluate this dependency expression.
Number
“The logical term that combines two or more map-from
conditions in this dependency expression. For example,
"AND’ for logical AND, or "OR" for logical OR.
. Enum Description
MapTerms String True The operation used for logical ‘AND’ of
AND
dependency terms.
OR The operation used for logical ‘OR’ of

dependency terms.
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Table 141 Property Table for Menus

Name Type Read Only | Description
DisplayName String True Thg user-readable display string of this menu in the
defined language.
DisplayOrder Number | True The ascendln'g order, as a number, in which this menu
appears relative to other menus.
An indication of whether this menu is grayed out. A
GrayOut Boolean | True . o .
grayed-only menu is not accessible in user interfaces.
. An indication of whether this menu is hidden in user
Hidden Boolean | True .
interfaces.
MenuName String True The unique name string of this menu.
MenuPath String True The path to th(_a menu names that describes this menu
hierarchy relative to other menus.
An indication of whether this menu is read-only. A
ReadOnly Boolean | True readonly menu, its properties, and sub-menus are not

accessible in user interfaces.
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3.14.4 MessageRegistryFile

This resource shall be used to represent the Schema File locator resource for a Redfish
implementation.
For Eg:/redfish/v1/Registries/Base.1.12.0 represents the Base registry file.

GET

Request
https://{{ip}}/redfish/v1/Registries/{{Registry_instance}}
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned in the
following table.

Table 142 Message Registry File Property

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.

Oem Object NOTE

This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
Description String True Provides description of the resource. Refer Section
ODATA Properties
Language codes for the schemas available. The value
Languages (M) Array True of this property shall be a Description consisting of an

RFC 5646 language code.

The value of this property shall be the value of the
Registry Name, Major and Minor version and shall

Registry (M) String True conform to the syntax specified in the Redfish
specification for the Messageld property without the
MessageKey.

Location (M) Array True Location information for this schema file. Refer Table

JSON Schema File Location Property.
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3.14.5 PrivilegeRegistry

The PrivilegeRegistry schema describes the operation-to-privilege mappings.

GET
Request

https.//{{ip}}/redfish/v1/Registries/{{PrivilegeRegistry_instance.json}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

Table 143 PrivilegeRegistry Property

Read A
Name Type Only Description
@odata.type String True | Refer Section ODATA Properties
Id(M) String True | Resource Identifier
Name(M) String True | Name of the Resource
OEMPrivileges .Thls‘propert)./ shall contain an array of OEM privileges used
Array True | in this mapping. The default value is
Used " . "
ConfigureHostInterface".
This property shall contain an array of Redfish standard
privileges used in this mapping.
Enum Description
. Able to log into the service and
Login
read resources
ConfiqureManaaer Able to configure Manager
PrivilegesUsed(M) | Array True 9 9 resources
. Able to configure Users and their
ConfigureUsers
Accounts
ConfigureSelf Able to change the password for
the current user Account
ConfigureComponents Able to conflgu.re components
managed by this service.
This property shall describe the mappings between entities
Mappings (M) Array True | and the relevant privileges that access those entities. Refer

to Table PrivilegeRegistry Mapping Property.
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Table 144 PrivilegeRegistry Mapping Property

Name Type Read Only | Description
Entity String True J’his propelzlrty shall contain the Resource name, such as
Manager”.
This property shall list the mapping between HTTP
OperationMap | Object | True methods and the privilege required for the Resource. Refer
to Table PrivilegeRegistry OperationMap Property.
This property shall contain the privilege overrides of
PropertyOverri Array True properties, such as the “Password” property in the
des “ManagerAccount” Resource. Refer to Table
PrivilegeRegistry Target Privilege Map.
This property shall contain the privilege overrides of the
SubordinateOv Array True subordinate Resource. The target lists are identified by

errides

Resource type. Refer to Table PrivilegeRegistry Target
Privilege Map.

Table 145 PrivilegeRegistry OperationMap Property

Name Type Read Only | Description
Array of This property shall contain the privilege required to
DELETE ay True complete an HTTP DELETE operation. Refer to Table
Objects - . . -
PrivilegeRegistry OperationPrivilege.
Arrav of This property shall contain the privilege required to
GET ay True complete an HTTP GET operation. Refer to Table
Objects - . ) .
PrivilegeRegistry OperationPrivilege.
Arrav of This property shall contain the privilege required to
HEAD ay True complete an HTTP HEAD operation. Refer to Table
Objects - . : .
PrivilegeRegistry OperationPrivilege.
Arrav of This property shall contain the privilege required to
PATCH ay True complete an HTTP PATCH operation. Refer to Table
Objects - . . ..
PrivilegeRegistry OperationPrivilege.
Arrav of This property shall contain the privilege required to
POST ay True complete an HTTP POST operation. Refer to Table
Objects - . . ..
PrivilegeRegistry OperationPrivilege.
Array of This property shall contain the privilege required to
PUT Objeycts True complete an HTTP PUT operation. Refer to Table

PrivilegeRegistry OperationPrivilege.

Table 146 PrivilegeRegistry Target Privilege Map

Name

Type

Read Only

Description

OperationMap

Object

True

This property shall contain the mapping between the
HTTP operation and the privilege required to complete the
operation.

Targets

Array

True

This property shall contain the array of URIs, Resource
types, or properties. For example,
“/redfish/v1/Systems/1”, “Manager”, or “Password”.
When the Targets property is not present, no override is
specified.
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Table 147 PrivilegeRegistry OperationPrivilege

Name Type Read Only | Description
This array shall contain an array of privileges that are
required to complete a specific HTTP operation on a
Privilege Array True Resource. This set of strings match zero or more

strings in the PrivilegesUsed and OEMPrivilegesUsed
properties.
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3.15 Update Service API
3.15.1 Update Service

This is the schema definition for the Update Service and its properties.

GET
Request

https://{{ip}}/redfish/v1/UpdateService

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

Table 148 UpdateService Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer UpdateService Oem Object Table as given
below in Table 132
Oem Object NO.TE . :
This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
Refer Section StatusCodes for Resource.Oem.
PCleFunction will take the State & Health values as
Status Object True per the parent PCleDevice.
NOTE
HealthRollup is not applicable.
ServiceEnabled Boolean | False This indicates whether this service is enabled.
UpdateService allows the user to perform
. . UpdateService.SimpleUpdate Action. It can also
Actions Object True cc?ntain an Oem Ob?ect Ender Oem attribute under this
Actions.
This property shall contain a link to a Resource of type
SoftwarelnventoryCollection. Refer
Firmwarelnventory | Object True Al Type el Descrlptlop
Refer Section
@odata.id | String | True ODATA
Properties
MaximageSizeByt The maximum size in bytes of the software update
Integer | False image that this Service supports.

es
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The URI used to perform a Redfish Specification-
defined Multipart HTTP or HTTPS push update to the
Update Service. Refer Tables UpdateService — Actions
- MultipartHttpPush Properties, UpdateService —
Actions - MultipartHttpPush UpdateParameters
Properties, UpdateService - Actions
MultipartHttpPush OemParameters Properties and
Refer MultipartHttpPush in Section UpdateService

MultipartHttpPush

Uri String False

Table 149 UpdateService Oem Object

Name Type Read Only | Description

Contains information related to AMI features
supported by the Update Service.

Read

Name Type Only

Description

Refer Section

@odatatype | String | True | p1a pronerties

FlashPercent . Percentage of flash
String | True
age done
. . . Stage of
AMIUpdateService | Object | True UpdateStatus | String | True UpdateService

UpdateTarget | String | True | Update Target

The Preserve
Configuration info.

PreserveConf . NOTE

iquration Object | True Please refer‘ Table
UpdateService -
PreserveConfigura
tion
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Table 150 UpdateService - PreserveConfiguration

Name Type Read Only | Description

SDR Boolean | False To perserve SDR.
FRU Boolean | False To perserve FRU.
SEL Boolean | False To perserve SEL.

To perserve IPMI. It will preserve Network

IPMI Boolean | False automatically if preserve IPMI

Network Boolean | False To perserve Ngtwork. It will preserve IPMI
automatically if preserve Network.

NTP Boolean | False To perserve NTP.
To perserve SNMP. Support only

SNMP Boolean | False CONFIG_SPX_FEATURE_SNMP_SUPPORT is enabled.
To perserve SSH. Support only

SSH Boolean | False CONFIG_SPX_FEATURE_SOLSSH_SUPPORT or .
CONFIG_SPX_FEATURE_SMASH_LITE_SCORPIO is
enabled.

KVM Boolean | False To perserve KVM.

Authentication Boolean | False To perserve Authentication.

Syslog Boolean | False To perserve Syslog.
To perserve CMX. Support only

CMX Boolean | False CONFIG_SPX_FEATURE_CMM_SUPPORT is enabled.

WEB Boolean | False To perserve WEB.
To perserve SER.Support only

EXTLOG Boolean | False CONFIG_SPX_FEATURE_EXTENDEDLOG_SUPPORT is
enabled.

REDFISH Boolean | False To perserve REDFISH.
To perserve AUTOMATION_ENGINE. Support onl

AUTOMATION_ Boolean | False COIF\)IFIG_SPX_FEATURE_AUTOMATION_pEpNGINE}ils

ENGINE enabled.

Table 151 UpdateService — Actions - SimpleUpdate Properties

Name Type Read Only | Description
Enum Description
HTTP HTTP protocol.
HTTPS protocol
NOTE
It is required to upload the CA bundle for
TransferProtocol | String False HTTPS verifying the SSL certificate on server

during SSL handshake. Refer Table
UpdateService — Actions -
UpdateService.UploadCABundle

Properties.
FTP File Transfer Protocol.
ImageURI String False This action is used to update software components.
User String False User for FTP TransferProtocol.
Password String False Password for FTP TransferProtocol
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Table 152 UpdateService - Actions - MultipartHttpPush Properties

Name Type Read Only | Description
UpdateFile File False Image binary for update
DMTF defined standard parameters in json
UpdateParameters | File False format.Refer Table UpdateService — Actions -
MultipartHttpPush UpdateParameters Properties
AMI OEM parameters in json format. Refer Table
OemParameters File False UpdateService — Actions - MultipartHttpPush
OemParameters Properties

Table 153 UpdateService — Actions - MultipartHttpPush UpdateParameters Properties

Name Type Read Only | Description
An array of URIs that indicate where to apply the update image.
If this parameter is not present or contains no targets, the
Service shall apply the software image to all applicable targets,
as determined by the Service.
NOTE
As each BMC firmware support diffirent component update
with diffirent PRJ configuration, it is able to look up the list with
GET Firmwarelnventory Collection.Refer 3.15.2
If Targets is not present or contains no targets in dual image
support BMC and the ImageType is BMC or HPM image
contains BMC compoment, Redfish will update only the
inactive firmware image.
Enum Description
/redfish/v1/UpdateService/Fir | Indicate to update BMC
mwarelnventory/BMC firmware
/redfish/v1/UpdateService/Fir | Indicate to update BMC
mwarelnventory/BMClmage1 Image1 for dual image
/redfish/v1/UpdateService/Fir | Indicate to update BMC
mwarelnventory/BMClmage2 Image?2 for dual image
Targets | Array False /redfish/v1/UpdateService/Fir | Indicate to update BIOS

mwarelnventory/BIOS

component

/redfish/v1/UpdateService/Fir
mwarelnventory/ME

Indicate to update ME
component

/redfish/v1/UpdateService/Fir
mwarelnventory/CPLD

Indicate to update CPLD
component

/redfish/v1/UpdateService/Fir
mwarelnventory/MMC

Indicate to update MMC
component

/redfish/v1/UpdateService/Fir
mwarelnventory/MSCC_{contr
oller_instance}

Indicate to update RAID MSCC
CONTROLLER component.

NOTE

controller_instance is
available when controller is
connected.

/redfish/v1/UpdateService/Fir
mwarelnventory/BRCM_{contr
oller_instance}

Indicate to update RAID BRCM
CONTROLLER component.

NOTE

controller_instance is
available when controller is
connected.
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Table 154 UpdateService — Actions - MultipartHttpPush OemParameters Properties

Name Type Read Only | Description
Enum Description
BMC !ndidate uploaded file is a signed BMC
image.
HPM Inididate uploaded file is an image in
HPM format.
BIOS !nididate uploaded file is a signed BIOS
. image.
ImageType String False Indicate uploaded file is a PFR update
capsule.
PFR Supported only
CONFIG_SPX_FEATURE_INTEL_PFR_SU
PPORT is enabled.
PLDM Indicate Uploaded file is a PLDM Update
capsule
defer Boolean | False Indicate PFR update is deferred until reboot.
Supported only ImageType= “PFR"
active Boolean | False Indicate PFR update image on Active region.
Supported only ImageType= "PFR”
recovery Boolean | False Indicate PFR update image on Recovery region.
Supported only ImageType= "PFR”
Indicate PFR update with preserving configuration (do
preserveconf Boolean | False not update Dynamic region if preserveconf is true).
Supported only ImageType="PFR”

Table 155 UpdateService — Actions - UpdateService.UploadCABundle Properties

Name Type Read Only | Description
Enum Description
Provides CA bundle file in pem
format which contains all required
ca_bundle file False RootCA certificates and
CA bundle path | . . o,
intermediate certificates for
verifing SSL certificate on HTTPS
server during SSL handshake.
PATCH
Request

https://{{ip}}/redfish/v1/UpdateService

Content-Type: application/json
Example PATCH Request Body:

{

“ServiceEnabled” : true,

“Oem” : {
“AMIUpdateService” : {
“PreserveConfiguration” : {

“IPMI” : true,

“REDFISH” : true

}
}
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}
Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.

POST
Simple Upade
Request

The TransferProtocol can be one of the following values: "HTTP”, "HTTPS”, "FTP”.
POSThttps://{{ip}}/redfish/v1/ UpdateService/Actions/SimpleUpdate

Content-Type: application/json
Example POST Request Body:

Anonymous:\

{" TransferProtocol” : “FTP”, “ImageURI” : “ftp.//{FTP_server_IP}/{image_name}.ima” }

{" TransferProtocol”: “HTTP”, “ImageURI” : “http://{HTTP_server_IP}/{image_name}.ima” }

{" TransferProtocol” : “HTTPS”, “ImageURI” : “http://{HTTPS_server_IP}/{image_name}.ima” }

user account:

{" TransferProtocol”: “FTP”, “ImageURI” : “ftp.//{FTP_server_IP}/{image_name}.ima”,
“User” : “user_account”, “Password” : “user_password” }

Response

The response status is 202 with the response message(refer Table Task Property).
For Error Responses refer Section “Redfish Error Response” and Section “Status
Codes”.

MultipartHttpPush
Request

The request body shell be in the format of multipart/form-data and contain
UpdateFile, UpdateParameters and OemParameters metions. Refer Table
UpdateService — Actions — MultipartHttpPush UpdateParameters Properties and
Table UpdateService — Actions - MultipartHttpPush OemParameters Properties.
The ImageType in OemParamters can be one of the following values: “BMC”,
“HPM”, "BIOS”, “PFR”, “PLDM".
The Targets in Parameters should be an array whose element is Firmwarelnventory
URI or an empty array. Refer Table UpdateService — Actions - MultipartHttpPush
UpdateParameters Properties.

POST https://{{ip}}/ redfish/v1/UpdateService/upload

Content-Type: multipart/form-data; boundary=——- 493918603359346570222237
Example POST Request Body:

—---493918603359346570222237

Content-Disposition: form-data; name= “UploadFile” ; filename= “encrypted_rom.ima_enc”
Content-Type: application/octet-stream

<image_binary>

-—---493918603359346570222237
Content-Disposition: form-data; name= “UpdateParameters”; filename= “parameters.json”
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Content-Type: application/json

{
“Targets” :[
“/redfish/v1/UpdateService/Firmwarelnventory/BMC”
]

)
-—--493918603359346570222237

Content-Disposition: form-data; name= “OemParameters”; filename= “oem_parameters.json”
Content-Type: application/json

{
“ImageType”: "BMC”

-—---493918603359346570222237~
Response

The response status is 202 with the response message(refer Table Task Property).
For Error Responses refer Section “Redfish Error Response” and Section “Status
Codes”.

3.15.2 Softwarelnventory Collection

This resource shall be used to represent a collection of firmware inventory.
GET

Request

https://{{ip}}/redfish/v1/UpdateService/Firmwarelnventory
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.15.3 Softwarelnventory

This Resource contains a single software component that this Redfish Service manages.

GET
Request

https://{{ip}}/redfish/v1/UpdateService/Firmwarelnventory /{{firmwareinventory_instance}}

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

Table 156 Softwarelnventory Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
. NOTE
Oem Object This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
Updateable Boolean | True An indicat.ior! of whether the Update Service can
update this firmware.
The version of this software.
Version String True NOTE

Only BMC version supported
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3.16 Action Info

The ActionIinfo schema describes the parameters and other information necessary to
perform a Redfish Action on a particular Action target. Parameter support can differ
between vendors and even between instances of a resource. This data can be used to
ensure Action requests from applications contain supported parameters.

It comes with all Actions as follows:-

“Actions”: {

“#LogService.ClearLog”: {

“target”: “/redfish/v1/Managers/Self/LogServices/SEL/Actions/LogService.ClearLog”

}
}
Table 157 ActionIinfo Properties
Name Type Read Only | Description
@odata.context | String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Id(M) String True Refer Section Resource
Name(M) String True Refer Section Resource
Description String True Refer Section Resource
A parameter associated with the specified Redfish
Parameters Array True

Action.

Table 158 ActionInfo - Par

ameters Pro

perties

Name

Type

Read Only

Description

Name (M)

String

True

The name of the parameter for this Action.

Required

Boolean

True

Indicates whether the parameter is required to perform
this Action.

DataType

String

True

The JSON property type used for this parameter.
Allowable Enums are "Boolean”, Number, NumberArray,
String, StringArray, Object, ObjectArray”.

ObjectDataType

String

True

This property shall describe the entity type definition
(in@odata.type format) for the parameter. This
property shall be required for parameters with a
DataType of Object or ObjectArray, and shall not be
present for parameters with other DataType(s).

AllowableValues

Array

True

A list of values for this parameter supported by this
Action target.

MinimumValue

Number

True

This integer or number property shall contain the
minimum value that this service supports. For arrays,
this property shall represent the minimum value for
each array member. This property shall not be present
for non-integer or number parameters.

MaximumValue

Number

True

This integer or number property shall contain the
maximum value that this service supports. For arrays,
this property shall represent the maximum value for
each array member. This property shall not be present

for non-integer or number parameters.
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3.16.1 Redfish Actioninfo

Table 159 Redfish Action URI List

Parameters
Action Name ActionURI Name $ata Allowable Values
ype
. . GracefulShutdown,
Chassis.Reset (redflsh/v1/ Chassm({{system_ ResetType String | On, ForceRestart,
instance}}/ResetActioninfo
ForceOff, PowerCycle
/redfish/v1/Managers/{{syste .
Manager.Reset m_instance}}/ResetActioninfo ResetType String | ForceRestart
. GracefulShutdown,
ComputerSyste /redflgh/v1/Systems/SeIf/Res ResetType | String | On, ForceRestart,
m.Reset etActioninfo
ForceOff, PowerCycle
/redfish/v1/Systems/{{system
Bios.ResetBios | _instance}}/Bios/Actions/Bios. | Empty {
ResetBios
(I;lr(;wPassw String
Bios.ChangePa /redflsh/v1/Systems/{{system OldPasswor .
_instance}}/Bios/ChangePass String
ssword ) d
wordActionInfo
PasswordN .
String
ame
SecureBoot Res /redflsh/v1/Systems/{{system ResetKeysT ' ResetAllKeysToDefaul
otKevs _instance}}/SecureBoot/Reset o String | t, DeletePK,
y KeysActionInfo yp DeleteAllKeys
Eventld String
EventTimes .
String
tamp
EventService.Su | /redfish/v1/EventService/Sub MsessageAr Array
bmitTestEvent | mitTestEventActioninfo g -
Messageld | String
OriginOfCon .
dition String
Severity String
MetricRepor .
tName String
Generated
TelemetryServic | /redfish/v1/TelemetryService/ i\(l/zngepor String
e.SubmitTestM | SubmitTestMetricReportAction - "
. Metricld String
etricReport Info "
Metricprope .
String
rty
MetricValue | String
Timestamp | String
ImageURI String
TransferPro .
String | HTTP, FTP, HTTPS
UpdateService. | /redfish/v1/UpdateService/Si | tocol ng
SimpleUpdate mpleUpdateActioninfo User String
Password String
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/redfish/v1/Managers/Self/Vir

EjectMedia tualMedia/{{virtualmedia_insta | Empty {
nce}}/EjectMediaActioninfo
Image string
Inserted boole True
an
TransferMe string | Stream
/redfish/v1/Managers/Self/Vir | thod
InsertMedia tualMedia/{{virtualmedia_insta | TransferPro .
nce}}/InsertMediaActioninfo tocolTyp String | NFS,CIFSHTTPS,0EM
UserName | String
Password String
WriteProtec | boole T
rue
ted an
/redfish/v1/AccountService/A
ccounts/{ManagerAccountld}/
Certificates/{Certificateld}/Cer
tificate.RekeyActioninfo
/redfish/v1/Systems/{Comput
erSystemld}/Boot/Certificates/
{Certificateld}/Certificate.Reke
yActionInfo
/redfish/v1/AccountService/L
DAP/Certificates/{Certificateld
Certificate. Reke | }/Certificate.RekeyActioninfo | ChallengeP | String
. . asswordKey | Numb
y /redfish/v1/AccountService/L BitLength or
DAP/Certificates/Oem/Ami/Cli
entCertificates/{Certificateld}/
Certificate.RekeyActionInfo
/redfish/v1/Managers/{Manag
erld}/Certificates/{Certificateld
}/Certificate.RekeyActioninfo
/redfish/v1/Managers/{Manag
erld}/NetworkProtocol/HTTPS
/Certificates/{Certificateld}/Ce
rtificate.RekeyActioninfo
/redfish/v1/AccountService/A
ccounts/{ManagerAccountld}/
Certificates/{Certificateld}/Cer
tificate.RenewActioninfo
/redfish/v1/Managers/{Manag
. erld}/NetworkProtocol/HTTPS
Certificate.Rene | /certificates/{Certificateld}/Ce | ChallengeP String
w assword

rtificate.RenewActionInfo

/redfish/v1/Systems/{Comput

erSystemld}/Boot/Certificates/
{Certificateld}/Certificate.Rene
wActionInfo

/redfish/v1/AccountService/L
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DAP/Certificates/{Certificateld
}/Certificate.RenewActionInfo

/redfish/v1/AccountService/L
DAP/Certificates/Oem/Ami/Cli
entCertificates/{Certificateld}/
Certificate.RenewActionInfo

/redfish/v1/Managers/{Manag
erld}/Certificates/{Certificateld
}/Certificate.RenewActionInfo

CertificateS

. String
CertificateServi | /redfish/v1/CertificateService/ tCr:enr?ificateT
ce.ReplaceCerti | CertificateService.ReplaceCerti o String | PEM
ficate ficateActioniInfo ype
CertificateU .
i Object
Alternative | String
Names Array
ChallengeP String
assword
City String
CommonNa .
String
me
ContactPer String
son
Country String
Email String
GivenName | String
o .| /redfish/v1/CertificateService/ | Initials String
CertificateServi e . -
ce GenerateCSR CertlflcateSerwce.GenerateCS KeyBitLengt | Numb
RActionInfo h er
String
KeyUsage Array
:])rganlzatlo String
Organizatio .
nalUnit String
State String
Surname String
Unstructure Strin
dName 9
Certlf!cateC Object
ollection
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3.16.2 AMI OEM Actioninfo

Table 160 Redfish OEM Action URI List

Parameters
Action Name ActionURI Name Data Allowable Values
Type
/redfish/v1/Systems/{{sys
AmiBios.Change tem_lnstqnce}}/Memory/{{ State String Enabled, Disabled
State memory_instance}}/Chang
eStateActionInfo
/redfish/v1/Chassis/{{cha
ssis_instance}}/PCleDevic
AmiBios.Change | es/{{PCleDevice_instance} . .
State }/PCleFunctions/{{PCleFu State String Enabled, Disabled
nction_instance}}/Change
StateActionInfo
. /redfish/v1/UpdateService
UpdateService.U /UploadCABundleActionin | ca_bundle File CA bundle path
ploadCABundle fo
VirtualMedia.Ena | /redfish/v1/Managers/{{m
bleRMediaActionl | anager_instance}}/Oem/E | RMediaState | String “Enable”, “Disable”
nfo nableRMediaActionInfo
itvadiacon | Y Mg (7
figureCDInstance 'ger- . CDInstance | Number | 0,1,2,3,4
. onfigureCDInstanceAction
Actioninfo Info
/redfish/v1/Managers/{{m
RedfishPowerSav | anager_instance}}/Oem/R | PowerSave . " I "
eMode edfishPowerSaveModeAct | Mode String Enable”, "Disable
ioninfo
"Network and
. /redfish/v1/Managers/{{m Services", "Syslog",
i?ﬁﬁ?gconﬂgACt anager_instance}}/Oem/B EfecskupFeat Array "KVM", "IPMI",
ackupConfigActioninfo "Authentication”,
IINTPII' IISNMPII
. /redfish/v1/Managers/{{m
E)?]sl’:](])c(r)eConﬂgAct anager_instance}}/Oem/R | conf_file file .bak file

estoreConfigActioninfo

336




3.17 CertificateService API

3.17.1 CertificateService

CertificateService describes a Certificate Service that represents the actions available to
manage certificates and links to the certificates.

GET
Request

GET https://{{ip}}/redfish/v1/CertificateService
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

Table 161 Certificate Service Property

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
. NOTE
Oem Object This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.
. . This object will contain the actions for this resource
Actions Object True !
under Oem property if any.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
CertificateLocati ' This.opject describes a Resource that an B
Object True administrator can use in order to locate all certificates

ons

installed on a given service.

POST
GenerateCSR

Request

POST https://{{ip}}/redfish/v1/CertificateService/Actions/CertificateService.GenerateCSR
Content-Type: application/json

Request Body
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Table 162 GenerateCSR Request Body

Name Type Description
AlternativeNames | StringArray | The additional host names of the component to secure.
CertificateCollectio . This object will contain the actions for this resource under Oem
Object :
n(M) property if any.
ChallengePasswor Strin The challenge password to apply to the certificate for
d 9 revocation requests.
City(M) String The city or locality of the organization making the request.
CommonName(M) | String The fully qualified domain name of the component to secure.
ContactPerson String The name of the user making the request.
Country(M) String The two-letter country code of the organization making the
request.
. . The email address of the contact within the organization
Email String .
making the request.
GivenName String The given name of the user making the request.
Initials String The initials of the user making the request.
The length of the key, in bits
NOTE
KeyBitLength Number 1. If KeyBitLength is not specific, the default value is 2048.
2. The maximun value of KeyBitLength is 2048.
3. The minimum value of KeyBitLength is 512.
KeyUsage StringArray | The usage of the key contained in the certificate.
Organization(M) String The name of the organization making the request.
OrganizationalUnit . The name of the unit or division of the organization making the
String
(M) request.
State(M) String The state, province, or region of the organization making the
request.
Surname String The surname of the user making the request.
UnstructuredName | String The unstructured name of the subject.

Example POST Request Body:

{

“Country”:

IIUSII ,

“State”: “Oregon”,
“City” : "Portland”,

“Organization” : “Contoso”,

“OrganizationalUnit” : “Service Processors”,

“CommonName” : “manager.contoso.org”,

“AlternativeNames” : [ “manager.contoso.com”, “manager.contoso.us”, “169.254.0.17" ],
“Email” : “admin@contoso.org”,

“KeyBitLength” : 2048,
“KeyUsage” : [ “DigitalSignature” ],
“ChallengePassword” : “challengepassword”,
“GivenName” : “userGivenName”,
“ContactPerson”: “AMI Manager”,

“Initials” : “userlnitials”,
“Surname” : “userSurname”,
“UnstructuredName” : “userUnstructuredName”,
“CertificateCollection” :
{ “@odata.id” : "/redfish/v1/Managers/Self/NetworkProtocol/HTTPS/Certificates” }

}
Response
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The response of the request is success with status code as 200 and will be in JSON
format. The properties are mentioned in the following table.

Table 163 GenerateCSR Response Property

Name Type | Read Only | Description
CSRString(M) String | True The string for the certificate signing request.
CertificateCollection Obiect | True The link to the Certificate Resource Collection where
(M) J the certificate is installed.
ReplaceCertificate

Request

POST https://{{ip}}/redfish/v1/CertificateService/Actions/CertificateService.ReplaceCertificate
Content-Type: application/json

Request Body

Table 164 ReplaceCertificate Request Body

Name

Type

Description

CertificateString

(M)

String

This parameter shall contain the string of the certificate, and the
format shall follow the requirements specified by the
CertificateType property value. If the certificate contains any
private keys, they shall be removed from the string in responses. If
the service does not know the private key for the certificate and it is
needed to use the certificate, the client shall provide the private key
as part of the string in the POST request.

NOTE

1.0nly support PKCS#1 and PKCS#8 (not encrypted) for private
key string.

2.CertificateString should reserve all end-of-line string from
certificate file or from private key file, and they should be replaced
as \nin request body.

3. Only certificate or private key in correct CertificateType format
will be recognized. The other strings which don't follow
CertificateType format will be ignored.

CertificateCollect
ion(M)

String

The format of the certificate.

Enum Description

A Privacy Enhanced Mail (PEM)-encoded single
PEM o
certificate

A Privacy Enhanced Mail (PEM)-encoded
certificate chain.

PEMchain NOTE

The PEMchain is only supported for HTTPS
Certificate.

CertificateUri(M)

Object

The link to the certificate that is being replaced.

Example POST Request Body:

{

“CertificateString” :

"0

BEGIN CERTIFICATE---

\nMIIEOzCCAyOgAwIBAglJAO8c/Hd0c/0GMAOGCSqGSIb3DQEBCWUAMIG7MQswCQYD\nVQQGEWJ
VUzZEQMA4GATUECAWHR2VvemdpYTERMA8GATUEBwWwITm9yY3Jve3MxNDAy\nBgNVBAoMKOFtZX
JpY2FulE11Z2F0cmVuZHMgSW50ZXJuYXRpb25hbCBMTEMgKEFN\nSSkxGzAZBgNVBAsSMEINIcnZp
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Y2UgUHJvY2Vzc29yczEUMBIGATUEAWWLbWVnYXJh\nYy5jb20xHjAcBgkqghkiG9wOBCQEWD3N1cHB
venRAYW1pLmNvbTAeFw0xOTA4Mjcx\nMzAzMDBaFw0zNDA4MjMxMzAzMDBaMIG7MQswCQYDV
QQGEWJVUZEQMA4GATUECAWH\nR2VvemdpYTERMASGATUEBwWwWITm9yY3Jve3MxNDAyBgNVBAo
MKOFtZXJpY2FulETI\nZ2F0cmVuZHMgSW50ZXJuYXRpb25hbCBMTEMgKEFNSSkxGzAZBgNVBAsM
EINIcnzZp\nY2UgUHJvY2Vzc29yczEUMBIGATUEAwwLbWVnYXJhYy5jb20xHjAcBgkqhkiGO9w0B\nCQE
WD3N1cHBvcnRAYW1pLmNvbTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoC\nggEBAPhY7R
BU5kLGB3yHZfiEk9Zm9vJhe/TmRZIWTT77g8iy5e02L 9BilsctpTm\n2cIMGBRwFgCjOyZqgkldU2Mu2ze
ALS31Bkvx12/00l0G/MkvVxcO09MrNWwEUOQ2Az\njGu7X+bEKSAQAYzFZIWSYf4hnadEtzh53rkdk9m
KYp101YfnAqZ+zg9MxXuzI8 TM\nEGhZ7iem TtwozsL THIwliH6cIKNm7TmsL7ILifEQUP4AwBTJBf1nmVe
80fdNoDC+FB\nvXwSuvHI5wIt4Nd2hthl6LI6GRJrKGFE7FsqxVzBVb2anp8U44VDV69guPo47XIS\n2y
YXHPNwZmw9zm7mD5TCRJLKT20CAWEAAaNAMD4wCQYDVROTBAIWADALBgNVHQ8E\nBAMCBe
AwJAYDVRORBBOWG4ILbWVnYXJhYy5jb22CDDE20S4yNTQuMC4xNzANBgkq\nhkiGOwOBAQSFAAO
CAQEAZIi3ILVGGYyVR6LJ+Au7gY5w9T+k+CpXgzorF+yRcSJo/h\n/kfSMPPgHG6yY+5ja4Z9kQ57nTfnaB
gmHnEhwhAQrPVAPd3iKYEHNHO4u0gB4ZnkA\nyeLA4vM3KG5510Iry8oBhYuvwZwE3YhtYNNocZd1
ct5A8zJmpeuS4ffPWWFGZGmV\nfiDSGa4NdzLr1auPt5FUgbsm5VOFNPNhYNRPYVHRMYh+orv727sJ
rxocr4BJ3ncq\nUGNdPvVow5QQrmmOWsSjv285F3BileE1b6iSDksiiZ4lYLcr8twBeTq5gjc91qVh\nY7M
s4UrZYTJhYxq0oVGpIADOn+LL9GEZIMXAR6SkeQ==\n-----END CERTIFICATE----\n--—BEGIN RSA
PRIVATE KEY—
\nMIIEowIBAAKCAQEA+OFtEFTmQsYHfIdI+ISTTmb28mF7/WZFmVZNPvuDyLLI6jY\nv0Glixy2I0bZy
UwYFHAWAKM7JmqSV1TYy7bN4AtLfUGS/HXb846Wgb8yS9XFzT0y\nsTbARTRDYDOMa7tf5sQplBA
BjMVkhZJh/iGdp0S30HneuR2T2YpinXTVh+cCpn70\nD0zFe7 0XxMwQaHuJ6Z03CjowtMeXAilfpwgo
2btOawvsguJ8RBQ/JAFMkF/WeZV7\nzR902gML4UG9fBK68cjnAi3g13aG2EjouXoZEmsoYUTsWyrFX
MFVvZqenxTjhUNX\nr2C4+jjteVLbJhcc83BmbD30buYPIMJEkspPbQIDAQABAOIBACTpiNgbOELImlk
W\np7z3ErAilj0e1/aW/nWL40cxNkWYad4m6ySrUIWPMhmffNT3dw1SEqz689vDjrYC2\nXNEZ877e7ft
N1ncLl+wjob7slJEay5N9GB/xJeMdtUB3ZMQ1riuTvGW8+f3e60HG\nrDH82I0MnAAMUzQxZtRE6gtgY
KsfFSyxgMc+X4i1hZUszA1IKa2uXk+6XmEEtuCu\noaduSKmHMO00Oxh5ph4JCb1HgSxrRVjunsd+x1zN
PFcJchjz4V5CRQ6gDPI/EzmrF1\n
TtdnsW8gFzh6v6faHe11bCDrXIG3wDIgOwPHmM7Vk0TqToMgEceEu+DcLcnEun2iK\nrWD13SECgYEA/
xyzJOenwlEVuxHizb8H7ZwgYV5k1jj0ygzRFEGf+vrDi8ao9HR+\nbSKmqG10Zi0ODorat1wQb3Lj5ggoYRi
YP1SPGqdFDaDgdn9jcuVFQpQ+5jsLB8V03\noAUMSEB9Yk3eGZ1XAZro+FzGb5BsZyaG0QILnCcQx/G
cJZ+G75IgJt8CgYEA+b8j\nKuOXrBaBrGCs9880SpuebEQg07zZHITvN+ea2ZRIN7cDOXsSpsTQsjJsQ
4pwlhOD\ng0Jv3CTFKCqK2inXA3SJ+UzImvIPDg31+Y3qbpA+ZBYjG8rp7v4uSjbBBFkbxJuV\n1S80VQ
blfljdTfnypK5+TPTNig4C5IBzAuqUjzMCgYB0+VHjIBOSFXdDWYYnVOpr\ntuTaAJA38dG803g604Rpbk
Xvd13NCQVXQUYtgEOYXJelK|83kfi8kkxFph9POvCT\niF31S7CevuxGeQdsKa7Sol0yunZ3F4kD5JiTFI7
pXk7ya8STRdaA2vIZ+IzaRz4V\n5y82IGt/Ynd4gNc8UZVW/QKBgQCKdeubauMK51dxKA/903Ai80/9+i
8cr3B482bE\nycTSCD772p0RCyimCMvjX40iTOggHEN3TCgUFtavIBZzKWspYTz1WCqgbosOx+Q98\nE
a/9KD904e8JA5B6jbVAM+cC8Bwy/kctb/2eViplogKvrnlVz9/57mbduTLIWEIr\nPn6qfQKBgEqL9ShUR
u6bpytGIfF6CVPT1DiXXvzAvj8KWwdWpwob3BFI+82T9jNgt\nVv441iirH4izd7I1zPNv56vb3F4D2IY4zAfW
hfrMytrv8aKghDyyZq5Qo6mXmz5hq\nd071CuwqgoRn6UG59ZWs+B/0h16xPYkwZmZOYEZaoE7ubEt
zB7qW\n-—END RSA PRIVATE KEY-—,

“CertificateType” : “PEM”,

“CertificateUri” : { “@odata.id” :
“/redfish/v1/Managers/Self/NetworkProtocol/HTTPS/Certificates/1” }

}

Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and “Status Codes”.
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3.17.2 CertificateLocations

CertificateLocations describes a Resource that an administrator can use in order to locate
all certificates installed on a given service.

GET
Request

GET https://{{ip}}/redfish/v1/CertificateService/Certificatel ocations
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 165 CertificateLocations Property

Name Type Read Only | Description

@odata.context | String | True Refer Section ODATA Properties

@odata.id String | True Refer Section ODATA Properties

@odata.type String | True Refer Section ODATA Properties

@odata.etag String | True Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE . .
This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.

. . This object will contain the actions for this resource

Actions Object | True .

under Oem property if any.
Id(M) String | True Resource Identifier
Name(M) String | True Name of the Resource
o . Provides description of the resource. Refer Section
Description String | True
Resource.
Contains references to other resources that are related to
this resource.
Name Type gﬁfyd Description
An array of links to the
Certificates | Array True | certificates installed on
this service.
Céec::;;';azis Number | True The number of items in a

Links Object | True unt ' collection.

Refer Table Resource

Complex Types under

Section Resource

. NOTE
Oem Object | True Refer section

CertificateLocations
OEM Properties for
Oem Properties.

341




3.17.3 CertificateCollections

CertificateCollection describes a collection of Certificate Resource instances.

GET

Request

GET https://{{ip}}/redfish/v1/AccountService/Accounts/{ManagerAccountld}/Certificates

GET https://{{ip}}/redfish/v1/Managers/{Managerld}/NetworkProtocol/HTTPS/Certificates
GET https://{{ip}}/redfish/v1/Managers/{Managerld}/Certificates

GET https://{{ip}}/redfish/v1/Systems/{ComputerSystemld}/Boot/Certificates

GET https://{{ip}}/redfish/v1/AccountService/L DAP/Certificates

GET https://{{ip}}/redfish/v1/AccountService/LDAP/Certificates/Oem/Ami/ClientCertificates
GET

https://{{ip}}/redfish/v1/Systems/{ComputerSystemld}/SecureBoot/SecureBootDatabases/{Secureb
ootDatabase_instance)}/Certificates

Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

POST|[Creating new Certificate]
Request

POST https.//{{ip}}/redfish/v1/AccountService/Accounts/{ManagerAccountld}/Certificates
POST https://{{ip}}/redfish/v1/Systems/{ComputerSystemld}/Boot/Certificates

POST https://{{ip}}/redfish/v1/AccountService/LDAP/Certificates

POST https://{{ip}}/redfish/v1/AccountService/LDAP/Certificates/Oem/Ami/ClientCertificates

POST
https://{{ip}}/redfish/v1/Systems/{ ComputerSystemld}/SecureBoot/SecureBootDatabases/{Secureb
ootDatabase_instance }/Certificates

Content-Type: application/json

Request Body

Table 166 CertificateCollection POST Request Property

Name

Type | Description

CertificateString

(M)

This parameter shall contain the string of the certificate, and the format
shall follow the requirements specified by the CertificateType property
value. If the certificate contains any private keys, they shall be removed
from the string in responses. If the service does not know the private
key for the certificate and it is needed to use the certificate, the client
String | shall provide the private key as part of the string in the POST request.

NOTE

1. Only support PKCS#1 and PKCS#8 (not encrypted) for private key
string.

2. CertificateString should reserve all end-of-line string from certificate
file or from private key file, and they should be replaced as \n in
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request body.

3. Only certificate or private key in correct CertificateType format will
be recognized. The other strings which don t follow
CertificateType format will be ignored.

4. Key length of uploaded certificate is limited under 2048-bit.

Note for LDAP Certificate:

1. For LDAP Certificate alone relax the limit of certificate’s key
length to 4096 on POST call.

2. Forbid Rekey action if current certificate's key length over
2048

3. Keep the limit of key length 2048 in Rekey action

CertificateType( installed.

The link to the Certificate Resource Collection where the certificate is

String NOTE

CertificateType property only supports PEM format.

UefiSignatureO
whnerString

The value of this property shall contain the GUID of the UEFI signature
owner for this certificate as defined by the UEFI Specification.

String NOTE

This property shall only be present for secure boot database
certificates.

Example POST Request Body:

{
“CertificateString” : “-——-BEGIN CERTIFICATE—

\nMIIC2DCCA0ICCQDrKFHkCkpC2zANBgkqhkiG9wOBAQsFADCBSJELMAKGATUEBhMC\nVVMxDzA
NBgNVBAgMBk9yZWdvbjERMA8GATUEBwwIUG9ydGxhbmQxEDAOBgNVBAoM\nBONvbnRvc28xDDA
KBgNVBAsSMAOFCQzEcMBoGATUEAwwTbWFuYWdlci5jb250b3Nv\nLm9yZzEgMBA4GCSqGSIb3DQEJ
ARYRYWRtaW5AY29udG9zby5vemcexGjAYBgNVBCKM\nEXRIc3RDb250YWNOUGVyc29uMRYwWFAYDV
QQqDAT0ZXNOR2I2ZW50YW1IMRUWEWYD\nVQQrDAx0ZXNOSW5pdGIhbHMxFDASBgNVBAQMC3RI
c3RTAXJuYW1IMBAXDTESMTIX\nOTAyNTgONVoXDTIwMDExODAyNTgONVowgflxCzAJBgNVBAYTAI
VTMQ8wDQYDVQQI\nDAZPcmVnb24xETAPBgNVBAcMCFBvcnRsYW5kMRAwDgYDVQQKDAdDb250
b3NvMQww\nCgYDVQQLDANBQkMxHDAaBgNVBAMME21hbmFnZXluY29udG9zby5vemcxIDAeBgkq
\nhkiG9wO0BCQEWEWFkbWIuQGNvbnRvc28ub3JnMRowGAYDVQQpDBFOZXN0Q29udGFj\ndFBlcnNv
bJEWMBQGATUEKgwNdGVzdEdpdmVuTmFtZTEVMBMGA TUEKwwMdGVzdElu\naXRpYWxzMRQwEg
YDVQQEDAt0ZXNOU3VybmFtZTBcMAOGCSqGSIb3DQEBAQUAAOSA\NMEgCQQC2vTAZtvPrByReb06
5z6E/n7Rv8ymt4Goowjet6s0kfm/WnJumTt0/eJfk\n2j5¢c+XSg6qTwgmZ0ZA+NZVL7DFUJAgMBAAEwW
DQYJKoZIhveNAQELBQADQQCsYyRY\n3RX7fsLQrOM/LgHCHF9ke9ImF8KsockAQIZLkXuwSZHe6+0b
7p60eWrdiuilocpm0\nb32QIGFrkWq8JXD+\n——END CERTIFICATE-—\n-—BEGIN PRIVATE KEY-—
\nMIIBVgIBADANBgkqhkiGOWOBAQEFAASCAUAwWggESAgEAAKEAtrOWGbbz6wckXm90\nuc+hP5+0b
/MpreBgKMI3rerNJH5v1pybpk7dP3iX5No+XPI000qtclJmTmQPjWVS\n+wxVIwIDAQABAKEAN6j0Wc
NLolF/KTM/KYGLdTdoQ1fFVrH4jtwCleZAjlygCliT\nKcb1A0s0/jxKFaK/ZUUVk5IWomxnZBy641r+AQI
hANpX0+K7kUUmA4L7x1VgFfRUh\nal8ns1MneAkbL0z0j+NjAIEATkFjSAJIki1fkakXtixdiZz9GdRbgLBF
M4cZJXtT\nOOECIQCNKkCIdwBTI7BMNWghD4JMfryGjfi8DK/Tkmo6Ja4sbFwlhAKF1FwcNyXh2\nvt06
gsab6uiZY6pbl Y8UfkJabCUUooevBAiAzw38GApvYqlQeSRQcHTMx/LN6a6NY\nJlxeaUXwCcsluw==\n-
-—END PRIVATE KEY—\n",

“CertificateType” : "PEM”

}

Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created Certificate. For Error Responses refer Section 2.8.2
and Section 2.8.3.
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3.17.4 Certificate

Certificate describes a certificate that proves the identify of a component, account, or
service.

GET

Request

GET
https://{{ip}}/redfish/v1/AccountService/Accounts/{ManagerAccountld}/Certificates/{Certificateld}

GET
https.//{{ip}}/redfish/v1/Managers/{Managerld}/NetworkProtocol/HTTPS/Certificates/{Certificateld}

GET https://{{ip}}/redfish/v1/Systems/{ComputerSystemld}/Boot/Certificates/{Certificateld}
GET https://{{ip}}/redfish/v1/AccountService/L DAP/Certificates/1
GET https://{{ip}}/redfish/v1/AccountService/LDAP/Certificates/Oem/Ami/ClientCertificates/1

GET
https://{{ip}}/redfish/v1/Systems/{ComputerSystemld}/SecureBoot/SecureBootDatabases/{Secureb
ootDatabase_instance}/Certificates/{Certificateld}

GET https://{{ip}}/redfish/v1/Managers/{Managerld}/Certificates/{Certificateld}
Content-Type: application/json
Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 167 Certificate Property

Read A
Name Type Only Description
@odata.context | String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

NOTE

This property will be a part of JSON response only if an oem
Oem Object property is implemented according to “How to Add OEM
extensions” document.

NOTE
if there are any Boot Certificate setting in Oem property,
there are OwnerGuid in the reponse body.

This object will contain the actions for this resource under

Actions Object | True .
Oem property if any.

Id(M) String True | Resource Identifier

Name(M) String | True | Name of the Resource

Description String True Provides description of the resource. Refer Section Resource
The issuer of the certificate.

Issuer Object | True | Please refer to Table The identifier information about a
certificate.
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Null,

The key usage extension, which defines the purpose of the
public keys in this certificate. Default value for this property
is null.

Enum Description

I Verifies signatures on certificate
CRLSigning revocation lists (CRLs).

ClientAuthentication | TLS WWW client authentication.

CodeSigning Signs downloadable executable code.

Directly enciphers raw user data
DataEncipherment without an intermediate symmetric
cipher.

Deciphers data while performing a

DecipherOnly key agreement.

Verifies digital signatures, other than

DigitalSignature signatures on certificates and CRLs.

KeyUsage Array True EmailProtection Email protection.
EncipherOnly Enciphers data while performing a key
agreement.
KeyAgreement Key agreement.
KeyCertSign Verifigs signatures on public key
certificates.
KeyEncipherment Enciphers private or secret keys.
Verifies digital signatures, other than
signatures on certificates and CRLs,
NonRepudiation and provides a nonrepudiation service
that protects against the signing
entity falsely denying some action.
OCSPSigning Signs OCSP responses.
ServerAuthentication | TLS WWW server authentication.
Timestamping Binds the hash of an object to a time.
The subject of the certificate.
Subject Object | True | Please refer to Table The identifier information about a
certificate.
ValidNotAfter String True | The date when the certificate is no longer valid.
ValidNotBefore | String True | The date when the certificate becomes valid.
This parameter shall contain the string of the certificate, and
the format shall follow the requirements specified by the
CertificateType property value. If the certificate contains any
. . . private keys, they shall be removed from the string in
CertificateString | String True responses. If the service does not know the private key for
the certificate and it is needed to use the certificate, the
client shall provide the private key as part of the string in the
POST request.
CertificateType | String True | The format of the certificate.
The value of this property shall contain the GUID of the UEFI
signature owner for this certificate as defined by the UEFI
UefiSignatureO . Specification.
wner String True NOTE

This property shall only be present for secure boot database
certificates.
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Table 168 The identifier information about a certificate

Name

Type Read Only | Description

City

String | True The city or locality of the organization of the entity.

CommonName String | True The fully qualified domain name of the entity.

Country String True The country of the organization of the entity.

Email

The email address of the contact within the

String | True organization of the entity.

Organization String True The name of the organization of the entity.

OrganizationalUnit | String True

The name of the unit or division of the organization of
the entity.

State

The state, province, or region of the organization of

String True the entity.

DELETE
Request

DELETE
https://{{ip}}/redfish/v1/AccountService/Accounts/{ManagerAccountld}/Certificates/{Certificateld}

DELETE https.//{ip}}/redfish/v1/Systems/{ComputerSystemld}/Boot/Certificates/{Certificateld}
DELETE https://{{ip}}/redfish/v1/AccountService/L DAP/Certificates/1
DELETE https://{{ip}}/redfish/v1/AccountService/LDAP/Certificates/Oem/Ami/ClientCertificates/1

DELETE
https://{{ip}}/redfish/v1/Systems/{ComputerSystemld}/SecureBoot/SecureBootDatabases/{Secureb
ootDatabase_instance)/Certificates/{Certificateld}

Content-Type: application/json

Response

POST

The response status is 204 and no response body. For Error Responses refer
Section “Redfish Error Response” and Section “Status Codes”.

Rekey

Rekey action generates a new key pair for an existing certificate by using the
existing certificate data. The response contains a Certificate Signing Request (CSR)
that is used to be signed by a Certificate Authority (CA).

Request

POST
https://{{ip}}/redfish/v1/AccountService/Accounts/{ManagerAccountld}/Certificates/{Certificateld}/
Actions/Certificate.Rekey

POST
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/NetworkProtocol/HTTPS/Certificates/{Cert
ificateld}/Actions/Certificate.Rekey

POST
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Boot/Certificates/{Certificateld}/Actions/Certi
ficate.Rekey

POST https.//{{ip}}/redfish/v1/AccountService/LDAP/Certificates/1/Actions/Certificate.Rekey
POST
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https://{{ip}}/redfish/v1/AccountService/LDAP/Certificates/Oem/Ami/ClientCertificates/1/Actions/C
ertificate.Rekey

Content-Type: application/json

Request Body
Table 169 Rekey Action Request Body Property
Name Type Description
ChallengePassw String The challenge password to apply to the certificate for revocation
ord requests.
The length of the key, in bits

NOTE
KeyBitLength Number 4. If KeyBitLength is not specific, the default value is 2048.

5. The maximun value of KeyBitLength is 2048.

6. The minimum value of KeyBitLength is 512.

Example POST Request Body:

{
“KeyBitLength” : 512,
“ChallengePassword” : “challengepassword”

}

Response

The response status is 200 with the response body in JSON format. The properties
are mentioned in the following table.

Table 170 Rekey Action Response Property

Name

Type Read Only | Description

CSRString(M) String True The string for the certificate signing request.

Certificate (M) Object True The link to the certificate being rekeyed.

Renew

Renew action shall generate a certificate signing request using the existing
information and key-pair of the certificate. The response shall contain a signing
request that a certificate authority (CA) must sign. The service should retain the
private key that this request generates for when the certificate is installed. The
private key should not be part of the response.

Request

POST
https://{{ip}}/redfish/v1/AccountService/Accounts/{ManagerAccountld}/Certificates/{Certificateld}/
Actions/Certificate.Renew

POST
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/NetworkProtocol/HTTPS/Certificates/{Cert
ificateld}/Actions/Certificate.Renew

POST
https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Boot/Certificates/{Certificateld}/Actions/Certi
ficate.Renew

POST https://{{ip}}/redfish/v1/AccountService/LDAP/Certificates/1/Actions/Certificate.Renew

POST
https://{{ip}}/redfish/v1/AccountService/L DAP/Certificates/Oem/Ami/ClientCertificates/1/Actions/C
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ertificate.Renew

Content-Type: application/json

Request Body

Table 171 Renew Action Request Body Property

Name Type Description
ChallengePassw Strin The challenge password to apply to the certificate for revocation
ord 9 requests.

Example POST Request Body:

{

“ChallengePassword” : “challengepassword”
)
Response

The response status is 200 with the response body in JSON format. The properties
are mentioned in the following table.

Table 172 Renew Action Request Property

Name Type Read Only | Description
CSRString(M) String True The string for the certificate signing request.
Certificate (M) Object True The link to the certificate being rekeyed.
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3.18 Redfish.Settings

Redfish settings shall describe any settings of a Resource.

Table 173 Redfish.Settings properties

Name

Type

Read Only

Description

@odata.type

String

True

Refer Section ODATA Properties

ETag

String

True

The entity tag (ETag) of the Resource to which the
settings were applied, after the application.

This property shall contain the entity tag (ETag) of the
Resource to which the settings were applied, after the
application. The client can check this value against
the ETag of this Resource to determine whether the
Resource had other changes.

MaintenanceWin
dowResource

Object

True

The location of the maintenance window settings.
This property shall contain a link to a Resource that
contains the @Redfish.MaintenanceWindow property
that governs this Resource. This property should be
supported if the SupportedApplyTimes property
contains AtMaintenanceWindowsStart or
InMaintenanceWindowOnReset.

Messages

Array

True

This property shall contain an array of messages
associated with the settings. Refer Table
Redfish.Settings Messages Properties

SettingsObject

Object

True

This property shall contain the URI of the Resource
that the client may PUT or PATCH to modify the
Resource.

SupportedApplyT
imes

Array

True

The time when the settings can be applied.

A service shall advertise its applytime capabilities
using this property as to when a Setting resource can
be applied.

Enum Description

Immediate Apply immediately.

OnReset Apply on a reset

Apply during a maintenance
window as specified by an
administrator.

AtMaintenance
WindowsStart

Apply after a reset but within
maintenance window as specified
by an adminstrator.

InMaintenance
WindowOnReset

Time

String

True

This property shall indicate the time when the settings
were applied to the Resource.
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Table 174 Redfish.Settings Messages Properties

Name Type | Read Only | Description
. This property shall be a key into message registry as
Messageld String | True described in the Redfish specification.
Message String | True This property shall contain an optional human readable
message.
This property shall contain the message substitution
MessageArgs Array | True arguments for the specific message referenced by the
Messageld and shall only be included if the Messageld
is present.
This property shall contain an array of JSON Pointers
RelatedProperties | Array | True indicating the properties described by the message, if
appropriate for the message.
The value of this property shall be the severity of the
Severity String | True error, as defined in the Status section of the Redfish
specification.
This property shall contain an override of the
Resolution String | True Resolution of the message in message registry, if
present.
Refer Table Resource Complex Types under Section
Resource.
Oem Object NOTE

This property will be a part of JSON response only if
an oem property is implemented according to “How to
Add OEM extensions” document.
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3.19 LogService API

3.19.1 LogServiceCollection

This represents the collection of Log Service resources.

GET
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/LogServices
Content-Type: application/json
OR

https.//{{ip}}/redfish/v1/Managers/{{manager_instance}}/LogServices
Content-Type: application/json

OR
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/LogServices
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

3.19.2 Log Service

This resource represents the log service for the resource or service to which it is
associated. This resource shall be used to represent a log service for a Redfish
implementation.

GET
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/LogServices/{{system_log_instance}}
Content-Type: application/json

OR
https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/LogServices/{{manager_log_instance}}
Content-Type: application/json

OR
https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/LogServices/{{chassis_log_instance}}
Content-Type: application/json

OR

https://{{ip}}/redfish/v1/TelemetryService/LogService

Content-Type: application/json

system_log_instance - BIOS,SMI
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manager_log_instance - AuditLog, SEL and EventLog

chassis_log_instance - Logs

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

Table 175 Log Service Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE . .
This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.

Id(M) String True Resource Identifier

Name(M) String True Name of the Resource

o . Provides description of the resource. Refer Section
Description String True
Resource

ServiceEnabled Boolean | False quicates whether this service is enabled. Default it
will be true value
The maximum numbers of LogEntries this service can
have.

Ic\:/loe:él;l(ucr;]berOfRe Number | True This value is by default configured as 150 for

AuditLog, SEL, BIOS Logs and 100 for Telemetry
Service Logs.
Indicates the policy of the log service when the
MaxNumberOfRecords has been reached or when the
OverWritePolicy . log is full.
C) ( String True Enum Description
WrapsWhenFull When full, new ent.ries to th‘e Log
will overwrite previous entries.
The current DateTime (with offset from UTC) for the
log service in Redfish Timestamp format.
NOTE
The valid range is -12:00 to +14:00. Please refer the
following link for the allowable values within the
. . above specified range.

DateTime String False https://en.wikipediagorq/wiki/List of_UTC_time_offs
ets
NOTE
According to UNIX time maximum date allowed to
PATCH is 2038-01-18 and minimum date allowed to
PATCH is 1970-07-02.

DateTimelLocalOf . The time offset from UTC that the DateTime property

String False

fset

is set to in format: +06:00.
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NOTE

The valid range is -12:00 to +14:00. Please refer the
following link for the allowable values within the
above specified range.
https.//en.wikipedia.org/wiki/List_of_UTC_time_offs
ets

Actions

Object

True

The Actions property shall contain the available
actions for this resource like LogService.ClearLog or
any other OEMActions.

Status

Object

True

Refer Section Resource for Resource.Status.

Entries(N)

Object

True

The value of this property shall reference a collection

of resources of type. Refer Section Log Entry

The format of the log entries.

Enum Description

The log contains Redfish-defined

Event
messages (events).

SEL The log contains legacy IPMI System

LogEntryType String True Event Log (SEL) entries.

The log contains multiple Log Entry types
Multiple | or a single entry type cannot be
guaranteed by the Log Service.

The log contains entries in an OEMdefined

OEM format.

Request

POST
https.//{{ip}}/redfish/v1/Managers/{{manager_instance}}/LogServices/{{manager_log_instance}}/Act
ions/LogService.

ClearLog
Content-Type: application/json

Example POST Request URL
https://{{ip}}/redfish/v1/Systems/Self/LogServices/BI0S/Actions/LogService.ClearLog
https://{{ip}}/redfish/v1/Systems/Self/LogServices/SMI/Actions/LogService.ClearLog
https://{{ip}}/redfish/v1/Chassis/Self/LogServices/Logs/Actions/LogService.ClearLog
https://{{ip}}/redfish/v1/Managers/Self/LogServices/AuditLog/Actions/LogService.ClearLog
https://{{ip}}/redfish/v1/Managers/Self/LogServices/EventLog/Actions/LogService.ClearLog
https://{{ip}}/redfish/v1/Managers/Self/LogServices/SEL/Actions/LogService.ClearLog
https://{{ip}}/redfish/v1/TelemetryService/LogService/Actions/LogService.ClearLog

Example POST Request Body:

{
}

Response

The response of the request will be in JSON format with the success status code as
202. For Error Responses refer Section “Redfish Error Response” and Section “Status
Codes”.

{
“@odata.context”: “/redfish/v1/Smetadata#Task.Task”,
“@odata.id”: “/redfish/v1/TaskService/Tasks/1",
“@odata.type”: “@Task.vi_4_2.Task",

353



https://en.wikipedia.org/wiki/List_of_UTC_time_offsets
https://en.wikipedia.org/wiki/List_of_UTC_time_offsets

”, o

“Description”: “Task for Chassis LogService”,
“Ig- 1"

“Name”: “Chassis LogService”,
“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1”,
“TaskState”: “New”

3.19.3 LogEntryCollection

This represents the collection of Log Entry resources.

GET
Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/LogServices/{{system_log_instance}}
Content-Type: application/json
OR

https://{{ip}}/redfish/v1/Managers/{{manager_instance}}/LogServices/{{manager_log_instance}}
Content-Type: application/json
OR

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/LogServices/{{chassis_log_instance}}
Content-Type: application/json
OR

https://{{ip}}/redfish/v1/TelemetryService/LogService/Entries
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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3.19.4 Log Entry

This resource represents the log record format for logs. It is designed to be used for SEL
logs from IPMI as well as Event Logs and OEM specific logs. The EntryType NAME
indicates the type of log and there are other properties dependent on its value.

GET

Request

https://{{ip}}/redfish/v1/Systems/{{system_instance}}/LogServices/{{system_log_instance}}/Entries/
{{system_logentry_instance}}

Content-Type: application/json
OR

https.//{{ip}}/redfish/v1/Managers/{{manager_instance}}/LogServices/{{manager_log_instance}}/Ent
ries/{{manager_logentry_instance}}

Content-Type: application/json
OR

https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/LogServices/{{chassis_log_instance}}/Entries/
{{chassis_logentry_instance}}

Content-Type: application/json

OR
https://{{ip}}/redfish/v1/TelemetryService/LogService/Entries/{{telemetry_logentry_instance}}
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table

Table 176 Log Entry Property

Name Type gﬁ?: Description
@odata.context | String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties
@odata.type String True | Refer Section ODATA Properties
@odata.etag String True | Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
Oem Object NO.TE . .
This property will be a part of JSON response only if an oem
property is implemented according to “How to Add OEM
extensions” document.
Id(M) String True | Resource ldentifier
Name(M) String True | Name of the Resource
Description String True | Provides description of the resource. Refer Section Resource
. . This is the severity of the log entry. It can take any one of the
Severity String True Enum values - OK, Warning or Critical.
Created String True | The time the log entry was created.
Eventld String True | If present, this LogEntry records an Event and the value shall
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indicate a unique identifier for the event, the format of which
is implementation dependent.

NOTE

This property will be populated only for EventLogs.

Eventld format is implementation dependent and value will
be string of a positive integer.

EventTimestam

If present, this LogEntry records an Event and the value shall

p String True be the time the event occurred.
This property shall represent the type of LogEntry. If the
resource represents an IPMI SEL log entry, the value shall be
EntryType(M) String True | SEL. If the resource represents an Event log, the value shall
be Event. If the resource represents an OEM log format, the
value shall be Oem. Enum can be Event, SELor Oem.
This property shall be present if the EntryType value is SEL.
These enumerations are the values from table 42-1 and 42-2
of the IPMI specification.
NOTE
Severity will show as OK if enum value mentioned below is
not matches with Event_Type(Event/Reading Type Code
from table 43 of the IPMI Specification-version2-revi-1)
which is present in Message.
String Severity
Assert OK
Deassert Critical
Lower Non-critical - going low Warning
Lower Non-critical - going high Warning
Lower Critical - going low Critical
Lower Critical - going high Critical
Lower Non-recoverable - going Critical
low
| rI;ic;v;:er Non-recoverable - going Critical
EntryCode String True Upper Non-critical - going low Warning
Upper Non-critical - going high Warning
Upper Critical - going low Critical
Upper Critical - going high Critical
Upper Non-recoverable - going Critical
low
U'pper Non-recoverable - going Critical
high
Transition to Idle Warning
Transition to Active OK
Transition to Busy Warning
State Deasserted Warning
State Asserted OK
Predictive Failure deasserted Warning
Predictive Failure asserted OK
Limit Not Exceeded OK
Limit Exceeded Warning
Performance Met OK
Performance Lags Warning
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Transition to OK OK
Transition to Non-Critical from OK Critical
Transition to Critical from less severe Critical
Transition to Non-Critical from more severe Critical
Transition to Non-recoverable from less severe Critical
Transition to Critical from Non-recoverable Critical
Transition to Non-recoverable Critical
Monitor OK
Informational OK
Device Removed / Device Absent Warning
Device Inserted / Device Present OK
Device Disabled Warning
Device Enabled OK
Transition to Running OK
Transition to In Test OK
Transition to Power Off OK
Transition to On Line OK
Transition to Off Line OK
Transition to Off Duty OK
Transition to Degraded Warning
Transition to Power Save OK
Install Error Critical
Fully Redundant OK
Redundancy Lost Warning
Redundancy Degraded Warning
Non-redundant: Sufficient Resources from
OK

Redundant
Non-redundant:Sufficient Resources from .

- Warning
Insufficient Resources
Non-redundant:Insufficient Resources Warning
Redundancy Degraded from Fully Redundant Warning
Redundancy Degraded from Non-redundant Critical
DO Power State OK
D1 Power State OK
D2 Power State OK
D3 Power State OK
OEM OK

SensorType

String

True

This property shall be present if the EntryType value is SEL.

NTOE
This attribute is not applicable for Telemetry Log
Service Entries.

Type String

Platform Security
Violation Attempt
Temperature
Voltage

String Current

Fan

Physical Chassis
Security
Processor
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Power Supply / Converter
PowerUnit
CoolingDevice

Other Units-based
Sensor

Memory

Drive Slot/Bay

POST Memory Resize
System Firmware
Progress

Event Logging Disabled
System Event

Critical Interrupt
Button/Switch
Module/Board
Microcontroller/Coproc
essor

Add-in Card

Chassis

ChipSet

Other FRU
Management
Subsystem Health
Battery

Session Audit

Version Change
FRUState

OEM

SensorNumber

Number

True

This property decodes from EntryType: If it is SEL, it is the
sensor number; if Event it is not applicable. Otherwise, it is
Oem specific.

NOTE

This attribute is not applicable for Telemetry Log Service

Entries.

Message

String

True

This property shall be the Message property of the event and
decodes from EntryType. If EntryType is “Event” then it is a
message description. If EntryType is “SEL” then it contain SEL
Specific message otherwise “Oem” specific Log entry. In
most cases, this property contains actual Log Entry.

NOTE

Populated for all logs.

EntryType is “SEL" then Message contain SEL message

format specified in Table 32-1 SEL Event Records in IPMI

Specification v2.0 revision 1.1

Messageld

String

True

This property shall the Messageld property of the event and
decodes from EntryType. If EntryType is “Event” then itis a
Redfish Specification-defined Messageld. If EntryType is
“SEL"” then it contain Event Data otherwise “Oem” specific
information.

NOTE

Populated for all logs.

EntryType is “Event” then Messageld format will be
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RegistryName.MajorVersion.MinorVersion.MessageKey
EntryType is “SEL" then Messageld format will be
*0[xX](([afA-F]I[0-9]){2}){3}S i.e. first byte is EventDatal
second byte is EventDataZ2 and third byte is EventData 3.

This contains message arguments to be substituted into the
message included or in the message looked up via a registry.

MessageArgs Array True NOTE
Populated only for AuditLog, EventLog and MetricReportLog.
Contains references to other resources that are related to this
resource.
Name Type Ree Description
only
Refer Section Resource
_ . Oem Object for Links under Table
Links Object Resource Complex
Types.
This is the URI of the
resource that caused
OriginOfCondition | Object | True | the log entry.
Refer idRef in
odata4.0.0.json.
If the LogEntryCode type is OEM, this will contain the
CC)):jaerlnLogEntryC String True O"Iil\)/lTsEpemflc entry code.
Northbound only support.
If the Sensor Type is OEM, this will contain the OEMspecific
OemSensorTyp . sensor type.
o String True NOTE
Northbound only support.
DiagnosticData String True The type of diagnostic data available at the
Type AdditionalDataURI location.
The URI at which to access the additional data for the log
AdditionalDataU String True entry, such as diagnostic data, image captures, or other files.
RI Once you get the URI, you can use the URI to download the
file.
AdditionalDataS Number | True | The size of the additional data for the log entry.

izeBytes

359




This is the schema definition for the Redundancy resource. This is the redundancy
definition to be used in other resource schemas.

Table 177 Redundancy Properties

Name Type Read Only | Description
. This is the identifier for the member within the
Messageld String True .
collection.
Name(M) String True Name of the Resource
This is the redundancy mode of the group.
Enum Description
Failure of one unit will automatically
Failover cause its functions to be taken over by a
standby or offline unit in the redundancy
set.
Multiple units are available and active
Mode(M) String True N+m §uch that normalhopergtlon will continue
if one or more units fail.
Multiple units contribute or share such
. that operation will continue, but at a
Sharing o )
reduced capacity, if one or more units
fail.
One or more spare units are available to
Sparing take over the function of a failed unit, but
takeover is not automatic.
MaxNumSupport This is the maximum number of members allowable
Number | True : .
ed(M) for this particular redundancy group.
MinNumNeeded( This is the minimum number of members needed for
Number | True .
M) this group to be redundant.
Refer Section Resource for Resource.Oem.
NOTE
Status (M) Object True Northbound on(y propertles. P{atform speglf/c _
porting needed; require specific platform libraries
support and hook between the specific libraries and
gami module should be added.
RedundancySet Contains any ids that represent components of this
Array True
(M) redundancy set.
IReildundancyEnab Boolean | False This indicates whether redundancy is enabled.
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The term “Host Interface” refers to interfaces that can be used by software running on a
computer system to access the Redfish Service that is used to manage that computer
system.

The API's given in this Section can be accessed both through Redfish Ethernet and USB
Interfaces and will be available only when Host Interface support is enabled in PRJ.

For a detailed information on Host Interface configuration and verification in Redfish,
please refer “"MegaRAC Redfish - HostInterface (LanOverUSB)".

5.1 HostInterface Collection

It displays a collection of Host Interfaces available in Managers.
GET
Request

https.//{{ip}}/redfish/v1/Managers/{{system_instance}}/HostInterfaces
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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5.2 HostInterface

In HostInterface specification HostAutoFW & HostAutoOS are the only 2 Accounts allowed
for this Interface.

GET

Request

https://{{ip}}/redfish/v1/Managers/{{system_instance}}/HostInterfaces/{{hostinterface_instance}}
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 178 HostInterface Properties

Name Type (F;ﬁ?: Description

@odata.context String True | Refer Section ODATA Properties

@odata.id String True | Refer Section ODATA Properties

@odata.type String True | Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE . .
This property will be a part of JSON response only if an
oem property is implemented according to “How to Add
OEM extensions” document.

Id(M) String True | Resource Identifier

Name(M) String True | Name of the Resource

o . Provides description of the resource. Refer Section

Description String True

Resource

HostInterfaceTyp String True | Enum value: NetworkHostInterface

e
Status Object True | Refer Section Resource for Resource.Oem.
This indicates whether this interface is enabled.
NOTE

InterfaceEnabled | Boolean | True “False” value of this property indicates that HostInterface

communication is disabled.

ExternallyAccessi This indicates whether this interface is accessible by

Boolean | True

ble external entities.
This indicates the authentication modes available on this
interface.
NOTE
AuthenticationM Configurable under PRJ ONLY.
Array True —
odes(C) Enum Description

Requests without any sort of authentication
AuthNone | are allowed.

| NOTE
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This enum will be populated only when
NO_AUTH is selected for HI-AuthMode in
PRJ

Requests using HTTP Basic Authentication are
allowed.

NOTE

Not Supported till Redfish v1.1. This enum
will be populated only when BASIC_AUTH is
selected for HI-AuthMode in PRJ.

BasicAuth

Requests using Redfish Session
Authentication are allowed.

RedfishSe NOTE

ssionAuth Not Supported till Redfish v1.1. This enum
will be populated only when BASIC_AUTH is
selected for HI-AuthMode in PRJ.

Requests using OEM authentication
mechanisms are allowed.

OemAuth NOTE

Not Supported till Redfish v1.7.

KernelAuthRoleld

String

False

This property contains the Role for kernel authentication on
this interface.

NOTE

. Default value for this Roleld is
HostInterfaceAdministrator and can be patched to
any one of the Roleld’s “Operator”, “ReadOnly” or
User defined Roleld’s.

*  This property has been deprecated in favor of newer
methods of negotiating credentials. This property is

supported to allow Bios Backward Compactibility.

If the value of this property is ReadOnly then the Privilege of
the HI Account (HostAutoOS) will be mapped to the
AssignedPrivileges of the ReadOnly Role in AccountService.
Refer section for Predefined Roles and Privileges.

KernelAuthEnabl
ed

Boolean

False

This indicates whether this kernel authentication is enabled
for this interface.

NOTE

*  Only if this property is Enabled i..e true, HostAutoOS
account can be created.

*  This property has been deprecated in favor of newer
methods of negotiating credentials. This property is
supported to allow Bios Backward Compactibility.

FirmwareAuthRol
eld

String

False

This property contains the Role for firmware authentication
on this interface.

NOTE
. Default value for this Roleld is
HostInterfaceAdministrator and can be patched to
any one of the Roleld’s “Operator”, “ReadOnly” or
User defined Roleld'’s.

This property has been deprecated in favor of newer
methods of negotiating credentials. This property is
supported to allow Bios Backward Compactibility
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If the value of this property is ReadOnly then the Privilege of
the HI Account (HostAutoFW) will be mapped to the
AssignedPrivileges of the ReadOnly Role in AccountService.
Refer section Predefined Roles and Privileges.

FirmwareAuthEn

This indicates whether this firmware authentication is
enabled for this interface.

NOTE
. Only if this property is Enabled i..e true, HostAutoFW

abled Boolean | False account can be created.

*  This property has been deprecated in favor of newer
methods of negotiating credentials. This property is
supported to allow Bios Backward Compactibility.

This is a reference to the network services and their settings
that the Manager controls. It is here that clients will find
network configuration options as well as network services.
Name Type gﬁ?yd Description
ComputerSy An integer representing the
stems@oda | Number | True | number of items in a
ta.count collection
An array of references to
ComputerSy the Computer Systems
stems Array True connected to this Host
Interface.
CredentialB The Iipk to the ro!e that
. . contains the privileges for
ootstrappin | Object | True
gRole the bootstrap'agcount
created for this interface.
A reference to the Role
object defining Privileges
for this Host Interface
Links Object when us.ing.kernel
authentication.
NOTE
KernelAuthR Object | True || This property has been
ole ’
deprecated in favor of
newer methods of
negotiating credentials.
This property is
supported to allow Bios
Backward Compactibility.
A reference to the Role
object defining Privileges
for this Host Interface
when using firmware
FirmwareAu . authentication.
Object | True || NOTE
thRole

This property has been
deprecated in favor of
newer methods of
negotiating credentials.
This property is
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supported to allow Bios
Backward Compactibility.

HostEthernetinter

This is a reference to a collection of NICs that Computer

faces Object | True | Systems use for network communication with this Host
Interface.
This is a reference to a single NIC that this Manager uses
ManagerEthernet ' for network communication with this Host Interface.
Interface Object | True NOTE
The BMC USB Ethernet Interfaces such as usb0 are
populated under this property.
This is a reference to the network services and their settings
NetworkProtocol | Object | True that the Manz;_lger cgntrols: It is here that clients will fin_d
network configuration options as well as network services.
Refer Section ManagerNetworkProtocol.
AuthNoneRoleld | String False IgstOIe used when no authentication on this interface is
The credential bootstrapping settings for this interface.
Name Type (F;i?yd Description
An indication of
whether credential
Enabled Boolean | False bootstrapping is
enabled for this
interface.
CredentialBootstr . An indication of
: Object False .
apping whether credential
EnableAfterReset | Boolean | False bootstrapping is
enabled after a
reset for this
interface.
The role used for
Roleld String False the bootstrap
account created
for this interface.

PATCH

Request

https://{ip}}/redfish/v1/Managers/{{system_instance}}/HostInterfaces/{{hostinterface_instance}}

Content-Type: application/json

Request Body

Please refer to the properties that are patchable in HostInteface properties table for
which ReadOnly is False that can be sent as Request body in json format.

Response

The response status is success with status code as 204 and no body. For Detailed
Error Response Format refer Section "Redfish Error Response” and Section “Status

Codes”.
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5.3 Host Ethernet Interface Collection

This resource shall be used to represent the collection of host side Ethernet interfaces.
GET

Request

https.//{{ip}}/redfish/v1/Managers/{{manager_instance}}/HostInterfaces//{{hostinterface_instance}}
/HostEthernetinterfaces

Content-Type: application/json

Response
Please refer Section Collection for the JSON response properties.
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6.1 Configurations

This gives support for Certificate Authentication(CA) by enabling the user to upload the
public certificate to the redfish server. This allows additional configuring of the Redfish
service.

GET

Request

GET https://{{ip}}/redfish/v1/0em/Ami/Configurations
Content-Type: application/json

Table 179 Configuration Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
CertificateAuthori . The URL for the web server where the CA certificate is
String False
tyUrl stored.
Response
The response of the request will return 200 with response body in JSON format with
the OData properties.
PATCH
Request

PATCH https://{{ip}}/redfish/v1/0em/Ami/Configurations
Content-Type: application/json

The request property is same as Get Response “CertificateAuthorityUrl” property.

Example PATCH Request Body

{
“CertificateAuthorityUrl” : “https://{{ip}}/cert/ca-cert.pem”

}

In addition user can use custom DHCP option that will send the URL when a lease is
given. This is done by adding a custom option to the DHCP server with name
“REDFISH_CA_CERTIFICATE", code 248, and value as the URL where the CA
certificate can be downloaded.

CertificateAuthorityUrl take priority over the DHCP option, so if a URL is PATCHed,
then the URL from the DHCP option will not be used until the CertificateAuthorityUrl
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field gets PATCHed to null. This operation will look like the below:
PATCH https://{{ip}}/redfish/v1/0em/Ami/Configurations

Content-Type: application/json

{
“CertificateAuthorityUrl” :null

}
Response

The response status is success by following scenario:

+  The response status 200 means success and the response body is a GET
Response with the changed values specified in the Patchable properties in
Request body

«  On error, the response status will be 400 and the body will contain the response
error.

For Detailed Error Response Format refer Section “Redfish Error Response” and
Section “Status Codes”.
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6.2 PAM Configuration

GET
Request

GET https://{{ip}}/redfish/v1/AccountService/Oem/Ami/Configurations
Content-Type: application/json

Table 180 Account Service Properties

Name

Type

Read Only

Description

@odata.context

String

True

Refer Section ODATA Properties

@odata.id

String

True

Refer Section ODATA Properties

@odata.type

String

True

Refer Section ODATA Properties

@odata.etag

String

True

Refer Section ODATA Properties

Id

String

True

Resource Identifier

Name

String

True

Name of the Resource

PAMEnabled

Boolean

False

Indicates whether or not PAM authentication should
be used when authenticating Redfish requests.
When this property is enabled, the user name and
password provided in basic authentication will use
SPX PAM authentication feature by redfish service
and the access is granted based on what privilege the
PAM user has.

The mapping of PAM user privilege to redfish roles
are as follows.

+ PAM Callback privilege maps to Redfish ReadOnly role

* PAM User privilege maps to Redfish ReadOnly role

* PAM Operator privilege maps to Redfish Operator role

* PAM Administrator privilege maps to Redfish
Administrator role

NOTE

Since there is no clear cut way of one to one
mapping for PAM oem privilege to any of the redfish
role, in the current redfish design, user having PAM
oem privilege when tries to access redfish resource
will return 401 - Unauthorized. But with
CONFIG_SPX_FEATURE_OEM_PROPRIETARY_LEVEL
_SU PPORT feature is enabled OEM privilege will
have all admin rights and can able to access redfish
APls.

PAMOrder

Array

False

Array that represents the order the PAM modules will
be checked for authentication. Allowable values are
{"ACTIVE DIRECTORY”, “IPMI”, “LDAP”, “RADIUS"}.

NOTE

PAMOrder can change only when PAMEnabled in
true state.

RADIUS should be kept as last in the PAMOrder.

Response

The response of the request will return 200 with response body in JSON format with

the OData properties.
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PATCH

Request
PATCH https://{{ip}}/redfish/v1/AccountService/Oem/Ami/Configurations
Content-Type: application/json

Example PATCH Request Body

{
“PAMEnabled” : true, “PAMOrder” : [ "ACTIVE DIRECTORY”, “IPMI”, “LDAP”, “RADIUS” |

}
Response
The response status is success by following scenario:

+ If the PATCH is completely success without any extended information, status
code will be 204.

+ A message will be included in the response when the lighttpd web server needs
to be restarted and if there is some extended info.

On error, the response status will be 400 and the body will contain the response
error.

For Detailed Error Response Format refer Section “Redfish Error Response” and
Section “Status Codes”.

6.3 Memory Action

State of any Memory instance can be changed by this API. DIMM'’s can be either enabled
or disabled.

POST

Request

POSThttps://{{ip}}/redfish/v1/Systems/{{Systems_instance}}/Memory/{{memory_instance}}/Actions/
AmiBios.ChangeState

Content-Type: application/json

Example POST Request Body

{
“State” : “Disabled”

}
Response

The response of the request will be 204 No content.
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6.4 PCle Functions Instance Action

State of any PCleDevice instance can be changed by this API.

POST

Request

POSThttps://{ip}}/redfish/v1/Chassis/Self/PCleDevices/{{PCleDevices_instance}}/PCleFunctions/{{
PCleFunctions_instance}}Actions/AmiBios.ChangeState

Content-Type: application/json

Example POST Request Body

{
“State” : “Disabled”

}
Response

The response of the request will be 204 No content.

6.5 Manager RedfishPowerSaveModeAction

PowerSaveMode is spx-feature which is used to disable USB-Interfaces - When power save
is on USB Interfaces will be disabled.

In CRB Bios will issue the ipmi call through KCS to disable PowerSave so that Bios cannot
communicate with BMC-Redfish(Hi-Communication)

Since SPX-13(2600) don't have KCS interface between BIOS and BMC we have to disable
PowerSave Mode manually so that Bios BMC communication works.

For this we have implemented PowerSave Mode- enable, disable function using Redfish
API action.

POST

Request

POST
https://{{ip}}/redfish/v1/Managers/{{system_instance}}/Actions/Oem/AMIManager.RedfishPowerSa
veMode

Content-Type: application/json

Example POST Request Body
{

“PowerSaveMode” : “Disable”

}
Response

The response status code should be 204.

{
}
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6.6 Manager Configure CD Instance Action

This ConfigureCDInstance action is used to configure the number of CD/DVD devices that
are to be supported for Virtual Media redirection. If it is set to 0, no CD instances will be
displayed under Virtualmedia collection. The default value of CD instance is 4, as per the
PRJ configuration. The CDInstance values ranges from zero to four.

POST

Request

POST
https://{{ip}}/redfish/v1/Managers/{{system_instance}}/Actions/Oem/AMIVirtualMedia.ConfigureCDI
nstance

Content-Type: application/json

Example POST Request Body
{
}
Response

The reponse status code should be 200 with the below message in the response.
{

“CDInstance” : 4

“error” : {
“@Message.Extendedinfo” ;[
{

“@odata.type” : “#Message.v1_0_8.Message”,

“Message” : “ConfigureCDInstance action has been initiated successfully.Please allow
upto 4-5 secs and verify the value of CDInstances OEM property in /redfish/v1/Managers/Self
instance”,

“MessageArgs” [

“ConfigureCDInstance”,
“CDInstances OEM”,
“/redfish/v1/Managers/Self”

l

“Messageld” : “Ami.1.0.DelaylnActionCompletion”,

“Resolution” : “Check the property value update after 4-5 seconds”,

“Severity” : “OK”

)
l
“code”: "Ami.1.0.DelaylnActionCompletion”,
“message”: “ConfigureCDInstance action has been initiated successfully. Please allow up to 4-
5 secs and verify the value of CDInstances OEM property in /redfish/v1/Managers/Self instance”

}
}
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6.7 Manager Enable RMedia Action

CD Media collection will be displayed under VirtualMedia only when RMedia support is
enabled. This EnableRMedia action is used to Enable/Disable RMedia support.

POST

Request

POST
https.//{{ip}}/redfish/v1/Managers/{{system_instance}}/Actions/Oem/AMIVirtualMedia.EnableRMedi
a

Content-Type: application/json

Example POST Request Body
{

}
Response

“RMediaState” : “Enable”

The reponse status code should be 200 with the below message in the response.
{ 2
‘error”:
“@Message.Extendedinfo” :[
{
“@odata.type” : “#Message.v1_0_8.Message”,
“Message” : “EnableRMedia action has been initiated successfully.Please allow upto 4-5
secs and verify the value of RMediaStatus OEM property in /redfish/v1/Managers/Self instance”,
“MessageArgs” : [
“EnableRMedia”,
“RMediaStatus OEM”,
“/redfish/v1/Managers/Self”
l
“Messageld” : “Ami.1.0.DelaylnActionCompletion”,
“Resolution” : “Check the property value update after 4-5 seconds”,
“Severity” : “OK”
)
l
“code”: “Ami.1.0.DelaylnActionCompletion”,
“message”: “EnableRMedia action has been initiated successfully. Please allow up to 4-5
secs and verify the value of RMediaStatus OEM property in /redfish/v1/Managers/Self instance”
)
)
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6.8 Manager BackupConfig Action

This OEM action is used to take a backup of BMC configurations.
bmc-config.bak file will be downloaded while performing this POST action in Postman
application using “Send and Download” option.
The list of BMC configuration that can be backed up are mentioned below.
* "SNMP’,

e "Syslog’,
e "KVM',
e« 'NTP",
o "IPMI",

e "Network and Services",
e  "Authentication"

NOTE

Currently this feature in Redfish supports to back up the BMC configuration which can be
configured through WebUI.

The syslog configuration cannot be set through Redfish, which should be configured
through WebUI only.

Authentication feature includes LDAP , AD and RADIUS configurations in BMC.

If the client restores the backup configuration using the Redfish/WebUI, all IPMI user
passwords, including the 'Administrator' user, will be reset to the default IPMI password for
security reasons. This change is synchronized with the Redfish (unified account feature).
After restoring the configuration, users must reset their passwords using the default IPMI
password.

POST
Choose "Send and Download" option in postman tool to download bmc-config.bak
file.
Save the bmc-config.bak file in your local machine.

Request

POST https://{{ip}}
/redfish/v1/Managers/{{system_instance}}/Actions/Oem/AMIVirtualMedia.EnableRMedia

Content-Type: application/json

Example POST Request Body
{
"BackupFeatures":[
"Network and Services”,
"Syslog",
"KVM",
"IPMI",
"Authentication’,
"‘NTP',
"SNMP"
|
}

Response

bmc-config.bak file will be downloaded in your local machine.
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6.9 Manager RestoreConfig Action

This OEM action is used to restore the BMC configurations by uploading the bmc-
config.bak file which was downloaded using BackupConfig action.

POST

Request
POST
https://{{ip}}/redfish/v1/Managers/{{system_instance}}/Actions/Oem/AMIManager.RestoreConfig

Content-Type: form-data
Key: conf_file
File:<file>

Response
The response status is 204.

6.10 Manager OEM Properties

The AMI implement Oem property contained within the "Ami" json object.
The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

GET

Request
GET https://{{ip}}/redfish/v1/Managers/Self
Content-Type: application/json

Table 181 Managers Self OEM properties

Read A
Name Type Only Description
Read e
Name Type Only Description
. Refer Section ODATA
@odata.type String True Properties
VirtualMedia | Object | True Specifies the number of CD
CDInstances Number | True | instances allowed for
redirection
. . Specifies the current status
RMediaStatus | String True of RMedia settings
Read e
Name Type Only Description
The property contains object
ManagerServ Object | True related to CommandShell
icelnfo CommandShel . :
IServicelnfo Object True | service.
Refer Table Manager OEM
table for ManagerServicelnfo
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CommandShellServicel nfo
OEM extended properties
detail

The Links property, as
described by the Redfish
Specification, shall contain
references to resources that
are related to, but not
contained by (subordinate
to), this resource.

Refer Table Manager OEM
table for ManagerServicelnfo
CommandShellServicelnfo
OEM extended properties
detail

Links Object True

PowerSaveM Strin True The PowerSave mode is used to disable USB-Interfaces —When
ode g power save is on USB ifaces will be disabled.

Table 182 Manager OEM table for ManagerServicelnfo CommandShellServicelnfo OEM
extended properties detail

Read

Name Type Only

Description

Read

Name Type Only

Description

The property contains object that
contains property
MaxConcurrenceSession of protocol
IPMI.

IPMI Object | True

CommandShel Array | True The property contains object that
IServicelnfo contains property
MaxConcurrenceSession of protocol
SSH.

SSH Object | True NOTE

This property will not be displayed
in the response, if the value from
back-end is not applicable.

Table 183 Manager OEM table for ManagerServicelnfo Links OEM extended properties

Name Type Read Only | Description

The property contains an URI related to
NetworkProtocol resource,
“/redfish/v1/Managers/{{system_instance}}/Network
Protocol.”

NetworkProtocol | Object True

Response

The response of the request will return 200 with response body in JSON format with
the OData properties.
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6.11

CertificateCollection OEM properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

POST [Creating new Certificate]
Request

POST https://{{ip}} /redfish/v1/Systems/{ComputerSystemld}/Boot/Certificates
Content-Type: application/json

Table 184 CertificateCollection Self OEM properties

Name

Type Description

OwnerGuid String

Refer Table Resource Complex Types under Section Resource in
this document.

NOTE

This property will be a part of JSON response only if an oem
property is implemented according to “How to Add OEM
extensions” document.

NOTE

The Boot Certificate setting refers to the following example (Post
Request Body for Boot Certificate).

NOTE

OwnerGuid is case-insensitive. It always displays in uppercase in
response body.

Example POST Request Body for Boot Certificate:
{
“CertificateString” : -—-BEGIN CERTIFICATE-—-
\nMIIC2DCCA0ICCQDrKFHkCkpC2zANBgkqhkiG9wOBAQsFADCBS8JELMAKGATUEBhMC\nVVMxD
zANBgNVBAgMBk9yZWdvbjERMA8GA 1UEBwWwIUG9ydGxhbmQxEDAOBgNVBAoM\nBONvbnRvc28x
DDAKBgNVBAsMAOFCQzEcMBoGATUEAwwTbWFuYWdIci5jb250b3Nv\nLm9yZzEgMB4GCSqGSIb3
DQEJARYRYWRtaW5AY29udG9zby5vemcexGjAYBgNVBCkM\nEXRIc3RDb250YWNOUGVyc29uMRYw
FAYDVQQqDAT0ZXNOR2I12ZW50YWTIMRUWEWYD\nVQQrDAx0ZXNOSW5pdGlhbHMxFDASBgNV
BAQMC3RIc3RTdXJuYW1IMBAXDTESMTIx\nOTAyNTgONVoXDTIwMDExODAYNTgONVowgflxCzA
JBgNVBAYTAIVTMQ8wDQYDVQQI\nDAZPcmVnb24xETAPBgNVBAcMCFBvcnRsYW5kMRAwDgYD
VQQKDAdDb250b3NvMQww\nCgYDVQQLDANBQkMxHDAaBgNVBAMME21hbmFnZXluY29udG9
zby5vemcexIDAeBgkq\nhkiG9wOBCQEWEWFkbWIuQGNvbnRvc28ub3JnMRowGAYDVQQpDBFOZXNO
Q29udGFj\ndFBIcnNvbjEWMBQGA 1UEKgwNdGVzdEdpdmVuTmFtZTEVMBMGA TUEKwwMdGVzdE
lu\naXRpYWxzMRQwEgYDVQQEDAtOZXNOU3VybmFtZTBcMAOGCSqGSIb3DQEBAQUAAOSA\nMEg
CQQC2vTAZtvPrByReb065z6E/n7Rv8ymt4Goowjet6s0kfm/WnJumTt0/eJfk\n2j5¢c+XSg6q1wgmZ0Z
A+NZVL7DFUAgGMBAAEWDQYJKoZIhveNAQELBQADQQCsYyRY\n3RX7fsLQrOM/LgHCHF9ke9mF8Ks
0CkAQIZLkXuwSZHe6+0b7p60eWrdiuil6cpm0O\nb32QIGFrKWgq8JXD+\n-—--END CERTIFICATE----\n---
—-BEGIN PRIVATE KEY---
\nMIIBVgIBADANBgkqhkiGO9wWOBAQEFAASCAUAwWggEBAgEAAKEAtrOWGbbz6wckXm90\nuc+hP5+0b
/MpreBgKMI3rerNJH5v1pybpk7dP3iX5No+XPI0o0qtclJmTmQPjWVS\n+wxVIwIDAQABAKEAN6j0Wc
NLoIF/KTM/KYGLdTdoQ1fFVrH4jtwCleZAjlygCliT\nKcb1Ao0sO/jxKFaK/ZUUVk5IWomxnZBy641r+AQl
hANpX0+K7kUUmA4L7x1VgFfRUh\nal8ns1MneAkbL0z0j+NjAIEATkFjSAJIki1fkakXtixdiZz9GdRbgLBF
M4cZJXtT\nOOECIQCNkCIdwBTI7BMNWghD4JmfryGjfj8DK/Tkmo6Ja4sbFwlhAKF1FwcNyXh2\nvt06
gsabuiZY6pbl Y8UfkJabCUUooevBAiAzw38GApvYqlQeSRQcHTMx/LN6a6NY\nJlxeaUXwCcsluw==\n-
—-END PRIVATE KEY--—\n",

“CertificateType” : "PEM”
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“Oem”:

{

“Ami” :

{

“OwnerGuid” : "FE9C6606-8B49-44A3-8B6B-DEA3AOE0324D"

}
}

Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created Certificate.

6.12 InventoryData Status URI

This URI is used to see the status of BIOS inventory file processing. This URI will only be

available in server root, once inventory file is posted.

GET
Request

GET https://{{ip} /redfish/v1/0em/Ami/InventoryData/Status

Content-Type: application/json

Response

The response of the request will be 200 OK with response body.

Table 185 InventoryData Status properties

Name Type gﬁ?: Description
@odata.context | String | True | Refer Section ODATA Properties
@odata.id String | True | Refer Section ODATA Properties
@odata.type String | True | Refer Section ODATA Properties
@odata.etag String | True | Refer Section ODATA Properties
Id String | True | Resource ldentifier
Name String | True | Name of the Resource
Description String | True | Provides description of the resource. Refer Section Resource.
Name Type Eﬁa 2 Description
This is an array CrcElementes
DeletedMo that have been updated in this
dules Array | True | Inventory population.
InventoryData Object | True Refer Allowed values for
DeletedModules Table
This is an array messages that is
created during Inventory
Messages | Array | True | population.
NOTE
Refer table given below for
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| different types of messages. |

This is the time taken to process
True | and populate the Inventory file.
Unit : milliseconds

Processin | Numb
gTime er

This property shall indicate the
LastModifi date and time when the

ed Time String | True InventoryData is updated.
Format: date-time
Status String | True Specifies the status of inventory

file processing.

Table 186 Allowed values for DeletedModules

Enum Description
This element corresponds to all data related to Processor, like
CPU X
Processors and ProcessorsMetrics.
DIMM This element corresponds to all data related to Memory, like Memory,
MemoryDomains, MemoryChunks and MemoryMetrics
PCIE This element corresponds to all data related to Storage, PCleDevices,
Networkinterfaces, NetworkAdapters.
CERTIFICATES This element corresponds to all data related to Boot Certificates
SECURBOOT This element corresponds to all data related to SecureBoot data.
Table 187 Enum values for Status
Enum Description
BootInProgress This signifies that Host systems has started booting
Ready This signifies that Inventory file processing is completed.
Queued This signifies that Inventory processing task is queued in SouthBound.
In-Progress This signifies that Inventory file is being processed in background.
Failed This signifies that Inventory file processing failed.
Completed This signifies that Inventory file processing is completed.

Table 188 Types of Messages in InventoryDataStatus URI

Enum Description

- This message signifies that some mandatory property under a particular
resource is missing because of this population of this resource maybe
skipped.

- The message with show which property is missing and the Collection under
which the error has happened.

Warning - Example: “Warning PropertyMissing (Id : Skipping Further operations under
Redfish:Chassis:Self:NetworkAdapters” ; here message signifies that the Id
property is missing under one of the Chassis Instance,

- Exception: If Id is missing under Chassis and System Instances,
InventoryProcessing mechanism will assume the default Id for the instance
and will populate all properties under it.

- This error signifies any unexpected error occurred during population of
some resources.

- Example: “Error while populating SubProcessors data under

Error Redfish:Chassis:Self:NetworkAdapters” ; here the message signifies that the

an unexpected error occurred while processing the NetworkAdapter
instance. When this error is encountered and if the redfish debug is
enabled, details of the error will be printed in BMC Serial Console.

379




Example 2: “Error: backuping inventory file failed”, this message signifies
that the backup function is facing some unexpected error while updating
backup file.

Example 3: “Error: file format not supported (Not a json File)”, this message
signifies that Inventory file posted to BMC is not a valid json file.

Example 4: “Error reading extracted file”, this message signifies that an
unexpected error occurred while reading the inventory file.

BiosAttributeRe
gistryRelated

Processed Successfully :

This message signifies that the particular BiosAttributeRegistry is
processed successfully and readable files are created. This message is
expected only when the inventory files is having BiosAttributeRegistry data
init.

Example : “BiosAttributeRegistryOACOR.en-US.0.30.0.json Processed
Successfully”

Error while populating :

This message signifies that an unexpected error has occurred while
populating the BiosAttributeRegistry data.

Example : “Error while populating BiosAttributeRegistry data”

Conf area almost full :

This message signifies that some data is skipped as conf are of BMC is
almost full. This message is followed by a Log: showing which data is
skipped.

Example :

“Warning: CONF area is almost full (95%)”

“Log : BiosAttributeRegistryOACOR.en-US.0.30.0.json skipped due to
insufficient storage”

Error Invalid name :

This message signifies that the file name of the BiosAttributeRegistry is not
matching the predefined format. Example : “Error: Invalid FileName
(BiosAttributeRegistryOACOR.json)”

1. “Inventory Backup file updated successfully.” , this message signifies that
inventory data backup file is updated successfully
Generic 2. “Log:ProcessingTime not captured as system datetime got updated”, this
message signifies that the Processing time is not captured as the BMC
system datetime is modified in between the processing.
Oem Apart from the above given message types Oem extensions can include any

type of strings to messages using OemExtensions.

380




6.13 AccountService LDAP OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

GET
Request

GET https://{{ip}}/redfish/v1/AccountService
Content-Type: application/json

Table 189 Account Service LDAP Authentication OEM Properties

Name Type Read Only | Description
@odata.type String True Refer Section ODATA Properties
Indicates the EncryptionType used for
EncryptionType String False UsernameandPassword encryption. Allowable Enums
are:- “NoEncryption” , “SSL” , “StartTLS".
It represents the Server name. It contains 2 allowable
CommonNameTy values: “IPAddress” , “"FQDN" .
pe String False NOTE

FQDN can be patched only when the EncryptionType
is “StartTLS".

Table 190 Account Service LDAP RemoteRoleMapping OEM Properties

Name Type Read Only | Description
@odata.type String True Refer Section ODATA Properties
RolelD Number | True ID of particular role in RoleMapping
KVMAccess Boolean | False Status of KVM access of the particular role in
RoleMapping
VMediaAccess Boolean | False Status of \(Medla access of the particular role in
RoleMapping
Response
The response of the request will return 200 with response body in JSON format with
the OData properties.
PATCH
Request

PATCH https://{{ip}}/redfish/v1/AccountService
Content-Type: application/json

Example PATCH Request Body — NoEncryption
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{
“LDAP” :{
“Authentication” : {
“Username” : “cn=admin,dc=coretesting,dc=com”,
“Password” : “ubuntu”,
“Oem” :A{
“Ami” : {
“EncryptionType” : “NoEncryption”,
“CommonNameType” : “IPAddress”
}
}
)3
“LDAPService” : {

“SearchSettings” : {
“BaseDistinguishedNames” : [
“dc=coretesting,dc=com”

]
“UsernameAttribute” : “cn”
}
)
“ServiceAddresses” : [
“10.0.122.61:389”
]
“ServiceEnabled” : true
}
}

Example PATCH Request Body - RoleMapping
{
“LDAP” :{
“RemoteRoleMapping” : [
{
“LocalRole” : “Administrator”,
“RemoteGroup” : “redfish4”,
“RemoteUser” : “Active2”,
“Oem” A{
“Ami” {
“KVMAccess” : true,
“VMediaAccess” : true
}
}
i
}
}

Example PATCH Request Body — StartTLS
{

“LDAP”: {
“Authentication” : {

“Username” : “cn=admin,dc=coretesting,dc=com”,

“Password” : “ubuntu”,

“Oem” :{

“Ami” : {

“EncryptionType” : “StartTLS”,
“CommonNameType” : “FQDN”
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“LDAPService” : {
“SearchSettings” : {
“BaseDistinguishedNames” : [
“dc=coretesting,dc=com”
]

“UsernameAttribute” : “cn

}

”

)3
“ServiceAddresses” : [
“10.0.122.61:389"

J

“ServiceEnabled” : true

NOTE

If patch is applied for RoleMapping before serive enabled or before Authentication

will get ServiceDisabled error.

PATCH N

Params Authorization Headers (10) Body e Pre-request Script

Tests ® Settings Co

GraphQL JSON v Beal

&2 400 BadRequest 1099 ms 638B Save Respon

[

"The operation failed because this service is disabled and can no longer take

"Enable the service and resubmit the request.”,

none form-data x-www-form-urlencoded @ raw binary
1 i

2 | "ActiveDirectory": f

3 "RemoteRoleMapping”: [

4 i

5 "LocalRole": "Administrator",

A "Damatalryann" - "yradfichRAY

Body Cookies Headers (5) Test Results (1/1)
Pretty Raw Preview Visualize JSON v =)

1

2 "error": {

3 "@Message.ExtendedInfo": [

4 i

5 "@odata.type": "#Message.vl_0_8.Message",
6 "Message":

incoming requests.",
"MessageId": "Ami.1.0.ServiceDisabled",

8 "Resolution”:

9 "Severitv": "Critical"

383




6.13 AccountService ActiveDirectory OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

GET

Request

GET https://{{ip}}/redfish/v1/AccountService
Content-Type: application/json

Table 191 Account Service Active Directory Authentication OEM Properties

Name Type Read Only | Description
@odata.type String True Refer Section ODATA Properties
DomainName String False Specify the Domain Name for the user

IP address of Active Directory server. At least one
Domain Controller Server Address must be

DomainControll String False configured.

erServerAddr1 The following address formats are supported:
IPv4 Address format.
IPv6 Address format.

IP address of Active Directory server. At least one
Domain Controller Server Address must be

DomainControll String False configured.

erServerAddr2 The following address formats are supported:
IPv4 Address format.
IPv6 Address format.

IP address of Active Directory server. At least one
Domain Controller Server Address must be

DomainControll String False configured.

erServerAddr3 The following address formats are supported:
IPv4 Address format.
IPv6 Address format.

Table 192 Account Service Active Directory RemoteRoleMapping OEM Properties

Name Type Read Only | Description

@odata.type String True Refer Section ODATA Properties

GrouplID String True GrouplD of the five available roles in RoleMapping

KVMAccess Boolean | False Status of KVM access of the particular role in
RoleMapping

VMediaAccess Boolean | Ealse Status of \(Medla access of the particular role in
RoleMapping

Response

The response of the request will return 200 with response body in JSON format with
the OData properties.
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PATCH

Request

PATCH https://{{ip}}/redfish/v1/AccountService
Content-Type: application/json

Example PATCH Request Body - NoEncryption
{
“ActiveDirectory” : {
“Authentication” : {
“Username” : “AD1”,
“Password” : "AD@123",
“Oem” :A{
“Ami” : {
“DomainName” : “abc123.com”,
“DomainControllerServerAddr1”: “10.0.1.23"
}
}
)

“ServiceEnabled” :true
)

}

Example PATCH Request Body - RoleMapping
{
“ActiveDirectory” : {
“RemoteRoleMapping” : [
{
“LocalRole” : “Administrator”,
“RemoteGroup” : “redfish4”,
“RemoteUser” : “Active2”,
“Oem” A{
“Ami” {
“KVMAccess” : true,
“VMediaAccess” : true

b
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6.15 Systems BiosTable

GET

Request

GET https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Oem/Ami/BiosTable
Content-Type: application/json

Table 193: Systems BiosTable Property

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Id String True Resource Identifier
Name String True Name of the Resource
. . Provides description of the resource. Refer Section
Description String True
Resource
. . This property shall contains the file content of the file
FileContent String True posted to this URI.

Response

The response of the request will return 200 with response body in JSON format with
the OData properties.

POST

Request
PATCH https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Oem/Ami/BiosTable
Content-Type: form-data
Key:BIOSTableFile
File:<file>
Response
The reponse status code should be 201.

DELETE
Request
DELETE https://{ip}}/redfish/v1/Systems/{{system_instance}}/Oem/Ami/BiosTable
Response
The reponse status code should be 204.
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6.16 Systems BiosTable Tags

GET

Request

GET https://{{ip}}/redfish/v1/Systems/Self/Oem/Ami/BiosTableTags
Content-Type: application/json

Table 194 Systems BiosTable Property

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Id String True Resource Identifier
Name String True Name of the Resource
. . Provides description of the resource. Refer Section
Description String True
Resource
This property shall contain the list of tabletags.
Name Type CR)i?yd Description
Array of "
TableTags . True . TableType for this
Objects TableType | String True TableTag
Value for this
Value Number | True TableTag
NumberOfTables | Number | True This property shall contain the number tables present.
Response

The response of the request will return 200 with response body in JSON format with
the OData properties.

POST
Request
PATCH https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Oem/Ami/BiosTableTags
Content-Type: application/json
Example PATCH Request Body
{
“TableTags”: [
{ “TableType”: “1”, “Value” :20001},
{ “TableType”: “2”, “Value” :30001}
l
“NumberOfTables” :2
}
Response

The reponse status code should be 204.
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DELETE
Request
DELETE https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Oem/Ami/BiosTableTags
Response
The reponse status code should be 204.
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6.17 Systems OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

GET
Request

GET https://{{ip}}/redfish/v1/Systems/Self

Content-Type: application/json

Table 195 Systems Self OEM properties

Name Type gﬁ?: Description
Indicates the properties related to ManagerBoot.
Name Type gﬁ?yd Description
This property shall specify the
enum supported by
ManagerBootMode.
Enum Description
None The default value for
ManagerBootMode
ManagerB . The SoftReset is
ManagerBoot Object | False ootMode String | False pushbutton reset
Configuration SoftReset | /soft-reset without
valid bit clean(Ctrl-
Alt-Del)
ResetTime ResetTimeout
out support is Boot
Option
ManagerB This attribute will list the allowed
ootMode enum values(i.e. SoftReset and
@Redfish. | Array | True | ResetTimeout) for the
Allowable SupportedCollectionFunctions
Values attribute.
Indicates that the properties under this object is related to Bios
Name Type (F;i?yd Description
Reference to BiosTable URI
) . NOTE
BiosTable | Object | True Only visible if the BiosTable is
Bios Object | True already posted by BIOS
Reference to BiosTableTags URI
BiosTable . NOTE. o
Tags Object | True O_nly visible if th_e
BiosTableTags is already
posted by BIOS
Inventory | Object | True | Reference to InventoryCrc URI
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along with GroupCrc information
is displayed under this object.

NOTE

*  This property is populated
by Host Interface as part
of Inventory. (Extra Bios
Support is needed. Refer
Section Redfish Inventory
Support for detailed
information).

*  Refer Systems
InventoryCrc section for
more details on the
resource object.

RedfishVe

rsion String

True

Shows the Bios Redfish version.

NOTE

This property is populated by
Host Interface as part of
Inventory. (Extra Bios Support is
needed. Refer Section Redfish
Inventory Support for detailed
information).

RtpVersio

N String

True

Shows the Bios RTP version.

NOTE

This property is populated by
Host Interface as part of
Inventory. (Extra Bios Support is
needed. Refer Section Redfish
Inventory Support for detailed
information).

PATCH
Request

PATCH https://{{ip}}/redfish/v1/Systems/Self
Content-Type: application/json

Example PATCH Request Body- SoftReset or ResetTimeout

{

“Oem” :A{

“AMI” : {
“ManagerBootConfiguration” : {

“ManagerBootMode” : “SoftReset”

}
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6.18 Storage Instance OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from

dmtf redfish spec (DSP0266) OEM property format and content.

GET
Request

GET https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Storage/{{storage_instance}}
Content-Type: application/json

Table 196 Systems Self OEM Properties

Name Type | Read Only | Description
Indicates the properties related to set of storage
controller sensors.
Read e
Name Type Only Description
@odata. String True Refer Sgctlon ODATA
type Properties
StorageController Array | True Reading | Number | True Indicates the reading of the
Sensors StorageControllerSensor
Reading . Indicates the reading type
Type String True | of the
StorageControllerSensor
. Indicates the reading unit
Reading .
Unit String True | of the

StorageControllerSensor
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6.19 Systems InventoryCrc

GET
Request

GET https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Oem/Ami/Inventory/Crc
Content-Type: application/json

Table 197 Systems InventoryCrc Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Id String True Resource Identifier
Name String True True Name of the Resource
This property shall contain the list of Crc elements an
. Array of it's corresponding values.
GroupCreList Obje)éts True Refer the Eelow tgble for the allowed CRC elements

and its description

Table 198 Allowed Group Crc Elements

Enum Description
This element corresponds to all data related to Processor, like Processors
CPU .
and ProcessorsMetrics.
DIMM This element corresponds to all data related to Memory, like Memory,
MemoryDomains, MemoryChunks and MemoryMetrics
PCIE This element corresponds to all data related to Storage, PCleDevices,
Networkinterfaces, and NetworkAdapters.
CERTIFICATES This element corresponds to all data related to Boot Certificates.
SECURBOOT This element corresponds to all data related to SecureBoot data.
POST
Request

POST https://{{ip}}/redfish/v1/Systems/{{system_instance}}/Oem/Ami/Inventory/Crc
Content-Type: application/json

Example POST Request Body

{
“GroupCrcList”: [
{
“PCIE” : 0
)
{
“DIMM” : 0
}
|
}
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DELETE

Request

DELETE https://{ip}}/redfish/v1/Systems/{{system_instance}}/0Oem/Ami/Inventory/Crc

6.20 Secondary SMTP OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

PATCH [Configuring Secondary SMTP Server]

Request

PATCH https://{ip}} /redfish/v1/EventService

Table 199 Secondary SMTP OEM Properties

Read

Name Type Only Description
Set of properties contain parameters for the SMTP (Simple Mail
Transfer Protocol) service.
Name Type gﬁ?yd Description
Property will contain
Authentication methods for
Secondary SMTP service.
“Plain” and “None” are avaliable
Authentica ‘ as optiops. _None_is no
tion String False | Authentication with SMTP Server
and Plain is basic Authentication
with SMTP Server.Setting this
property to “None” will not delete
the “Username” and "Password”
Secondary . Parameters. - -
SMTP Object | True Propery Contains Connection
. Protocols for Secondary SMTP
Connectio . .
nProtocol String false | service.
“None”, “StartTLS", and
“TLS_SSL" are possible options.
Property Contains The Sender’s
Address for the Secondary SMTP
service.
This can be a valid email address.
FromAddre . If FromAddres's is set.in Web, the
ss String false | FromAddress input will be set for

both Primary and Secondary. If
Primary OR Secondary
FromAddress is set in Redfish the
Web entry will be updated.

If Primary AND Secondary are set
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in Redfish, Primary FromAddress
will be set to Web.

Password

String

false

Property Contains the password if
“Authentication” property in
Secondary SMTP service is
“Plain”. This will be displayed as
“null” for security reasons, but the
values will be saved in the
backend. When Authentication is
set to “None”, the value will still
exist in backend.

Port

Number

false

Property contains the Destination
Port number for the Secondary
SMTP service.

Secureport and Smtpport,
avaliable in the IPMI/Web
counterpart, are hidden following
DMTF spec. By Default Secureport
is 465 and Smtpport is 25. If a
PATCH command is set with
“ConnectionProtocol “as
“TLS_SSL” then the SecurePort is
changed when

“Port” parameter is changed. If the
PATCH is called when
“ConnectionProtocol” is
“StartTLS” or “None”, the “Port”
parameter changes the Smtpport
value.

The "Port" parameter has a
value range of 0 to 65535,
except for ports 0, 20, 21, 22,
23,80, 161, 443, and 546.

ServerAddr
ess

String

false

Property Contains the Server
Address for the Secondary SMTP
service.

This can be in IPv4 or IPv6 format.

ServiceEna
bled

Boolean

false

Property controls wheter or not
the Secondary SMTP service is
enabled or disabled.

Username

String

false

Property Contains the username if
“Authentication” property in
“SMTP” service is “Plain”.

When Authentication is set to
“None”, the value will still exist in
backend.
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Example PATCH Request Body for Secondary:
{

“Oem”:

{

“Ami” :

{

“SecondarySMTP” : {
“Username” : “TestUser”,
“Password” : “admin234”,
“ServiceEnabled” : true,
“ServerAddress”: 172.31.1.23,
“Port” : 25,

“FromAddress” : “testuser@test.com”,
“Authentication” : “Plain”,
“ConnectionProtocol” : “None”
}
}
}
}

Response

The response status is 201. Doing a GET in https://{{ip}}/redfish/v1/EventService
will bring up the values.
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6.21 SMTP Certificate OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

POST [Adding Certificates for StartTLS Connection Protocol SMTP]

Request

POST https://{{ip}}/redfish/v1/EventService/Oem/Ami/SMTP/Certificates

Table 200 CertificateCollection Self OEM Properties

Name

Type

Read
Only

Description

PrimarySM
TP

Object

False

Set of properties contain parameters for the SMTP (Simple Mail
Transfer Protocol) Certificates needed for StartTLS.

Name

Type

Read Only

Description

CACert

String

false

Property will Contain the CA
Certificate key for SMTP.

NOTE
The string size is limited under
5000 bytes.

Cert

String

false

Property will Contain the Client
Certificate key for SMTP.

NOTE
The string size is limited under
5000 bytes.

PrivateKey

String

false

Property will Contain the Private
Certificate key for SMTP. This
will not be Displayed When
doing a GET.

NOTE
The string size is limited under
5000 bytes.

Secondary
SMTP

Object

False

Set of properties contain parameters for the Secondary SMTP

(Simple Mai

| Transfer Protocol) Ce

rtificates needed for StartTLS.

Name

Type

Read Only

Description

CACert

String

false

Property will Contain the CA
Certificate key for Secondary
SMTP.

NOTE
The string size is limited under
5000 bytes.

Cert

String

false

Property will Contain the Client
Certificate key for Secondary
SMTP.

NOTE
The string size is limited under
5000 bytes.

PrivateKey

String

false

Property will Contain the Private
Certificate key for Secondary
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SMTP. This will not be
displayed when doing a GET.

NOTE
The string size is limited under
5000 bytes.

Example POST Request Body for Primary SMTP StartTLS Certificate:
{
“PrimarySMTP” : {

“CACert”: “~—BEGIN CERTIFICATE---ayyy
Ccccececceeceeccecceecececceccececcecceccecceeccceccecceece
Cccceecececececececcecececcecececcececccececcccecccececccececcceccccececce==

--—END CERTIFICATE--",

“Cert”: “——-BEGIN CERTIFICATE----bbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbb==

—---END CERTIFICATE-—--",

“PrivateKey"” : “-—-BEGIN RSA PRIVATE KEY-----
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
—--END RSA PRIVATE KEY-—--"

}

Example POST Request Body for Secondary SMTP StartTLS Certificate:

{
“SecondarySMTP” : {

“CACert” : “-—BEGIN CERTIFICATE--—-ayyy

YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY

YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYyy==
—---END CERTIFICATE-—-",

“Cert”: “——-BEGIN CERTIFICATE-—--yyyyyyyyy

YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYyyyyy

YYYYYYYYYYYYYYYyyyyyyyyyyyyyyyyyyyyyyyy==
—---END CERTIFICATE-—--",

“PrivateKey” : “-—-BEGIN RSA PRIVATE KEY-----88888888888888888888888
99999999999999999999999999999999999999999999999999999999999
555555555555555555555555555555555555555555555555555555555555
3333333333333333333333333333333333333333333333333333333
—---END RSA PRIVATE KEY--—-"

}
Response

The response status is 201 and the response body is a GET Response with the
properties of the newly created Certificate.
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GET [GET SMTP Certificates Collection]
Example GET Request Body for Primary SMTP StartTLS Certificate:
Request
https://redfish/v1/EventService/Oem/Ami/SMTP/Certificates
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

Please refer the sample response below. This will get the info on all certificates that
has been put in using the POST API.

{
’;Members |
{ “@odata.id” : “/redfish/v1/EventService/Oem/Ami/SMTP/Certificates/1”
}{,
“@odata.id” : “/redfish/v1/EventService/Oem/Ami/SMTP/Certificates/2”
]'}

“Certificates@odata.count”: 2,

“Description” : “Collection for SMTP Certificate Collection”,
“Name” : “SMTP Certificate Collection”

GET [GET SMTP Certificates]
Example GET Request Body for Primary SMTP StartTLS Certificate:
Request

https://redfish/v1/EventService/Oem/Ami/SMTP/Certificates/1
Content-Type: application/json

Response

The response of the request will return 200 with response body in JSON format with
the OData properties.

Please refer the sample response below. This will get the PrimarySMTP certificate
info that has been put in using the POST API.
{

“PrimarySMTP" : {
“CACert” :” --——BEGIN CERTIFICATE-—-ayyy
CceeeeeeeecececCcCcCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe==
—-—--END CERTIFICATE---"

“Cert”: “——-BEGIN CERTIFICATE----bbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbb==

—--END CERTIFICATE-—--"
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NOTE
Private key wouldn t be part of GET Response

Example GET Request Body for Secondary SMTP StartTLS Certificate:
Request

https://{ip}}/redfish/v1/EventService/Oem/Ami/SMTP/Certificates/2
Content-Type: application/json

Response

The response of the request will return 200 with response body in JSON format with
the OData properties.
Please refer the sample response below. This will get the SecondarySMTP

certificate info that has been put in using the POST API.
{

“SecondarySMTP” : {

“CACert” : "—-BEGIN CERTIFICATE-—--ayyy
CcceeeeeeeeeeceeeeeeeeeeeeeecCCCCCCCCCCCCCCCCCCCCCCCCCe
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC==

—--END CERTIFICATE-—--"

“Cert”: “—-—-BEGIN CERTIFICATE----bbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbb==

—--END CERTIFICATE-—--"
}
}

NOTE
Private key wouldn t be part of GET Response

DELETE [DELETE SMTP Certificates]
Example of DELETE for Primary SMTP StartTLS Certificate:

Request

https://{{ip}}/redfish/v1/EventService/Oem/Ami/SMTP/Certificates/1
Content-Type: application/json

Response

The response status code should be 204.

Example of DELETE for Secondary SMTP StartTLS Certificate:
Request

https://{{ip}}/redfish/v1/EventService/Oem/Ami/SMTP/Certificates/2
Content-Type: application/json

Response

The response status code should be 204.
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6.22 UpdateService OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

GET
Request
https://{{ip}}/redfish/v1/UpdateService
Content-Type: application/json
Response
The response of the request will be in JSON format. The properties are mentioned
in the following table
Table 201 UpdateService OEM Properties
Name Type Read Only | Description
Set of properties contain parameters for the information
of BMC image
Read o
Name Type Only Description
. . Refer Section ODATA
BMC Object | True @odata.type | String | True Properties
The json object is used
DuallmageC to indicate the

onfiguration

Object

True

DuallmageConfiguratio
n

Table 202 Duallmage

Configuration Properties

Name Type Read Only | Description
Set of properties contain parameters for the information
of BMC DaullmageConfiguration.
Name Type Rede Description
yp Only p
Activelmage | String | True Refer Sgctlon ODATA
Properties
. Represents the image
ggi:‘liml?r%% Object | True Pootimage Oblect | True to which BMC boots.
9 ) Firmwarelma . The name of BMC first
on String | True | . .
gelName firmware image
Firmwarelma . The version of BMC first
. String | True | .. :
gelVersion firmware image
Firmwarelma . The name of BMC
String | True . .
ge2Name second firmware image
Firmwarelma . The version of BMC
. String | True . .
ge2Version second firmware image
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6.23 Power OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

GET

Request

GET https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Power
Content-Type: application/json

Table 202 DuallmageConfiguration Properties

Name

Type

Read Only

Description

Ami

Object | True

Name

Type

Read
Only

Description

@odata.type

String

True

Refer Section
ODATA Properties

OwnerLUN

Number

True

This is an OEM
attribute and is a
specific
implementation of
AMI. This property
shall specify the
LUN number of a
Temperature/Fan/V
oltage Sensor.

Response

The response of the request will return 200 with response body in JSON format with

the OData properties.
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6.24 Thermal OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

GET
Request

GET https://{{ip}}/redfish/v1/Chassis/{{chassis_instance}}/Thermal

Content-Type: application/json

Table 204 Thermal OEM properties

Read

Only Description

Name Type

Name

Type

Read
Only

Description

@odata.type

String

True

Refer Section ODATA
Properties

Ami Object | True

OwnerLUN

Number

True

This is an OEM attribute and
is a specific implementation
of AMI. This property shall
specify the LUN number of
a Temperature/Fan/Voltage
Sensor.

Response

The response of the request will return 200 with response body in JSON format with

the OData properties.
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6.25 AdvancedRADIUSSetting

GET
Request
https://{{ip}}/redfish/v1/AccountService/ExternalAccountProviders/RADIUS/Oem/Ami/AdvancedRAD
IUSSetting

Content-Type: application/json

Table 205 AMIAdvancedRADIUSSettings properties

Read A
Name Type Only Description
@odata.context | String | True Refer Section ODATA Properties
@odata.id String | True Refer Section ODATA Properties

@odata.type String | True Refer Section ODATA Properties

@odata.etag String | True Refer Section ODATA Properties

This object shall contain details of the Privilege levels and
associated values for RADIUS users.

Read

Name Type only

Description

The value of this property
shall be a name for the

Administrator Privilege in
RADIUS server and BMC.

Administrator | String | false

The value of this property
shall be a name for the
Operator Privilege in RADIUS
RADIUSAuthoriz server and BMC.

Operator String | false

ation Object | false The value of this property
shall be a name for the User
Privilege in RADIUS server
and BMC.

User String | false

The value of this property
shall be a name for the Oem
Privilege in RADIUS server
and BMC.

Oem String | false

The value of this property
shall be a name for the no
access Privilege in RADIUS
server and BMC.

NoAccess String | false

Id(M) String | True | Resource Identifier

Name(M) String | True | Name of the Resource

Sample GET Response Body of AdvancedRADIUSSettings:
{

“@odata.context” :” /redfish/v1/Smetadata#AdvanceRADIUSSetting. AdvanceRADIUSSetting”,
“@odata.etag”: “\"1584351508\"”,
“@odata.id” :"/redfish/v1/AccountService/ExternalAccountProviders/RADIUS/Oem/Ami/Advance
dRADIUSSetting”,
“@odata.type” : “#AdvanceRADIUSSetting.v1_0_0.AdvanceRADIUSSetting”,
‘Id": "AdvancedRADIUSSetting",
‘Name": "Advanced RADIUS Setting"
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“RADIUSAuthorization” : {
“Administrator” : "H=4",
“NoAccess” : "H=0",

lloemll ., IIH=7 II'
“Operator” : “H=3",
"USer": IIH=211
}
}
PATCH
Request
PATCH

https://{{ip}}/redfish/v1/AccountService/ExternalAccountProviders/RADIUS/Oem/Ami/AdvancedRAD
IUSSetting

Content-Type: application/json

Request Body
Example PATCH Request Body:
{
“RADIUSAuthorization” : {
“Administrator” : "H=4",
“NoAccess”: “H=0",

“Oem” : "H=1",
“Operator” : “H=3",
“User” : "H=2"
}
}
Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.
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6.26 UploadCABundle

POST

To prevent Man-in-the-middle attack while downloading image with SimpleUpdate Action
via HTTPS, https client verifies server certificate with CA Bundle during SSL handshake. CA
Bundle is a file contains all trusted certificate(s) of Intermediate CA(s) and RootCA(s).

It is necessary to upload CA Bundle with the UpdateCABundle Action for there is no trusted
CA certificate on BMC by default.

Request
POST https.//{{ip}}/redfish/v1/UpdateService/Actions/Oem/UpdateService.UploadCABundle

Content-Type: multipart/form-data; boundary=——- 493918603359346570222237

Example POST Request Body:
--—493918603359346570222237
Content-Disposition: form- data; name="ca_bundle”; filename= " ca.pem”
Content-Type: application/x-x509-ca-cert

<ca bundle content>
-----493918603359346570222237-

Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.
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6.27 CertificateLocations OEM Properties

The AMI implement Oem property contained within the "Ami" json object.

The "Ami" json object contained within the "Oem" json object according to the clause from
dmtf redfish spec (DSP0266) OEM property format and content.

Get

Request

GET https://{{ip}}/redfish/v1/CertificateService/Certificatelocations
Content-Type: application/json

Table 206 CertificateLocations Links/Oem properties

Name Type Read Only | Description
@odata.type String True Refer Section ODATA Properties
Name Type | Readonly | Description
PrimarySMTP | Object | True @odata.id | String | True ReferSgctlonODATA
Properties
Name Type | Readonly | Description
Secondary . "
SMTP Object | True @odata.id | String | True ReferSgctlonODATA
Properties
Response

The response of the request will return 200 with response body in JSON format with
the OData properties.
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7.1 TelemetryService

This resource shall be used to represent a Metrics Service for a Redfish implementation. It
represents the properties for the service itself and has links to collections of metric
definitions and metric report definitions.

Table 207 Telemetry Service Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.

Oem Object NOTE

It will be present in response if there is an oem
property implemented according to “How to Add
OEM extensions” document.

Id(M) String True Resource Identifier
o . Provides description of the resource. Refer Section
Description String True
Resource
A collection of Metric definitions that describes
MetricDefinitions | Object True metrics properties. The entries shall be resources of

type MetricDefinitionCollection.

A collection of MetricReportDefinitions. The value
Object True shall be a link to a resource of type
MetricReportDefinitionCollection.

MetricReportDefi
nitions

A collection of MetricReport resources, that relate to

MetricReports Object True MetricReportDefinition.

A collection of triggers, which apply to metrics. The
value shall be a link to a resource of type
TriggersCollection.

NOTE

Not allowed to create more than 5 triggers.
Restricted internally.

Triggers Object True

Refer Section Resource for Resource.Status.

NOTE

1. If “ServiceEnabled” attribute has a value true,
then the value of “State” under “Status” attribute
will be “Enabled” and if ServiceEnabled attribute
has a value false, then the value of “State” under
“Status” attribute will be “Disabled”.

2. HealthRollup is not applicable.

Status Object True

Name String True Name of the Collection

The maximum number of MetricReports that are
MaxReports Number | True supported by this service. If present, the value shall
specify the maximum number of metric collectors
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that can be supported by this service. Limited to 5.

MinCollectionInte

The minimum supported interval between collections.
If present, the value shall be an ISO 8601 duration

rval String True specifying the minimum time between collections.
Limited to PT10M.
Function to perform over each sample. If present, the
SupportedCollect value ghall defiqe the function to apply over the
onFunctions Array False co!lgctlon duratlon.' ‘
[Minimum,Summation,Average and Maximum are the
supported collection functions]
This attribute signifies the set of allowable values for
SupportedCollect the SupportedCollectionFunctions property.
ionFunctions@Re
. Array True - . .
dfish.AllowableV [Minimum,Summation,Average and Maximum are the
alues set of allowable values for the
SupportedCollectionFunctions property]
The Actions object contains the available custom
Actions Object True actions on this resource like SubmitTestMetricReport
or any Oem Action.
This is a reference to a Log Service used by the
. . Telemetry Service. The value of this property shall
LogService Object True contain a reference to a LogService for the use by this
Telemetry Service.
This property shall indicate whether the telemetry
ServiceEnabled Boolean | False service is in enabled state or not. The default value for

this attribute will be true.

GET
Request

https.//{{ip}}/redfish/v1/TelemetryService
Content-Type: application/json

Response

Please refer the sample response below.

{

“@odata.context” : “/redfish/v1/Smetadata#TelemetryService. TelemetryService”,

“@odata.etag”: "\"1581328430\"",

“@odata.id” : “/redfish/v1/TelemetryService”,
“@odata.type” : “#TelemetryService.v1_2_1.TelemetryService”,
“Actions” : {
“#TelemetryService.SubmitTestMetricReport” : {
“@Redfish.Actioninfo” : “/redfish/v1/TelemetryService/SubmitTestMetricReportActioninfo”,
“target” : “/redfish/v1/TelemetryService/Actions/TelemetryService.SubmitTestMetricReport”

)
)

“Description” : “TelemetryService”,

“Id” : “TelemetryService”,
“LogService” : {
“@odata.id” : “/redfish/v1/TelemetryService/LogService”

)

“MaxReports” : 5,

“MetricDefinitions” : {
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“@odata.id” : “/redfish/v1/TelemetryService/MetricDefinitions”
)
“MetricReportDefinitions” : {
“@odata.id” : “/redfish/v1/TelemetryService/MetricReportDefinitions”
)
“MetricReports” : {
“@odata.id” : “/redfish/v1/TelemetryService/MetricReports”

)
“MinCollectioninterval” : “PT10M",
“Name” : “TelemetryService”,
“Status” : {
“Health” : “OK”,
“State” : "Enabled”
)
“ServiceEnabled” : true,
“SupportedCollectionFunctions” : [
“Summation”,
“Minimum”,
“Maximum”,
“Average”
]
“SupportedCollectionFunctions@Redfish.AllowableValues” : [
“Average”,
“Maximum”,
“Summation”,
“Minimum”
]
“Triggers”: {
“@odata.id” : “/redfish/v1/TelemetryService/Triggers”
}

}

NOTE

The ServiceEnabled attribute was introduced in the DMTF Redfish Schema versioned
2079.4. Hence, in the case of Telemetry Service Root URI alone, to support the
ServiceEnabled attribute, we are migrating to 2079.4 for supporting this attribute alone
from DMTF Redfish Schema versioned 2019.2, which is currently supported by RTP version
1.8.a. Remaining URIs under Telemetry Service is implemented based on the Redfish
Schema versioned 2019.2.

POST

The TelemetryService resource has an Action related URI under the “Actions”
attribute named TelemetryService.SubmitTestMetricReport. This Action URI shall
cause the event service to immediately generate the metric report, as an Alert Event.
This message should then be sent to any appropriate event destinations. However,
no metric report instances will be added under the MetricReports URI
“/redfish/v1/TelemetryService/MetricReports” and no logs will be generated under
LogServices URI “/redfish/v1/TelemetryService/LogService/Entries”. For the
allowed attributes in the POST Request Body under the URI, refer the below
mentioned table.

NOTE
If the value of the ServiceEnabled attribute available under the Telemetry Service Resource
(i.e./redfish/v1/TelemetryService) is true, it signifies that the Telemetry Service is in
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Enabled state and the POST Request will succeed and if it is false, it signifies that the
Telemetry Service is in Disabled state and it will fail with an error message stating, “The
operation failed because this service is disabled and can no longer take incoming

requests.”

Table 208 POST Service Properties

Name Type Read Only | Description
. The Name property of the metric report in generated
rl\:gtrlcReportNa String False metric report. This parameter shall be the value of the
Name property in the generated metric report.
This parameter shall contain the contents of the
MetricReportValues array property in the generated
metric report.
Name Type gf]?f Description
The metric definitions
Metricld | String False | identifier for this
metric.
The URI for the
property from which
this metric is derived.
The value shall be URI
. to the a property
MetricPr String False | following the JSON
operty £ .
ragment notation, as
defined by RFC6901,
GeneratedMetric Arra False to identify an
ReportValues y individual property in
a Redfish resource.
. The value of the
MetricVa . .
lue String False metr.lc represented as
a string.
The time when the
value of the metric is
obtained. A
management
application may
Timesta . establish a time
String False ) .
mp series of metric data

by retrieving the
instances of metric
value and sorting
them according to
their Timestamp.
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Request

https.//{{ip}}/redfish/v1/TelemetryService/Actions/TelemetryService.SubmitTestMetricReport
Content-Type: application/json

Example POST Request Body:

{
“MetricReportName” : “Average2”,
“GeneratedMetricReportValues” : [
{
“Metricld” : “Temp_average_reading_Average”,
“MetricProperty” : “/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“MetricValue” : “23”,
“Timestamp” : “2019-07-01T06:05:52+05:00”
i
}
Response

The response status is 202 Accepted with the created Task Instance as the
response body. For Error Responses refer Section “Redfish Error Response” and
Section “Status Code”.

{
“@odata.context” : “/redfish/v1/Smetadata#Task.Task”,

“@odata.id” : “/redfish/v1/TaskService/Tasks/1",
“@odata.type” : “#Task.vi_4_2.Task”,

“Description”: “Task for TelemetryService SubmitTestMetricReport Action”,

llldll . 111 ”
© ’
” o,

“Name” : “TelemetryService SubmitTestMetricReport Action”,
“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1”,
“TaskState” : “New”

}
The limitation applied to this resource is that only 3 concurrent requests can be

currently executing for SubmitTestMetricReport Action, at a given time. In order to
issue an additional request, we need to wait for atleast one request to finish from
the earlier issued ones and so on.

In order for SubmitTestMetricReport Action to return 202 Accepted with Task
Instance in Response Body, the following programmatic flow comes into the picture:

Step 1: Validate all Request Body Properties. If Error exists, throw 400 Bad Request
with corresponding error body. If success, go to Step 2.

Step 2: Check for the total count of current tasks.

If count_of_current_tasks >= Maximum_Tasks_Limit(i.e. 15), then check for the
value of CompletedTaskOverWritePolicy attribute. If the value of
CompletedTaskOverWritePolicy attribute is anything other than "Overwrite”, then
throw 400 Bad Request with “CreateLimitReachedForResource” Error. If “Overwrite”
is the value of CompletedTaskOverWritePolicy attribute, then check for any older
tasks in the states “Completed” or “Cancelled” or “Exception”. If so, then delete
those tasks and create a Task and return 202 Accepted.

If count_of_current_tasks < Maximum_Tasks_Limit, then create a Task and return
202 Accepted. In this scenario, only one task will be created, irrespective of the
number of Active Subscriptions. This task will show the status of all the
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Failure/Success Event Destinations.

Step 3: The User may then give a GET Request periodically to check the status of
the created Task based on the Task Instance returned in Step 2.

In the background, the created task will trigger the Task Daemon and it will execute
a Lua File and pass the event related data as an argument to the file. The Lua File
will run as a separate thread.

Step 4: Inside the thread execution, we will get the list of Available Active
Subscriptions first. Then we will get the list of Active Subscriptions who have
“MetricReport” as the “EventFormatType”.

If there are no Active Subscriptions itself, then the created task will have
“NoActiveSubscriptionPresent” Error Message and the “TaskStatus” will be updated
as “Warning” and "TaskState” as "Exception” and the thread will terminate.

If there are no Active Subscriptions having “MetricReport” as the
“EventFormatType”, then the created task will have
“NoActiveSubscriptionOfFormatTypeMetricReportPresent” Error Message and the
“TaskStatus” will be updated as "Warning” and “"TaskState” as “Exception” and the
thread will terminate.

If there are Active Subscriptions having “MetricReport” as the “EventFormatType”,
Frame the Event Notification data and go to Step 5.

Step 5: Loop the Event Subscribers one by one, do some logical-checks-done-in-
event-service-daemon.

If at-least one logical-checks fail, add “SubmitTestMetricReportPreconditionsFailed”
Message to the response body and proceed to the next subscriber. If all logical-
checks pass, try sending the event to the corresponding event destination.

If Event Notification is delivered to the destination, add “Success” Message to the
response body and proceed to the next subscriber. If Event Notification fails to be
delivered to the destination, add the appropriate Message from among
“CouldNotEstablishConnection” and “SourceDoesNotSupportProtocol” to the
response body and proceed to the next subscriber.

Continue the step until we are done with all the subscribers. If the Event Notification
fails to be delivered to at-least one destination, then update “TaskStatus” as
“Critical” and “TaskState” as "Exception”. If the Event Notification is delivered to all
destination, then update “TaskStatus” as "OK” and “TaskState” as “Completed”.
Finally set the collective response body to the Messages attribute of the created
task instance.

The Event of "MetricReport” EventFormatType sent to the Destination has attributes
in compliance to the Metric Report Schema, except for a few attributes like
“MetricReportDefinition”, “@odata.id”, etc. since the generated event is a dummy
Metric Report and it cannot be mapped to any of the existing Redfish Resources.

The ReportSequence attribute in the generated Metric Report has an auto
incremented value, starting with 1 and is not related to the value of the
ReportSequence attribute under the MetricReports Resource generated with
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reference to the corresponding MetricReportDefinitions Resource. The generated

Metric Report will have the sample format as mentioned below :
{
“@odata.context” : “/redfish/v1/Smetadata#MetricReport.MetricReport”,
“@odata.type” : “#MetricReport.v1_2_0.MetricReport”,
“Id” : “Test MetricReport”,
“MetricValues” :[
{
“Metricld” : “Average_Temp_Reading”,
“MetricProperty” : “/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“MetricValue” : “23”,
“Timestamp” : “2019-07-01T06:05:52+05:00”
}
l
“Name” : “Average_Temperature”,
“ReportSequence” :1,
“Timestamp” : “2019-07-01T06:05:52+05:00”

PATCH

Request

https://{{ip}}/redfish/v1/TelemetryService
Content-Type: application/json

Request Body

Please refer to the properties that are patchable in Table Telemetry Service
Properties for which ReadOnly is False that can be sent as Request body in json
format..

Example Request Body for Editing ServiceEnabled of TelemetryService:
{

“ServiceEnabled” : < Either true or false >

}

Example Request Body for Editing SupportedCollectionFunctions of TelemetryService:
{
“SupportedCollectionFunctions” :[
“Maximum”,
“Minimum”,
“Summation”
|
}

NOTE

If the value of the ServiceEnabled attribute available under the Telemetry Service
Resource(i.e. /redfish/v1/TelemetryService) is true, it signifies that the Telemetry
Service is in Enabled state and the PATCH Request will succeed and if it is false, it
signifies that the Telemetry Service is in Disabled state and it will fail with an error
message stating, “The operation failed because this service is disabled and can no
longer take incoming requests.” . Two attributes are patchable ServiceEnabled and
SupportedCollectionFunctions, out of which the above mentioned scenario applies to
SupportedCollectionFunctions attribute alone.
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Response

The response status is success with status code as 204 and no body. For Error
Responses refer Section “Redfish Error Response” and Section “Status Codes”.

7.2 Metric Definition Collection

Redfish represents metrics as resource properties (sensor readings, statistics).
Metric Definitions are the metadata of the metrics and provides details about
characteristics of readings and calculation for statistics.

It displays a collection of Metric Definitions.

GET

Request
https://{{ip}}/redfish/v1/TelemetryService/MetricDefinitions
Content-Type: application/json

Reponse
Please refer Section Collection for the JSON response properties.

Please refer the sample response below.
{

’
’

“@odata.etag” : “W/\"1527512499\",

“@odata.id” : “/redfish/v1/TelemetryService/MetricDefinitions”,
“@odata.type” : “#MetricDefinitionCollection. MetricDefinitionCollection”,
“Description”: “Metric Definitions Collection”,

“Members” : [

{

“@odata.context” :"/redfish/v1/Smetadata#MetricDefinitionCollection. MetricDefinitionCollection’

“@odata.id” : “/redfish/v1/TelemetryService/MetricDefinitions/Fan_Reading”

“@odata.id” : “/redfish/v1/TelemetryService/MetricDefinitions/Voltage_Reading”

)

{
“@odata.id” : “/redfish/v1/TelemetryService/MetricDefinitions/Temperature_Reading”

}
]l
“Members@odata.count” : 3,
“Name” : “MetricDefinitions”

}
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7.3 Metric Definition Instance

Metric Definitions are the metadata of the metrics and provides details about
characteristics of readings and calculation for statistics.
The following properties are supported for Metric Definition:

Table 209 Metric Definition Instance Properties

Name

Type

Read Only

Description

@odata.context

String

True

Refer Section ODATA Properties

@odata.id

String

True

Refer Section ODATA Properties

@odata.type

String

True

Refer Section ODATA Properties

@odata.etag

String

True

Refer Section ODATA Properties

1d(M)

String

True

This property represents an identifier for the resource.
All values for resources described by this schema
shall comply to the requirements as described in the
Redfish specification.

Name

String

True

This object represents the Name property. All values
for resources described by this schema shall comply
to the requirements as described in the Redfish
specification.

Description

String

True

Provides description of the resource. Refer Section
Resource

MetricDataType

String

True

The data type of the related metric values. The
property provides information to the client on the
nature of the metric reading. The value shall be the
data type of the related metric values as defined by
JSON data types.
Boolean,DateTime,Decimal,Integer,String,Enumeration

MetricType

String

True

Only “Numeric” is supported.
The value of the metric shall be a real number with a
float format.

Implementation

String

True

“Physical” for sensors and “Calculated” for metrics
The value of this property shall designate how the
sensor is implemented.

Units

String

True

Units of measure for this metric.

IsLinear

Boolean

True

The value shall specify that the corresponding metric
values shall be linear or non-linear.

MetricProperties

Array

True

A collection of URI for the properties on which this
metric definition is defined.

NOTE

Each value under “MetricProperties” attribute
depicts either a Temperature/Fan/Voltage Sensor
and each of them is represented with reference to
the @odata.id value under the Chassis
Power/Thermal URI for the corresponding sensor.

Fore.g.,
/redfish/v1/Chassis/{{system_instance}}/Thermal#/
Fans/5/ReadingRPM
/redfish/v1/Chassis/{{system_instance}}/Thermal#/
Temperatures/1/ReadingCelsius
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The value of the property shall specify the number of
significant digits in the MetricValue. A value shall not

Precision Number | True be present if MetricType is Discrete.
Default value is 3.
The value of the property shall be the percent error +/-
Accuracy Number | True of the measured vs. actual values. A value shall not
be present if MetricType is Discrete.
Default value is 5.
The value of the property shall specify the types of
calculations which can be applied to the metric
reading. This property provides information to the
client on the suitability of calculatiion using the metric
reading.
NonCalculatable: No calculations should be
Calculable String True performed on the metric reading.
NonSummable: The sum of the metric reading across
multiple instances is not meaningful.
Summable: The sum of the metric reading across
multiple instances is meaningful.
NOTE
North Bound Support only available.
The value of this property shall specify the calculation
performed to obtain the metric. The time interval
referred here shall be the value of the
CalculationTimelnterval property.
Average: The metric shall be calculated as the
average of a metric reading over a sliding time
CalculationAlgori . mteryal. .
thm String True Max!mum: The metric shaI.I be calculat.eC.J as fthe
maximum of a metric reading over a sliding time
interval.
Minimum: The metric shall be calculated as the
minimum of a metric reading over a sliding time
interval.
NOTE
North Bound Support only available.
The value of this property shall specify the time
interval over the metric calculation is performed. The
CalculationTime Strin True format of the value shall conform to the Duration
Interval 9 format.
NOTE
North Bound Support only available.
The value of this property shall specify the physical
PhysicalContext | String True context of the metric.

NOTE
North Bound Support only available.
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GET

Request

https.//{{ip}}/redfish/v1/TelemetryService/MetricDefinitions/Fan_Reading
Content-Type: application/json

Reponse

Please refer the sample response below.
{

“@odata.context” : “/redfish/v1/Smetadata#MetricDefinition.MetricDefinition”,

“@odata.etag”: “\"15815071930\"",

“@odata.id” : “/redfish/v1/TelemetryService/MetricDefinitions/Fan_Reading”,

“@odata.type” : “#MetricDefinition.v1_0_2.MetricDefinition”,

"Description” : "Fan Reading",

“Accuracy” : 5,

“Id” : “Fan_Reading”,

“Implementation” : “PhysicalSensor”,

“IsLinear” : true,

“MetricDataType” : “Integer”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Fans/0/ReadingRPM”,
“/redfish/v1/Chassis/Self/Thermal#/Fans/1/ReadingRPM",
“/redfish/v1/Chassis/Self/Thermal#/Fans/2/ReadingRPM",
“/redfish/v1/Chassis/Self/Thermal#/Fans/3/ReadingRPM",
“/redfish/v1/Chassis/Self/Thermal#/Fans/4/ReadingRPM",
“/redfish/v1/Chassis/Self/Thermal#/Fans/5/ReadingRPM”

]

“MetricType” : “Numeric”,

“Name” : “Fan Reading”,

“Precision : 3,

“Units” : "RPM”
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7.4 Metric Report Definition Collection

This resource specifies a set of metrics that shall be collected into a metric report.
It displays a collection of Metric Report Definitions.
GET

Request

https://{{ip}}/redfish/v1/TelemetryService/MetricReportDefinitions
Content-Type: application/json

Reponse
Please refer Section Collection for the JSON response properties.

Please refer the sample response below.

{
“@odata.context” :"/redfish/v1/Smetadata#MetricReportDefinitionCollection. MetricReportDefiniti
onCollection”,
“@odata.etag”: “\"1581503507\"",
“@odata.id” : “/redfish/v1/TelemetryService/MetricReportDefinitions”,
“@odata.type” : “#MetricReportDefinitionCollection.MetricReportDefinitionCollection”,
“Description” : “Metric Report Definitions Collection”,
“Members” : [

{
“@odata.id” :"/redfish/v1/TelemetryService/MetricReportDefinitions/Average TemperatureRep
ort”

2
{
“@odata.id” : “/redfish/v1/TelemetryService/MetricReportDefinitions/TemperatureReport”
)
l

“Members@odata.count”: 2,
“Name” : “MetricReportDefinitions”

}

POST
The following properties are mandatory to create a Metric Report Definition:
« Id
. Name
«  Schedule.Recurrencelnterval
*  MetricReport
«  MetricReportDefinitionType
*  MetricProperties or Metrics

NOTE

» Ifthe value of the ServiceEnabled attribute available under the Telemetry Service
Resource(i.e. /redfish/v1/TelemetryService) is true, it signifies that the Telemetry
Service is in Enabled state and the POST Request will succeed and if it is false, it
signifies that the Telemetry Service is in Disabled state and it will fail with an
error message stating, “The operation failed because this service is disabled and
can no longer take incoming requests.”.

»  Status->State and Status-Health are read-only attributes and cannot be passed in
the POST Request Body.
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Only a maximum of 5 MetricReportDefinitions can be created.
MaxReports Limit is 5(i.e. Maximum Number of MetricrReportDefinitions that
can be created by issuing POST Request is 5(considered internally) and
Maximum number of Metric Reports that is generated internally is also 5).
Consider the following scenario. Suppose a MetricReportDefinition is created
with SuppressRepeatedMetric = false and ReportUpdates = NewReport and
Recurrencelnterval = PT10M . In this case, new Metric Report shall be generated
every 10 minutes. After a certain duration, the count of Metric Reports will
definitely reach the MaxReports Limit(i.e., 5). Once the count of Metric Reports
reaches the MaxReports Limit, no further Metric Reports will be generated until
the user deletes any or all of the existing Metric Reports.
Also, a Log Entry will be added under Telemetry Log Service indicating that Count
of MetricReports has reached the MaxReports Limit and that no further Metric
Reports will be generated until the user deletes any or all of the existing Metric
Reports.
When a request is issued to create a MetricReportDefinition, the following
conditions come into the picture:
m  MetricReportDefinition gets created if neither the count of MetricReports
nor the count of MetricReportDefinitions has reached the MaxReports Limit.
m  Throw CreateLimitReachedForResource error if the count of
MetricReportDefinitions has reached the MaxReports Limit.
m  Throw CreateLimitReachedForMetricReportsResource error if the count of
MetricReports has reached the MaxReports Limit.
Consider the following cases of creation of MetricReportDefinitions:
Case 1. Assume MetricReportDefinitions Count has reached the MaxReports
Limit irrespective of whether Count ofMetricReports has reached the
MaxReports Limit or not
1. Create any MRD(i.e. with ReportActions = [ “RedfishEvent”,
“LogToMetricReportsCollection” ] or with ReportActions = [ “RedfishEvent” ]
or with ReportActions = [ “LogToMetricReportsCollection” ]) is not allowed.
Case 2. Assume MetricReportDefinitions count has not reached the MaxReports
Limit but Count of MetricReports has reached the MaxReports Limit
1. Create MRD with ReportActions =
[ “RedfishEvent”, "LogToMetricReportsCollection” ] is not allowed.
2. Create MRD with ReportActions = [ “LogToMetricReportsCollection” | is not
allowed.
3. Create MRD with ReportActions = [ “RedfishEvent” ] is allowed.

Request with Metric Properties

https://{ip}/redfish/v1/TelemetryService/MetricReportDefinitions
Content-Type: application/json

{

“Id” : “TemperatureReport”,
“Name” : “Temperature_Report”,
“Description”: “Temperature Report”,
“Schedule” :{

“Recurrencelnterval” : “PT10M”
B

“MetricReportDefinitionType” : “Periodic”,
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}

“MetricReport” : {
“@odata.id : /redfish/v1/TelemetryService/MetricReports/TemperatureReport”
2

“MetricProperties” :[
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

Response

HTTP/1.1 201 Created
Location:
https://<IP>/redfish/v1/ TelemetryService/MetricReportDefinitions/TemperatureReport

{

}

“@odata.context” : “/redfish/v1/Smetadata#MetricReportDefinition.MetricReportDefinition”,

“@odata.etag”: “\"1581503147\"”,

“@odata.id” : “/redfish/v1/TelemetryService/MetricReportDefinitions/TemperatureReport”,

“@odata.type” : “#MetricReportDefinition.v1_3_0.MetricReportDefinition”,

“Id” : “TemperatureReport”,

“Description”: “TemperatureReport”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

l

“MetricReport” : {

“@odata.id” : “/redfish/v1/TelemetryService/MetricReports/TemperatureReport”
2

”

MetricReportDefinitionEnabled” : true,
“MetricReportDefinitionType” : “Periodic”,
“Name” : “Temperature_Report”,
“ReportActions”: [

“LogToMetricReportsCollection”

]
“ReportUpdates” : “Overwrite”,
“Schedule” : {
“Recurrencelnterval” : “PT10M"
)
“Status” : {
“Health” : “OK”,
“State” : “Enabled”
}

Request with Metrics

{

“Id” : “AverageTemperatureReport”,
“Name” : “Average_Temperature_Report”,
“Description”: “Average Temperature Report”,
“Schedule” : {
“Recurrencelnterval” : “PT10M”

)
“MetricReportDefinitionType” : “Periodic”,
“MetricReport” : {

“@odata.id : /redfish/v1/TelemetryService/MetricReports/Average TemperatureReport”
)

“Metrics” : [
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“Metricld” : “AverageTemperature”,

“CollectionTimeScope” : “Interval”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”

]

“CollectionDuration” : “PT10M",

", o0

“CollectionFunction” : “Average”

}
Response

HTTP/1.1 201 Created
Location:

https://<IP>/redfish/v1/TelemetryService/MetricReportDefinitions/Average TemperatureReport

{

“@odata.context” : “/redfish/v1/Smetadata#MetricReportDefinition.MetricReportDefinition”,

“@odata.etag” : “\"1581503507\"”,

“@odata.id” :“/redfish/v1/TelemetryService/MetricReportDefinitions/Average TemperatureReport

“@odata.type” : “#MetricReportDefinition.v1_3_0.MetricReportDefinition”,

“Id” : “AverageTemperatureReport”,

“MetricReport” : {

“@odata.id” : “/redfish/v1/TelemetryService/MetricReports/Average TemperatureReport”

)

“MetricReportDefinitionEnabled” : true,
“MetricReportDefinitionType” : “Periodic”,
“Metrics” : [

{
“CollectionDuration” : “PT10M”,

",

“CollectionFunction” : “Average”,

“CollectionTimeScope” : “Interval”,

“Metricld” : “AverageTemperature”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

|

}
]
“Name” : “Average_Temperature_Report”,
“Description”: “Average Temperature Report”,
“ReportActions”: [
“LogToMetricReportsCollection”
]

‘. 7]

‘ReportUpdates” : “Overwrite”,
“Schedule” : {
“Recurrencelnterval” : “PT10M”

)
“Status” : {
“Health” : “OK”,
“State” : “Enabled”
}
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Request with MetricReportHeartbeatinterval, SuppressRepeatedMetricValue and
MetricReportDefinitionEnabled

{
“Id” : “AverageTemperatureReport”,
“Name” : “Average_Temperature_Report”,
“Schedule” : {
“Recurrencelnterval” : “PT10M"

2
“MetricReportDefinitionType” : “Periodic”,
“SuppressRepeatedMetricValue” : true,
“MetricReportDefinitionEnabled” : true,
“MetricReportHeartbeatinterval” : “PT15M”,
“MetricReport” : {
“@odata.id” : “/redfish/v1/TelemetryService/MetricReports/Average TemperatureReport”
2
“Metrics” : [
{

“Metricld” : “AverageTemperature”,

“CollectionTimeScope” : “Interval”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”

]

“CollectionDuration” : “PT10M",

“CollectionFunction” : “Average”

}
Response

HTTP/1.1 201 Created
Location:
https://<IP>/redfish/v1/TelemetryService/MetricReportDefinitions/Average TemperatureReport

{

“@odata.context” : “/redfish/v1/Smetadata#MetricReportDefinition.MetricReportDefinition”,

“@odata.etag” : “\"1583757340\",

“@odata.id” :“/redfish/v1/TelemetryService/MetricReportDefinitions/Average TemperatureReport

“@odata.type” : “#MetricReportDefinition.v1_3_0.MetricReportDefinition”,

“Id” : “AverageTemperatureReport”,

“MetricReport” : {

“@odata.id” : “/redfish/v1/TelemetryService/MetricReports/Average TemperatureReport”

)

“MetricReportDefinitionEnabled” : true,
“MetricReportDefinitionType” : “Periodic”,
“MetricReportHeartbeatinterval” : “PT15M”,
“Metrics” : [

{
“CollectionDuration” : “PT10M”,

v, 0

“CollectionFunction” : “Average”,

“CollectionTimeScope” : “Interval”,

“Metricld” : “AverageTemperature”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

]
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}
l
“Name” : “Average_Temperature_Report”,
“Description”: “Average_Temperature_Report”,
“ReportActions”: [

“LogToMetricReportsCollection”

]
“ReportUpdates” : “Overwrite”,
“Schedule” : {
“Recurrencelnterval” : “PT10M"
)
“Status” : {
“Health” : “OK”,
“State” : “Enabled”
)

”

SuppressRepeatedMetricValue” : true
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7.5 Metric Report Definition Instance

The Metric Report Definition resource specifies the metric report that the Redfish service
will create. The Metric Reports are updated periodically based on the recurrence interval

specified.

The following properties are supported for Metric Report Definition:

Table 210 Metric Report Definition Instance Properties

Name

Type

Read
Only

Description

@odata.context

String

True

Refer Section ODATA Properties

@odata.id

String

True

Refer Section ODATA Properties

@odata.type

String

True

Refer Section ODATA Properties

@odata.etag

String

True

Refer Section ODATA Properties

1d(M)

String

True

This property represents an identifier for the resource. All
values for resources described by this schema shall comply
to the requirements as described in the Redfish
specification.

Name(M)

String

True

This object represents the Name property. All values for
resources described by this schema shall comply to the
requirements as described in the Redfish specification.

Description

String

True

Provides description of the resource. Refer Section Resource

NOTE

If the user passes any value for Description attribute in the
POST Request Body, the same will be considered else the
value of Name attribute passed by the user in the POST
Request Body will be assigned to Description attribute.

Schedule

Object

True

Only Recurrencelnterval is supported currently.

If present, A metric values collected starting at each
scheduled interval and for the time specified by Duration. No
more than Schedule.MaxOccurrences values shall be
collected for this metric. If not present, the corresponding
metric values shall be collected when the related metric
report is retrieved.

Limited to greater than or equal to PT10M.

MetricReportDef
initionType

String

True

Only Periodic is supported currently.

The value shall specify when the corresponding metric
values are collected by the underlying instrumentation. If not
present, the GatheringType is not known.

Status

Object

True

Refer Section Resource for Resource.Status.

NOTE
The property Status/State will changed to Disabled when
MetricReportDefinitionEnabled is false.

MetricPropertie
s

Array

True

This property shall list the metric properties to include in the
metric report.

NOTE
If this attribute is present, Metrics attribute should not be
present.

NOTE
MetricProperties only support the values defined under the
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“MetricProperties” attribute under each of the Members of
MetricDefinitions URI
/redfish/v1/TelemetryService/MetricDefinitions.

MetricReport

Object

True

The value of this property shall be a reference to the
resource where the resultant metric report is placed.

MetricReportDef
initionEnabled

Boolean

False

The value of this property shall be a boolean indicating
whether this MetricReportDefinition is enabled for generating
new MetricReports.

NOTE

Default value for “MetricReportDefinitionEnabled” attributr

is true.

SuppressRepeat
edMetricValue

Boolean

False

The value of this property shall indicate whether suppression
of Metric information has been enabled or not.

A value of true indicates that any Metric in the MetricReport
currently be generated will be suppressed and not included
in the MetricReport when the value of the Metric equals the
value of the same Metric in the previously generated
MetricReport.

A value of false means that the suppression mechanism is
not applied to the MetricReport being generated.

A MetricReport may be generated with no MetricProperty
array values if all Metrics had the same values as in the
previously generated MetricReport. This scenario is
applicable only when attribute “ReportUpdates” has a value
“NewReport”.

NOTE
Default value for “SuppressRepeatedMetricValue” attributr
is true.

MetricReportHe
artbeatinterval

String

False

This property specifices an interval to send complete
MetricReport regardless of whether values have changed. It
is used in addition to the Reccurrencelnterval where
SuppressRepeatedMetricValue is Enabled and the Redfish
client desired to be refreshed with metric data occasionally
regardless of whether the data is changed or not.

The property value shall be a Redfish Duration describing the
time internal between generation of the unsuppressed
MetricReport.It shall always be a value greater than the
Recurrencelnterval of a MetricReport and should only be
applicable when the SuppressRepeatedMetricValue property
is Enabled.

The value of this attribute shall be a Redfish Duration in the
below mentioned format.
2P(T(\d+H)?(\\d+M)?(\\d+(.\\d+)?S)?)?

NOTE
Thers is no default value for
“MetricReportHeartbeatinterval” attribute.

ReportTimespan

String

False

This property shall specify the timespan duration that this
metric report covers. The value of ReportTimespan attribute
shall be a Redfish Duration in the below mentioned format :
2P(T(\d+H)?(\\d+M)?(\\d+(.\\d+)?S)?)?

This property specifies the amount of time, MetricReports
will be generated for a MetricReportDefinition. If the value for
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this property is specified during the creation of the
MetricReportDefinition, the service will stop creating
MetricReport once the specified amount of time has reached
from the creation of MeteicReportDefinition. If the user
modifies this attribute at a later period of time, then the
ReportTimespan will be measured from the point of time the
PATCH request was issued.

NOTE

Thers is no default value for “ReportTimespan” attribute.

This property will not update the value of

MetricReportDefinitionEnabled or Status

AppendLimit

Integer

True

This property shall contain a number that indicates the
maximum number of entries that can be appended to a
metric report. When the metric report reaches its limit, its
behavior shall be dictated by the ReportUpdates property.
This property shall be required if ReportUpdates is either
AppendWrapsWhenFull or AppendStopsWhenFull.

NOTE

By default, this limit is configured to 200. It cannot be
modified or passed in the request body to POST
MetricReportDefinitions.

ReportActions

Array

True

This property specifies the set of actions to perform when a
metric report is generated and should be any one of the
enum values - LogToMetricReportsCollection , RedfishEvent.
NOTE

By default this property will have the value
LogToMetricReportCollection.

Also MetricReportDefinitions and MetricReports updation
or generation will not add any log entries inside
MetricReportLogs.

“ReportUpdates” attribute will not be supported if
“RedfishActions” attribute has a value of “RedfishEvent”
alone. In order for “ReportUpdates” attribute to be
supported, “RedfishActions” attribute must have the value
“LogToMetricreportsCollection” with/without the value
“RedfishEvent”.

ReportUpdates

String

True

This property shall contain how subsequent metric reports
are handled in relationship to an existing metric report
created from the metric report definition. It specifies whether
to overwrite, append, or create a report Resource. The
allowable values for this property are - Overwrite,
AppendWrapsWhenFull, AppendStopsWhenFull, NewReport.
NOTE

When the attribute ReportUpdates has a value “Newreport”,
the service creates a new Metric Report resource based on
the values of the attributes Recurrencelnterval and
MetricReportHeartbeatinterval. The resource name for the
first Metric Report for the corresponding Metric Report
Definition will be the Metric Report resource name itself and
from the second Metric Report onwards, it will be the Metric
Report resource name concatenated with the Epoch Unix
Timestamp at which the Metric Report will be generated.
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NOTE

This property can have the value NewReport only if the
ReportActions property array has
LogToMetricReportsCollection as its member. Also the

default value for this property is Overwrite.

Links

Object

True

The Links property, as described by the Redfish
Specification, shall contain references to resources that are
related to, but not contained by (subordinate to), this

resource.

Name

Type

Read
only

Description

Oem

Object

Refer Table Resource Complex
Types under Section Resource

NOTE

It will be present in response
if there is an oem Property
implemented according to
“How to Add OEM
extensions” document

Triggers

Array

True

The value shall be a set of
references to triggers that will
cause this metric report
definition to generate a new
metric report upon a trigger
occurrence when the
TriggerActions property
contains the value
RedfishMetricRepor.
NOTE
This attribute will only be
displayed in the response, if
we create one or more
Triggers and pass the
corresponding @odata.id in
the POST Request Body for
MetricReportDefinitions.

Triggers@
odata.cou

nt

Integer

True

An integer representing the
number of items in a
collection.
NOTE
This attribute will only be
displayed in the response, if
we pass the number of
Triggers specified under
Links-> Triggers attribute in
the POST Request Body for
MetricReportDefinitions.

Metrics

Object

True

A collection of metrics specifying the CollectionFunction and
the MetricProperties to apply these functions.

NOTE

If this attribute is present, MetricProperties attribute should
not be present.
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Properties

Description

Metricld

Id of the metric

CollectionDuration

Time interval. Limited to greater
than or equal to PT10M.

CollectionFunction

Minimum, Maximum, Average or
Summation

CollectionTimeScope

Only Interval is supported.

The time scope of the
corresponding metric values. If not
present, the time scope was not
qualified by the metric designer, or
is unknown to the provider.

MetricProperties

A collection of URI for the metric
properties to include in the metric
report.

NOTE

MetricProperties only support the
values defined under the
“MetricProperties” attribute under
each of the Members of
MetricDefinitions URI
/redfish/v1/TelemetryService/Metr
icDefinitions.

Table 211 Correlation between ReportUpdates and ReportActions
When When ReportActions is When. et OUELS
. . . [RedfishEvent,
ReportUpdates | ReportActions is | [LogToMetricReportsColle - .
. . LogToMetricReportsCollectio
[Redfish Event] ction] 5
Not Supported. Overwrite the sensor data Overwrite the sensor data over
Overwrite It will throw a 400 | over and againin a and again in a MetricReport.
Bad Request. MetricReport. Continuously Send Events.
Sensor data appended in a
Sensor data appended ina | MetricReport, with
Not Supported MetricReport, with AppendLimit at 200. Stop
AppendStops >upp X AppendLimit at 200. Stop appending Sensor data to
It will throw a 400 . :
WhenFull Bad Request appending Sensor data to Metric Report once
9 ’ Metric Report once AppendLimit is reached.
AppendLimit is reached Stop sending Events once
AppendLimit is reached.
Sensor data appended in a Sens.or data appended ina
. . MetricReport, with
Not Supported. MetricReport, with .
. . AppendLimit at 200.
AppendWraps | It will throw a AppendLimit at 200. Append Wraps Sensor data to
WhenFull 400 Bad Append Wraps Sensor data ppe P
. Metric Report once
Request. to Metric Report once e
AppendLimit is reached Appgndlelt Is reached.
' Continuously Send Events.
Not Supported. New MetricReport New MetricReport generated
NewRenort It will throw a generated at each at each scheduled interval.
P 400 Bad scheduled interval. Stop Continue creating New Metric
Request. creating New Reports, once | Reports but not to be inserted
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MaxReports limit is under MetricReports

reached. Resource.

Continuously Send Events,
even after MaxReports limit is
reached.

GET

Request

https://{{ip}}/redfish/v1/TelemetryService/MetricReportDefinitions/AverageTemperatureReport
Content-Type: application/json

Reponse

Please refer the sample response below.
{
“@odata.context” : “/redfish/v1/Smetadata#MetricReportDefinition.MetricReportDefinition”,
“@odata.etag” : “\"1581503942\"”,
“@odata.id” :“/redfish/v1/TelemetryService/MetricReportDefinitions/Average TemperatureReport
“@odata.type” : “#MetricReportDefinition.v1_3_0.MetricReportDefinition”,
“Id” : “AverageTemperatureReport”,
“MetricReport” : {
“@odata.id” : “/redfish/v1/TelemetryService/MetricReports/Average TemperatureReport”

)
“MetricReportDefinitionEnabled” : true,
“MetricReportDefinitionType” : “Periodic”,
“Metrics”: [
{

“CollectionDuration” : “PT10M”,

“CollectionFunction” : “Average”,

“CollectionTimeScope” : “Interval”,

“Metricld” : “AverageTemperature”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

/

}
]
“Name” : “Average_Temperature_Report”,
“Description”: “Average_Temperature_Report”,
“ReportActions”: [
“LogToMetricReportsCollection”

L

‘. 7]

‘ReportUpdates” : “Overwrite”,

“Schedule” : {
“Recurrenceinterval” : “PT10M"

)3

“Status” : {

“Health” : “OK”,

“State” : “Enabled”

}
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DELETE

The DELETE operation is used to delete a particular Metric Report Definition Instance.
When a Metric Report Definition Instance is deleted, the corresponding Metric Report
Instance is also deleted.

NOTE

If the value of the ServiceEnabled attribute available under the Telemetry Service
Resource(i.e. /redfish/v1/TelemetryService) is true, it signifies that the Telemetry Service
is in Enabled state and the DELETE Request will succeed and if it is false, it signifies that
the Telemetry Service is in Disabled state and it will fail with an error message stating,
“The operation failed because this service is disabled and can no longer take incoming
requests.”.

Request

https://{ip}/redfish/v1/TelemetryService/MetricReportDefinitions/Average TemperatureReport
Content-Type: application/json

Reponse
HTTP/1.1 204 No Content

PATCH

Request

PATCH
https://{{ip}}/redfish/v1/TelemetryService/MetricReportDenitions/Average TemperatureReport
Content-Type:application/json

Request Body

The properties mentioned in the below table are patchable and can be sent in the
Request Body in JSON Format.

Table 212 Metric Report Definition Instance Patch Properties

Name Type Read Only | Description
. . The value of this property shall be a boolean
MetricReportDefi Boolean | False indicating whether this MetricReportDefinition is

nitionEnabled enabled for generating new MetricReports.

The value of this property shall indicate whether

suppression of Metric information has been enabled

or not.

A value of true indicates that any Metric in the

MetricReport currently be generated will be

suppressed and not included in the MetricReport

SuppressRepeate when the value of the Metric equals the value of the
. Boolean | False o )

dMetricValue same Metric in the previously generated

MetricReport.

A value of false means that the suppression

mechanism is not applied to the MetricReport being

generated.

A MetricReport may be generated with no

MetricProperty array values if all Metrics had the
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same values as in the previously generated
MetricReport. This scenario is applicable only when
attribute "ReportUpdates” has a value “NewReport”.

MetricReportHea
rtbeatinterval

String

False

This property specifices an interval to send complete
MetricReport regardless of whether values have
changed. It is used in addition to the
Reccurrencelnterval where
SuppressRepeatedMetricValue is Enabled and the
Redfish client desired to be refreshed with metric data
occasionally regardless of whether the data is
changed or not.

The property value shall be a Redfish Duration
describing the time internal between generation of the
unsuppressed MetricReport.

It shall always be a value greater than the
Recurrencelnterval of a MetricReport and should only
be applicable when the
SuppressRepeatedMetricValue property is Enabled.

ReportTimespan

String

False

This property shall specify the timespan duration that
this metric report covers. The value of
ReportTimespan attribute shall be a Redfish Duration
in the below mentioned format :
“2P(T(\\d+H)?(\\d+M)?(\\d+(.\\d+)?S)?)?"

This property specifies the amount of time,
MetricReports will be generated for a
MetricReportDefinition. If the value for this property is
specified during the creation of the
MetricReportDefinition, the service will stop creating
MetricReport once the specified amount of time has
reached from the creation of MeteicReportDefinition.
If the user modifies this attribute at a later period of
time, then the ReportTimespan will be measured from
the point of time the PATCH request was issued.
NOTE

There is no default value for “ReportTimespan”
attribute.

This property will not update the value of
MetricReportDefinitionEnabled or Status

NOTE

If the value of the ServiceEnabled attribute available under the Telemetry Service
Resource(i.e. /redfish/v1/TelemetryService) is true, it signifies that the Telemetry Service
is in Enabled state and the PATCH Request will succeed and if it is false, it signifies that
the Telemetry Service is in Disabled state and it will fail with an error message stating,
“The operation failed because this service is disabled and can no longer take incoming

requests.” .

Example PATCH Request Body:

{

“MetricReportDefinitionEnabled” :true,
“SuppressRepeatedMetricValue” :true,
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“MetricReportHeartbeatinterval” : “PT15M"
}

Reponse
HTTP/1.1 204 No Content

The below mentioned scenarios are taken into consideration while generating
Metric Reports. If value of attribute Recurrencelnterval is specified(say PT[x]M) and
SuppressRepeatedMetricValue attribute has a value of false , then the suppression
mechanism is not applied to the MetricReport being generated and every PT[x]M ,
the MetricReport will be generated for all the MetricProperties.

* A MetricReport may be generated with no MetricProperty array values if all
Metrics had the same values as in the previously generated MetricReport. This
scenario is applicable only when attribute ReportUpdates has a value
NewReport .

e If value of attribute Recurrencelnterval is specified(say PT[x]M) and
SuppressRepeatedMetricValue attribute has a value of true , then the
suppression mechanism is applied to the MetricReport being generated (i.e.
any Metric in the MetricReport currently be generated will be suppressed and
not included in the MetricReport when the value of the Metric equals the value
of the same Metric in the previously generated MetricReport) .

» If value of attribute MetricReportHeartbeatInterval is specified(say PT[y]M) and
SuppressRepeatedMetricValue attribute has a value of true , then every PT[y]M,
the complete MetricReport will be generated and sent regardless of whether
values have changed.

» If value of attribute MetricReportHeartbeatInterval is specified(say PT[y]M) and
SuppressRepeatedMetricValue attribute has a value of false , then this
functionality is disabled and MetricReports will be generated at an interval
specified by the Recurrencelnterval.

e MetricProperties only support the values defined under the Members of
MetricDefinitions URI /redfish/v1/TelemetryService/MetricDefinitions.

* If the ReportUpdates property has the value AppendStopsWhenFull and if the
number of Metric Objects in the MetricValues array of MetricReport Instance
has reached the AppendLimit, then no more Metric Objects will be appended to
the MetricValues. But still the ReportSequence will get updated in each cycle
specified by Recurrencelnterval or MetricReportHeartbeatInterval.

*  The default value for the property MetricReportDefinitionEnabled is true. The
MetricReportDefinition and its corresponding MetricReports will not be
updated/created if the value for this property is false. The user can create a
MetricReportDefinition with MetricReportDefinitionEnabled as false. In this
case the MetricReports will only be generated after PATCH ing
MetricReportDefinitionEnabled to true.

*  The property Status/State will changed to Disabled when
MetricReportDefinitionEnabled is false
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7.6 Metric Report Collection

This resource specifies an abstract metric Value.
It displays a collection of Metric Reports.

GET

Request

https://{{ip}}/redfish/v1/TelemetryService/MetricReports
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.

Please refer the sample response below.
{
“@odata.context” : “/redfish/v1/Smetadata#MetricReportCollection.MetricReportCollection”,
“@odata.etag”: “\"1581503942\"",
“@odata.id” : “/redfish/v1/TelemetryService/MetricReports”,
“@odata.type” : “#MetricReportCollection.MetricReportCollection”,
“Members” : [

{

)/
{

)
l
“Members@odata.count”: 2,
“Name” : “MetricReports”
“Description”: “Metric Reports Collection”,

}

“@odata.id” : “/redfish/v1/TelemetryService/MetricReports/Average TemperatureReport”

“@odata.id” : “/redfish/v1/TelemetryService/MetricReports/TemperatureReport”
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7.7 Metric Report Instance

The Metric Report Instance resource specifies the metric report that the Redfish service
will create, corresponding to the Metric Report Definition. The Metric Reports are updated
periodically based on the recurrence interval specified.

GET

Table 213 Metric Report Instance Properties

Name

Type

Read Only

Description

@odata.context

String

True

Refer Seciton ODATA Properties

@odata.id

String

True

Refer Seciton ODATA Properties

@odata.type

String

True

Refer Seciton ODATA Properties

@odata.etag

String

True

Refer Seciton ODATA Properties

Id

String

True

This property represents an identifier for the resource.
All values for resources described by this schema
shall comply to the requirements as described in the
Redfish specification.

Name

String

True

This object represents the Name property. All values
for resources described by this schema shall comply
to the requirements as described in the Redfish
specification.

Description

String

True

Provides description of the resource. Refer Section
Resource

MetricReportDefi
nition

Object

True

The value shall be reference to the metric definition
for this metric.

Timestamp

String

True

This property represents time associated with the
metric report in its entirety.This property shall contain
the time when the metric report was generated.

ReportSequence

String

True

This property shall contain the current sequence
identifier for this metric report.

NOTE

This property will get updated each time when the
Metric Report updates.

When the ReportUpdates property for the
MetricReportDefninition associated with the
MetricReport is NewReport, then ReportSequence
will be “1" always and for all other values of
ReportUpdates, the ReportSequence will be
incremented by 1 for each update in the
MetricReport.

MetricValues

Array

True

The values shall be metric values for this
MetricReport.

Properties Description

Type

The value shall be the
Identifier of the source
metric within the
associated
MetricDefinition.

Metricld String

The value of the metric

MetricValue .
represented as a string.

String
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The value shall be an ISO
8601 date time for when
the metric value was

TimeStamp String computed.

NOTE

that this may be different
from the time when this
instance is created.

The value shall be an OData
conformant URI to a
property contained in the
scope of the MetricScope.

MetricProperty | String

Request

https://{ip}}/redfish/v1/TelemetryService/MetricReports/AverageTemperatureReport
Content-Type: application/json

Response

Please refer the sample response below.
{
“@odata.context” : “/redfish/v1/Smetadata#MetricReport.MetricReport”,
“@odata.etag” : “\"1581503942\"",
“@odata.id” : “/redfish/v1/TelemetryService/MetricReports/AverageTemperatureReport”,
“@odata.type” : “#MetricReport.vi_2_0.MetricReport”,
“Id” : “AverageTemperatureReport”,
“MetricReportDefinition” : {
“@odata.id” :“/redfish/v1/TelemetryService/MetricReportDefinitions/AverageTemperatureRe

port”
)
“MetricValues” : [
{
“Metricld” : “AverageTemperature”,
“MetricProperty” : “/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”,
“MetricValue”: “0”,
“Timestamp” : “2020-02-12T05:39:02+00:00”
)
{
“Metricld” : “AverageTemperature”,
“MetricProperty” : “/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“MetricValue”: “0”,
“Timestamp” : “2020-02-12T05:39:02+00:00”
}
]

“Name” : “Average_Temperature_Report”,

“Description”: “Average TemperatureReport”,

”.,0

“ReportSequence”: “1”,
“Timestamp” : “2020-02-12T05:39:02+00:00”
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7.8 Trigger Collection

Triggers is an entity which senses or measures any sort of change/deviation in properties
of various redfish resources. There are two types of triggers numeric and discrete triggers.
Triggers is not just limited to Voltage, Temp, and Fan sensors. Any property can be
monitored through triggers.

Triggers Collection resource displays a collection of triggers, both numeric and discrete.

GET

Request
https://{{ip}}/redfish/v1/TelemetryService/Triggers
Content-Type: application/json

Response

Please refer Sectin Collection for the JSON response properties.

Please refer the sample response below.

{
“@odata.context” : “/redfish/v1/Smetadata#TriggersCollection. TriggersCollection”,

“@odata.etag” : “W/\"1527512499\",
“@odata.id” : “/redfish/v1/TelemetryService/Triggers”,

w0

“@odata.type” : “#TriggersCollection. TriggersCollection”,
“Members” : [

{
“@odata.id” : “/redfish/v1/TelemetryService/Triggers/TemperatureTrigger”

)
{
“@odata.id” : “/redfish/v1/TelemetryService/Triggers/ChassisLED”

}
J

“Members@odata.count”: 2,

”, 0

“Description”: “Triggers Collection”

” o,

“Name” : “Triggers Collection”

POST
The following properties are mandatory to create a trigger:
- Id
*  Name
*  MetricType
+  TriggerActions
+  NumericThresholds or (DiscreteTriggerCondition & DiscreteTriggers)
*  MetricProperties

NOTE

» Ifthe value of the ServiceEnabled attribute available under the Telemetry Service
Resource(i.e. /redfish/v1/TelemetryService) is true, it signifies that the Telemetry
Service is in Enabled state and the POST Request will succeed and if it is false, it
signifies that the Telemetry Service is in Disabled state and it will fail with an error
message stating, “The operation failed because this service is disabled and can no
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longer take incoming request.”.

When issuing a POST request to create a Trigger, the attributes Status->State and
Status-Health are read-only attributes and hence, cannot be passed in the POST
Request Body.

Only a maximum of 5 triggers can be created.

For creation of Numeric Triggers, NumericThresholds attribute is mandatory. Four
sub-attributes are supported under NumericThresholds attribute - LowerCritical,
LowerWarning, UpperCritical and UpperWarning. Not all four sub-attributes are
mandatory for Numeric Triggers creation but atleast one sub-attribute should be
present. It is entirely left up to the Redfish User’s choice to have one or more sub -
attributes.

Under each of these four sub-attributes, we again have support for three sub
attributes - Activation, DwellTime and Reading. These three attributes are
mandatory for each of the four sub-attributes, if specified in the request body.

For creation of Discrete Triggers, if value of DiscreteTriggerCondition attribute is
Changed, then DiscreteTriggers attribute should not be present and if value of
DiscreteTriggerCondition attribute is Specified, then DiscreteTriggers attribute
should be present.

DiscreteTriggers attribute should consist of an array of objects where each object
can have the following four subattributes - Name, Value, Severity and DwellTime.
The sub-attributes Value, Severity and DwellTime are mandatory ones whereas
Name is an optional one.

In the case of Discrete Triggers, the Resource URI Properties that can be supported
by the MetricProperties attribute is determined by the below factors : JSON defines
seven value types: string, number, object, array, true, false, and null. Redis supports
5 types of data types - Strings, Hashes, Lists, Sets and Sorted Sets.

As per the DMTF Redfish Specification, the attributes that are supported by the URIs
can be either of the above listed JSON value types and based on the JSON value type,
the data stored in the Redis DB can be either of the above listed Redis data types and
the key format being used to store the value of the attribute in Redis DB is not
consistent across and will vary from attribute to attribute.

For e.g. Consider the attributes AuthFailureLoggingThreshold,
AccountLockoutThreshold and Status under the response of Account Service URI.

{
"@odata.id": "/redfish/v1/AccountService’,

"@odata.type": "#AccountService.v1_8_0.AccountService",
"AccountLockoutThreshold": 5,
"AuthFailureLoggingThreshold": 3,
"Status”: {

"Health": "OK",

"State": "Enabled”

The attributes AuthFailureLoggingThreshold and AccountLockoutThreshold in the
response are neither an object/array data type nor nested object/array types but
belongs to a simple data type( i.e., number value types) and hence the Redis Data
type used to store the value is Sets (i.e. SET, GET operations)
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SET Redfish:AccountService:AuthFailureLoggingThreshold 3
SET Redfish:AccountService:AccountLockoutThreshold 5

whereas the attributes Status/State and Status/Health in the response are object
value types and hence the Redis Data type used to store the value is Hashes (i.e.
HSET, HGET operations).

HSET Redfish:AccountService:Status State “Enabled”
HSET Redfish:AccountService:Status Health “OK”

So, as per the current implementation,

*  Resource URI Properties that are of the following JSON value types string,
number, true and false and are stored in the Redis DB using the Strings (i.e. SET,
GET operations) data type is supported by the MetricProperties attribute.

» Also, Resource URI properties that appear within a nested object in the response
and are stored in the Redis DB using the Strings (i.e. SET, GET operations) data
type is supported by the MetricProperties attribute.

*  However, Resource URI properties that are of either object or array value types
and are stored in the Redis DB using any other Redis data types other than
Strings(i.e. Hashes, Lists, Sets and Sorted Sets) are not supported. This is a
limitation wrt to the above mentioned factors.

Request to create Numeric Triggers with an OEM AMI Attribute ControlTriggerAlerts”

https://{ip}/redfish/v1/TelemetryService/Triggers
Content-Type: application/json

{

“Id” : “TemperatureTrigger”,

” o,

“Name” : “Temperature Trigger”,

“Description”: “Temperature_Trigger”,

", o

“MetricType” : “Numeric”,
“TriggerActions” :[

“LogToLogService”,
“RedfishEvent”
l
Oem”: {
“Ami”: {
“ControlTriggerAlerts” : “true”
}
)

“”

NumericThresholds” : {

“LowerCritical” : {
“Activation” : “Either”,
“DwellTime” : “PTIM”,
“Reading” : 30

)

“LowerWarning” : {
“Activation” : “Decreasing”,
“DwellTime” : “PT1M30S”,

“Reading” : 50

438



“UpperCritical” : {
“Activation” : “Increasing”,
“DwellTime” : “PT1M50S”,
“Reading” : 80
)
“UpperWarning” : {
“Activation” : “Increasing”,
“DwellTime” : “PT30S”,
“Reading” : 70
}
)
“MetricProperties” :[
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

}

Response

HTTP/1.1 201 Created
Location:
http.//<IP>/redfish/v1/ TelemetryService/ Triggers/TemperatureTrigger

{
“@odata.context” :"/redfish/v1/Smetadata#TelemetryService. Triggers(Name, TriggerActions,
MetricProperties,ld,Status,Links,Metric Type,NumericThresholds)”,

“@odata.etag”: “\"1573457484\"",

“@odata.id” : “/redfish/v1/TelemetryService/Triggers/TemperatureTrigger”,

“@odata.type” : “#Triggers.vi_1_1.Triggers”,

“Id” : “TemperatureTrigger”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

]

“MetricType” : “Numeric”,

“Name” : “Temperature Trigger”,

“Description”: “Temperature_Trigger”,

“NumericThresholds” : {

“LowerCritical” : {
“Activation” : “Either”,
“DwellTime” : “PTTIM”,
“Reading” : 30
)
“LowerWarning” : {
“Activation” : “Decreasing”,
“DwellTime” : “PTTM30S”,
“Reading” : 50
)
“UpperCritical” : {
“Activation” : “Increasing”,
“DwellTime” : “PTTM50S”,
“Reading” : 80
)
“UpperWarning” : {
“Activation” : “Increasing”,
“DwellTime”: “PT30S”,
“Reading” : 70
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Oem” :A{
“Ami” : {
“@odata.type” : “#AMITriggers.vi_0_0.AMITriggers”,
“ControlTriggerAlerts” : “true”

}

)

“Status” : {

“Health” : “OK”,
“State” : “Enabled”

)

“TriggerActions” : [
“RedfishEvent”,
“LogToLogService”

|

}
Request to create Numeric Triggers without an OEM AMI Attribute “ControlTriggerAlerts”

https://{ip}/redfish/v1/TelemetryService/Triggers
Content-Type: application/json

{

“Id” : “TemperatureTrigger”,

“Name” : “Temperature Trigger”,

“Description”: “Temperature_Trigger”

“MetricType” : “Numeric”,

“TriggerActions” : [

“LogToLogService”,

“RedfishEvent”

l
“NumericThresholds” : {

“LowerCritical” : {
“Activation” : “Either”,
“DwellTime” : “PTTIM”,
“Reading” : 30

2

“LowerWarning” : {
“Activation” : “Decreasing”,
“DwellTime” : “PT1M30S”,
“Reading” : 50

2

“UpperCritical” : {
“Activation”: “Increasing”,
“DwellTime” : “PT1M50S”,
“Reading” : 80

)

“UpperWarning” : {
“Activation” : “Increasing”,
“DwellTime” : "PT30S”,
“Reading” : 70

}

)

“MetricProperties” :[
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

/

}
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Response

HTTP/1.1 201 Created
Location:
http.//<IP>/redfish/v1/TelemetryService/ Triggers/TemperatureTrigger

{

“@odata.context” :"/redfish/v1/Smetadata#TelemetryService. Triggers(Name, TriggerActions,Met

ricProperties,ld,Status,Links,Metric Type,Numeric Thresholds)”,

“@odata.etag” : “\"1573457484\"”,

“@odata.id” : “/redfish/v1/TelemetryService/Triggers/TemperatureTrigger”,

“@odata.type” : “#Triggers.vi_1_1.Triggers”,

“Id : TemperatureTrigger”,

“MetricProperties” : [
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/1/ReadingCelsius”,
“/redfish/v1/Chassis/Self/Thermal#/Temperatures/2/ReadingCelsius”

l

“MetricType” : “Numeric”,

“Name” : “Temperature Trigger”,

“Description” : “Temperature_Trigger”,

“NumericThresholds” : {

“LowerCritical” : {
“Activation” : “Either”,
“DwellTime” : “PTTIM”,
“Reading : 30

)

“LowerWarning” : {
“Activation” : “Decreasing”,
“DwellTime” : “PTT1M30S”,
“Reading” : 50

)

“UpperCritical” : {
“Activation”: “Increasing”,
“DwellTime” : “PTT1M50S”,
“Reading” : 80

)

“UpperWarning” : {
“Activation”: “Increasing”,
“DwellTime” : “PT30S”,
“Reading” : 70

}

)3

“Status” : {
“Health” : “OK”,
“State” : “Enabled”

)

“TriggerActions”: [
“RedfishEvent”,
“LogToLogService”

/
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Request to create Discrete Triggers

https://{ip}/redfish/v1/TelemetryService/Triggers
Content-Type: application/json

{
“Id” : “"ChassisIndicatorLED",
“Name” : “Chassis_IndicatorLED"”,
“MetricType” : “Discrete”,
“TriggerActions” : [
“LogToLogService”,
“RedfishEvent”
]
“DiscreteTriggerCondition” : “Specified”,
“DiscreteTriggers” : [
{
“Name” : “LED_Blinking”,
“Value” : “Blinking”,
“Severity” : “Critical”,
“DwellTime” : “PT30S”
}
]
“MetricProperties” : [
“/redfish/v1/Chassis/Self#/IndicatorLED”
|
}
Response
HTTP/1.1 201 Created
Location:
http.//<IP>/redfish/v1/TelemetryService/ Triggers/ChassisindicatorLED
{

“@odata.context” :“/redfish/v1/Smetadata#TelemetryService. Triggers(ld,Status,Links,Name,Metric
Properties,DiscreteTriggerCondition,DiscreteTriggers, TriggerActions,Metric Type,Description)”,
“@odata.etag” : “\"1583924493\"”,
“@odata.id” : “/redfish/v1/TelemetryService/Triggers/ChassisindicatorLED”,
“@odata.type” : “#Triggers.vi_1_1.Triggers”,
“Description” : “Chassis_IndicatorLED",
“DiscreteTriggerCondition” : “Specified”,
“DiscreteTriggers” : [
{
“DwellTime” : “PT30S”,
“Name” : “LED_Blinking”,
“Severity” : “Critical”,

",

“Value” : “Blinking”

}
1
“Id” : “ChassisIndicatorLED",

“MetricProperties” : [
“/redfish/v1/Chassis/Self#/IndicatorLED"”
1

“MetricType” : “Discrete”,
“Name” : “Chassis_IndicatorLED”,
“Status” : {

“Health” : “OK”,

“State” : “Enabled”
)
“TriggerActions”: [
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“RedfishEvent”,
“LogToLogService”

}

NOTE

The triggers created can be either numeric or discrete in nature. During each polling
cycle of telemetry handler, the current value of each of the metric properties specified
in trigger is compared with the specified trigger value.

Whenever a trigger condition occurs for each of the metric properties, the initial point
of measurement of dwell time duration is Noted. For each subsequent polling cycle, if
the trigger condition persists, the time duration between the current time and the
initial point of measurement of dwell time is calculated and compared with the
DwellTime value and if the time difference is greater than or equal to the DwellTime
value, the actions specified by the TriggerActions attribute from amongst these
(“LogToLogService”, “RedfishEvent” and “RedfishMetricReport”) is being performed.
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7.9 Trigger Instance

It displays a trigger instance which can be either a numeric or a discrete one.
The following properties are supported for Triggers:

Table 214 Trigger Instance Properties

Name

Type

Read
Only

Description

@odata.context

String

True

Refer Section ODATA Properties

@odata.id

String

True

Refer Section ODATA Properties

@odata.type

String

True

Refer Section ODATA Properties

@odata.etag

String

True

Refer Section ODATA Properties

Id(M)

String

True

This property represents an identifier for the resource. All
values for resources described by this schema shall comply to
the requirements as described in the Redfish specification.

Name

String

True

The value of this property shall be the name of the metric.

Description

String

True

Provides description of the resource. Refer Section Resource

NOTE

If the user passes any value for Description attribute in the
POST Request Body, the same will be considered else the
value of Name attribute passed by the user in the POST
Request Body will be assigned to Description attribute.

MetricType

String

True

The value of this property shall specific the type of trigger and
should be any one of the enum values -Numeric, Discrete.

NOTE

When value of MetricType is “Numeric”,
DiscreteTriggerCondition and DiscreteTriggers attributes are
not allowed.

When value of MetricType is “Discrete”, NumericThresholds
attribute is not allowed.

Oem

Object

False

This object represents the attributes supported by AMI under
the Oem property. It can also contain an object of type
OemObiject.

NOTE

This property will be a part of JSON response only if an oem
property is implemented according to “How to Add OEM
extensions” document.

Name Type Read only | Description

The value of this property
shall be a URI fragment
that specifies the type of
the resource and it shall
be of the form defined in
the Redfish specification.

@odata.type | String | True

This property is only
applicable in the case of
Numeric Triggers. This
property controls the
trigger
actions(LogTolLogService
/ RedfishEvent /
RedfishMetric Report) for

ControlTrigg

erAlerts String | False
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| | | Numeric Triggers.

This property denotes the actions to be performed when a
trigger condition is met. Supported Values are
“LogToLogService”, “RedfishEvent”, “RedfishMetricReport”.
LogToLogService: This value indicates that when a trigger
condition is met, the Service shall log the occurrence of the
condition to the log that the LogService property in the
TelemetryService Resource describes.

RedfishEvent: This value indicates that when a trigger

TriggerActions | Array | True condition is met, the Service shall send an event to
subscribers.
RedfishMetricReport: This value indicates that when a trigger
condition is met, the Service shall force the metric reports
specified by the MetricReportDefinitions property to be
updated, regardless of the MetricReportDefinitionType
property value. The actions specified in the ReportActions
property of each MetricReportDefinition shall be performed.
This property shall contain list of triggers to which a sensor
reading will be compared.
Name Type Eﬁl‘;d Description
The value of this property
shall indicate the Reading is
below the normal range and
may require attention. The
. . units shall be the same
LowerCritical Object | True units as the Reading. Please
refer Table Numeric
Thresholds Sub-Attributes
for the sub attributes under
this property.
The value of this property
shall indicate the Reading is
NumericThresh below the normal range. The
Object | True units shall be the same

olds

LowerWarning | Object | True | units as the Reading. Please
refer Table Numeric
Thresholds Sub-Attributes
for the sub attributes under
this property.

The value of this property
shall indicate the Reading is
above the normal range and
may require attention. The
units shall be the same
units as the Reading. Please
refer Table Numeric
Thresholds Sub-Attributes
for the sub attributes under
this property.

UpperCritical Object | True

The value of this property
shall indicate the Reading is

UpperWarning | Object | True
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above the normal range.
The units shall be the same
units as the Reading. Please
refer Table Numeric
Thresholds Sub-Attributes
for the sub attributes under
this property.

Links

Object

True

The Links property, as described by the Redfish Specification,
shall contain references to resources that are related to, but
not contained by (subordinate to), this resource.

Name

Type

Read
only

Description

Oem

Object

Refer Table Resource
Complex Types
under Section
Resource.

NOTE

It will be present in
response if there is
an oem Property
implemented
according to “How
to Add OEM
extensions”

document

MetricReportD
efinitions

Array

True

The value shall be a
set of references to
existing
MetricReportDefinitio
ns that will generate
new metric reports
when the
TriggerActions
property contains the
value
RedfishMetricReport
and a trigger
condition is met.

NOTE

This attribute will
only be displayed
in the response, if
we create one or
more
MetricReportDefinit
ions and pass the
corresponding
“@odata.id” in the
POST Request
Body for Triggers.

MetricReportD
efinitions@oda

Integer

True

An integer
representing the
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ta.count number of items in a
collection.

NOTE

This attribute will
only be displayed

in the response, if
we pass the
number of
MetricReportDefinit
ions specified
under Links->
MetricReportDefinit
ions attribute in the
POST Request
Body for Triggers.

DiscreteTrigger
Condition

String

True

This property shall contain the conditions when a discrete
metric needs to trigger. Supported Values are “Specified” and
“Changed”.

Changed: A discrete trigger condition is met whenever the
metric value changes.

Specified: A discrete trigger condition is met when the metric
value becomes one of the values that the DiscreteTriggers
property lists.

NOTE

If the value for this attribute is “Specified”, then the attribute
“DiscreteTriggers” should be present.

If the value for this attribute is “Changed”, then the attribute
“DiscreteTriggers” itself should not be present.

Status

Object

True

Refer Section Resource for Resource.Status.

Metricpropertie
s

Array

True

A collection of URI for the properties on which this metric
definition is defined.

NOTE

In the case of Numeric Triggers, MetricProperties only
support the values defined under the “MetricProperties”
attribute under each of the Members of MetricDefinitions URI
/redfish/v1/TelemetryService/MetricDefinitions. In the case
of Discrete Triggers, MetricProperties can support URI
properties with the following JSON value type - string,
number, true and false.

DiscreteTrigger
S

Array

True

This property shall contain list of triggers to which a sensor
reading will be compared. The list of triggers is limited to a
maximum count of 10 (i.e. the DiscreteTriggers Array can have
a maximum count of 10 values).

If the value for “DiscreteTriggerCondition” attribute is
“Specified”, then the attribute “DiscreteTriggers” should be
present. If the value for “DiscreteTriggerCondition” attribute is
“Changed”, then the attribute "DiscreteTriggers” should not be
present.

Read e
Name Type only Description
Name String True Name of discrete trigger
Value String True | This property shall contain
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the discrete metric value
that constitutes a trigger
event.

The DwellTime shall be
measured from this point in
time.

NOTE

This attribute is
mandatory for Specified
Discrete Trigger creation.

Severity

Resource.
Health

True

The value of this property is
used for the Severity
property in the Event
message

NOTE

This attribute is
mandatory for Specified
Discrete Trigger creation.

DwellTime

Number

True

This property shall contain
the amount of time that a
trigger event persists
before the MetricAction is
performed. Supported
format for DwellTime is
“2(P)(T(\\d+H)?(\\d+M)?(\\
d+(.\\d+)?S)?)?”

NOTE

This attribute is
mandatory for Specified
Discrete Trigger creation.
In the current
implementation for
DwellTime, Days(D) are
not supported and
Hours(H),Minutes(M) and
Seconds(S) alone are
supported.
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Table 215 Numeric Thresholds Sub-Attributes

Name

Type

Read Only

Description

Reading

String

False

This property shall indicate the Reading value of this Sensor
that triggers the threshold. The units of this property shall
follow the same units as the property described by
MetricProperties.

NOTE
This attribute is mandatory for Numeric Trigger creation.

DwellTime

String

False

This property shall indicate the time interval over which the
sensor reading must have passed through this Threshold
value before the threshold is considered to be violated.

NOTE

This attribute is mandatory for Numeric Trigger creation. In
the current implementation for DwellTime, Days(D) are not
supported and Hours(H),Minutes(M) and Seconds(S) alone
are supported.

Activation

String

False

This property shall indicate the direction of crossing of the
Reading value for this Sensor that triggers the threshold.
Supported Values can be either of these: “Increasing”,
“Decreasing” or “Either”.

Decreasing: This threshold is activated when the reading
changes from a value higher than the threshold to a value
lower than the threshold.

Either: This threshold is activated when either the Increasing
or Decreasing conditions are met.

Increasing: This threshold is activated when the reading
changes from a value lower than the threshold to a value
higher than the threshold.

NOTE

This attribute is mandatory for Numeric Trigger creation.

GET

Request

https://{{ip}}/redfish/v1/TelemetryService/Triggers/ChassisindicatorL ED

Content-Type: application/json

Response

Please refer the sample response below.

{

“@odata.context” : “/redfish/v1/Smetadata#TelemetryService. Triggers”,
“@odata.etag” : “\"“1583924493\"”,

“@odata.id” : “/redfish/v1/TelemetryService/Triggers/ChassisindicatorLED”,
“@odata.type” : “#Triggers.vi_1_1.Triggers”,

“Description” : “Chassis_IndicatorLED",

“DiscreteTriggerCondition” : “Specified”,

“DiscreteTriggers” : [

{

“DwellTime” : “PT30S”,

“Name” : “LED_Blinking”,

“Severity” : “Critical”,

",

Y7

“Value” : “Blinking”
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}

]
“Id” : "ChassisIndicatorLED",

“MetricProperties” : [
“/redfish/v1/Chassis/Self#/IndicatorLED”
1

“MetricType” : “Discrete”,
“Name” : “Chassis_IndicatorLED"”,
“Status” : {
“Health” : “OK”,
“State” : “Enabled”
)3
“TriggerActions” : [
“RedfishEvent”,
“LogToLogService”

DELETE
The DELETE operation is used to delete either a numeric or a discrete trigger.

NOTE

If the value of the ServiceEnabled attribute available under the Telemetry Service
Resource (i.e. /redfish/v1/TelemetryService) is true, it signifies that the Telemetry
Service is in Enabled state and the DELETE Request will succeed and if it is false, it
signifies that the Telemetry Service is in Disabled state and it will fail with an error
message stating, “The operation failed because this service is disabled and can no
longer take incoming requests.”.

Request
https://{ip}/redfish/v1/TelemetryService/Triggers/ChassisindicatorED
Content-Type: application/json

Response
HTTP/1.1 204 No Content
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8.1 Composition Service

Composition Service contains the links of ResourceBlocks and Resource Zones

collections.

GET
Request

https://{ip}}/redfish/v1/CompositionService
Content-Type: application/json

Response

Table 216 Composition Service Properties

Name Type Read Only | Description
@odata.context String True Refer Section ODATA Properties
@odata.id String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
@odata.etag String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.
. NOTE
Oem Object This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
Status Object True Refer Section Resource for Resource.Oem.
ServiceEnabled Boolean | False Indicates whether this service is enabled.
ResourceBlocks | Object True Contains the resource blocks available on the service.
ResourceZones Object True Contains the resource zones available on the service.
PATCH
Request

https://{{ip}}/redfish/v1/CompositionService
Content-Type: application/json

Example PATCH Request Body:

{ “ServiceEnabled” : true }

Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.
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8.2 ResourceBlocks Collection
This resource shall be used to represent a collection of resourceblocks.

GET
Request
https://{{ip}}/redfish/v1/CompositionService/ResourceBlocks
Content-Type: application/json
Response

Please refer Section Collection for the JSON response properties.

8.3 ResourceBlocks

ComputeBlock: Contains the Inventory of resources like Memory and processor instances
populated from Systems/Self.

DrivesBlock: Contains the Inventory of resources like Storage instance populated from
Systems/Self.

NetworkBlock: Contains the Inventory of resources like Ethernetinterface instance
populated from Systems/Self.

GET
Request

https://{{ip}}/redfish/v1/CompositionService/ResourceBlocks/ComputeBlock
(or)
https://{{ip}}/redfish/v1/CompositionService/ResourceBlocks/DrivesBlock
(or)
https://{{ip}}/redfish/v1/CompositionService/ResourceBlocks/NetworkBlock
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 217 Resource Block Instance Properties

Read

Name Type Only Description
@odata.context | String True | Refer Section ODATA Properties
@odata.id String True | Refer Section ODATA Properties

@odata.type String True | Refer Section ODATA Properties

@odata.etag String True | Refer Section ODATA Properties

Refer Table Resource Complex Types under Section

Oem Object
Resource.

452




NOTE

This property will be a part of JSON response only if an oem
property is implemented according to “How to Add OEM
extensions” document.

Id(M) String True | Resource ldentifier
Name(M) String True | Name of the Resource
Description String True | Provides description of the resource. Refer Section Resource
Status Object True | Refer Section Resource for Resource.Oem.
This property describes the composition status details for
this Resource Block.
Name Type Eﬁa ¢ Description
This represents if the Resource
Reserved | boolean | False : .
Block is reserved by any client.
The maximum number of
MaxCom compositions in which this
o Number | True .
positions Resource Block is capable of
participating simultaneously.
This property represents the
current state of the Resource
CompositionSta Object | False Block fro.m a composition
tus (M) perspective.
Name Description
Final successful
state of a
Composi . Resource Block
tionState String True | Composed which has
participated in
composition.
Indicates the
Resource Block is
Unused free and can
participate in
composition.
ResourceBlockT This property represents the types of resources available on
Array True .
ype(M) this Resource Block.
Contains references to other resources that are related to
this resource.
Name Type Eﬁl‘;d Description
Refer Table Resource Complex
Types under Section Resource.
NOTE
Links Object | True | Oem Object Z,:lrlg il;ea%rgse?l;)lfo;eesr?yo nse if
implemented according to
“How to Add OEM extensions”
document.
An array of references to the
Computer Array | true Computer Systems that are
Systems composed from this Resource
Block.

453




An array of references to the
Chassis in which this Resource
Block is contained.

Chassis Array | true

An array of references to the
Zones in which this Resource
Block is bound.

Zones Array | true

An array of references to the Processors available in this
Resource Block.

Processors Array True NOTE
This reference link will be populated only for ComputeBlock.
g{;)zisusnc;rs@od Number | True | Aninteger representing the number of items in a collection.
An array of references to the Memory available in this
Resource Block.
Memory Array True NOTE
This reference link will be populated only for ComputeBlock.
l\élce)zlrjr;;)ry@odata Number | True | An integer representing the number of items in a collection.
An array of references to the Storage available in this
Resource Block.
Storage Array True NOTE
This reference link will be populated only for DrivesBlock.
S;?Jr:tge@odata. Number | True | An integer representing the number of items in a collection.
An array of references to the Simple Storage available in this
. Resource Block.
SimpleStorage | Array True NOTE
This reference link will be populated only for DrivesBlock.
SimpleStorage Number | True | An integer representing the number of items in a collection.
@odata.count
An array of references to the Storage Drives available in this
Dri A - Resource Block.
rives rray rue NOTE
This reference link will be populated only for DrivesBlock.
glrjlr\:fzs@odata.c Number | True | Aninteger representing the number of items in a collection.
An array of references to the Ethernet Interfaces available in
Ethernetinterfac A T this Resource Block.
os rray rue NOTE
This reference link will be populated only for NetworkBlock.
Ethernetinterfac
es@odata.coun | Number | True | Aninteger representing the number of items in a collection.

1
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PATCH

Request
https://{{ip}}/redfish/v1/CompositionService/ResourceBlocks/ComputeBlock
(or)
https://{{ip}}/redfish/v1/CompositionService/ResourceBlocks/DrivesBlock
(or)
https://{{ip}}/redfish/v1/CompositionService/ResourceBlocks/NetworkBlock
Content-Type: application/json
Content-Type: application/json

Example PATCH Request Body:

{
“CompositionStatus” : {
“Reserved” : false
}
}
Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.

8.4 ResourcZone Collection
This resource shall be used to represent a collection of ResourceZones.

GET
Request

https://{ip}}/redfish/v1/CompositionService/ResourceZones
Content-Type: application/json

Response

Please refer Section Collection for the JSON response properties.
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8.5 ResourceZone

GET

Request

https://{ip}}/redfish/v1/CompositionService/ResourceZones/1
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 218 ResourceZone Instance Properties

Name Type Read Only | Description

(@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties
Refer Table Resource Complex Types under Section
Resource.

Oem Object NOTE

This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.

Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
o . Provides description of the resource. Refer Section
Description String True
Resource
Status Object True Refer Section Resource for Resource.Status.

Contains references to other resources that are
related to this resource.

Read

Name Type only

Description

Refer Table Resource
Complex Types under
Section Resource.

NOTE

It will be present in
Links Object True Oem Object response if there is
an oem property
implemented
according to "How to
Add OEM extensions”
document.

An array of references
Resource Array true to the Resource Blocks
Blocks that are used in this
Zone.
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8.6 CollectionCapabilities Annotation

The CollectionCapabilities annotation allows a client to discover which collections in the
service support compositions, and how the POST request for the collection is formatted,
as well as what properties are required.

“@Redfish.CollectionCapabilities” is available under the following resources:-

«  Systems Collection — “redfish/v1/Systems”

«  ResourceZone Instance — “redfish/v1/CompositionService/ResourceZones/1"
The following attributes are available in @Redfish.CollectionCapabilities annotation:-

Table 219 Collection Capabilities Annotation Property List

Name Type Read Only | Description

This property shall contain an array of objects that
describe the capabilities of this resource collection.

Capabilities Array True For the properties of Capabilities please refer Table
Capabilities Annotation Property List.
@odata.type String True Refer Section ODATA Properties
This property shall contain the maximum number of
MaxMembers Integer True members allowed in this resource collection. The

minimum value is 1.

Table 220 Capabilities Annotation Property List

Name Type Read Only | Description

This property represents the use case in which a client may
issue a POST request to the collection.

Enum Description
UseCase String True This capability describes a client
ComputerSystem | creating a new Computer System
Composition instance from a set of disaggregated
hardware

The Links property, as described by the Redfish
Specification, shall contain references to resources that are
related to, but not contained by (subordinate to), this

resource.
Name Type Eﬁa 2 Description
Links (M) Object True The ID(s) of the
Relatedltem | Array | True resources associated
with this capability.
Reference to the
TargetCollec Arra True collection that this
tion (M) y capabilities structure is
describing
Capabilities ' Reference to the resource the client may GET tq in order to
Object Object True understand how to form a POST request for a given
collection.
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8.7 Capabilities

Capabilities Indicates the properties to be included in a composed system.

GET
Request

https://{{ip}}/redfish/v1/Systems/Capabilities

Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned
in the following table.

Table 221 Capabilities Property List

Name Type gz?: Description

@odata.context | String | True | Refer Section ODATA Properties

@odata.id String | True | Refer Section ODATA Properties

@odata.type String | True | Refer Section ODATA Properties

@odata.etag String | True | Refer Section ODATA Properties

Id String | True | Resource ldentifier

Name (M) String | True | Name of the Resource

Links@Redfish. The value of the property is “true”.

RequiredOnCrea | String | True NOTE . ; . .

For more info about this annotation, refer below Table “List of

te . R

Property Annotation and Description
The Links property, as described by the Redfish Specification,
shall contain references to resources that are related to, but
not contained by (subordinate to), this resource
Read _—

Links (M) Object | True Name Type only Description
ResourceBlocks@Redfis String | True The value of the
h.RequiredOnCreate property is “true”
ResourceBlocks@Redfis Strina | True The value of the
h.UpdatableAfterCreate 9 property is “true”
The value of the property is true.

Boot@Redfish.O String | True NOTE

ptionalOnCreate For more info about this annotation, refer Table “List of

Property Annotation and Description”
This object shall contain properties which describe boot
information for the current resource. Changes to this object do
not alter the BIOS persistent boot order configuration. Refer
Table 17 ComputerSystem - Boot Properties for the general
properties and Table 188 List of Property Annotation and

Boot Object | False | Description for Annotation Properties.

Property Annotation/Name | Type CR)i?yd Value
BootSourceOverrideEnabled Strin True | true
@Redfish.OptionalOnCreate 9
BootSourceOverrideEnabled | Object | True | Allowable
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@Redfish.AllowableValues values list -
“Disabled”,
“Once”,
“Continuous”

BootSourceOverrideEnabled
@Redfish.UpdatableAfterCr | String | True | false
eate

BootSourceOverrideTarget@

Redfish.OptionalOnCreate | SUnd | True | true

BootSourceOverrideTarget@
Redfish.UpdatableAfterCreat | String | True | false
e

Allowable
values list -
"None", "PXe",
"F|0ppy", "Cd",
"USb", "Hdd",
“BiosSetup”,
“BootSourceOverrideTarget Obiect | True “Utilities”,
@Redfish.AllowableValues” Y “Diags”,
“UefiShell”,
“UefiTarget”,
“SDCard”,
“UefiHttp”,
“RemoteDrive”,
“UefiBootNext”
Description String | True | Provides description of the resource. Refer Section Resource
Description@Re The value of the property is true.
dfish.OptionalOn | Strin True NOTE
P 9 For more info about this annotation, refer below Table “List of
Create . N
Property Annotation and Description
Description@Re The value of the property is true.
dfish.SetOnlyOn | Strin True NOTE
) y 9 For more info about this annotation, refer below Table “List
Create . L,
of Property Annotation and Description
HostName@Red The value of the property is true.
fish.OptionalOn | String | True NOTE
) For more info about this annotation, refer below Table “List
Create . L
of Property Annotation and Description
HostName@Red The value of the property is false.
fish.UpdatableAf | String | True NOTE
: For more info about this annotation, refer below Table “List
terCreate . L
of Property Annotation and Description
Name@Redfish. The value of the property is true.
RequiredOnCrea | Strin True NOTE
q 9 For more info about this annotation, refer below Table “List
te . o,
of Property Annotation and Description
Name@Redfish. The value of the property is true.
SetOnlyOnCreat | String | True NOTE
o For more info about this annotation, refer below Table “List

of Property Annotation and Description”
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Table 222 List of Property Annotation and Description

Property Annotation

Description

Redfish.RequiredOnCreate

If this annotation value is true, the client must provide the given
property in the body of the create (POST) request else vice versa

Redfish.OptionalOnCreate

If this annotation value is true, the client may provide the property
in the body of the create (POST) request.

Redfish.SetOnlyOnCreate

If this annotation value is true, then the related property must be
provided in the body of the create (POST) request; this property is
likely a Read Only property after the resource s creation.

Redfish.UpdatableAfterCreate

If this annotation value is true, the client is allowed to update the
related property after the resource is created.

Redfish.AllowableValues

The client is allowed to use any of the specified values in the body
of the create (POST) request for the given property.

8.8 Compose a System

Client creates a composed system after identifying the needed resourceblocks and the
given capabilities information in the resourcezone.

POST

In the request, the client is creating a new Computer System using the Resource Blocks
“ComputeBlock”, "DrivesBlock” and “NetworkBlock”.

Request

POST https://{{ip}}/redfish/v1/Systems
Content-Type: application/json

Example POST Request Body:

{

",

“Name” : “ComposedSystem”,

“Links” : {
“ResourceBlocks” : [

{ “@odata.id": "/redfish/v1/CompositionService/ResourceBlocks/ComputeBlock”},
{ “@odata.id” : "/redfish/v1/CompositionService/ResourceBlocks/DrivesBlock” },
{ “@odata.id” : "/redfish/v1/CompositionService/ResourceBlocks/NetworkBlock” }

]
)
}

Response

The response status is 201 with below response. For Error Responses refer Section
“Redfish Error Response” and Section “Status Codes”.
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“@odata.context” : “/redfish/v1/Smetadata#ComputerSystem.ComputerSystem”,
“@odata.etag” : "W/\"1657019270\"",
“@odata.id” : “/redfish/v1/Systems”,
“@odata.type” : “#ComputerSystem.v1_15_0.ComputerSystem”,
“Actions” : {
“#ComputerSystem.Reset” : {
“@Redfish.ActionInfo” : “/redfish/v1/Systems/Self/ResetActioninfo”,
“target” : “/redfish/v1/Systems/Self/Actions/ComputerSystem.Reset”
}
)
“Boot” : {
“BootSourceOverrideEnabled” : “Continuous”,
“BootSourceOverrideEnabled@Redfish.AllowableValues” : [
“Disabled”,
“Once”,
“Continuous”
l
“BootSourceOverrideTarget” : “Pxe”,
“BootSourceOverrideTarget@Redfish.AllowableValues” : [
“None”,
“Pxe”,
“Floppy”,
“cd”,
“Usb”,
“Hdd”,
“BiosSetup”,
“Utilities”,
“Diags”,
“UefiShell”,
“UefiTarget”,
“SDCard”,
“UefiHttp”,
“RemoteDrive”,
“UefiBootNext”
]

“UefiTargetBootSourceOverride” : null
2

“Description” : “Computer System”,
“Ethernetinterfaces” : {

“@odata.id” : “/redfish/v1/Systems/Self/Ethernetinterfaces”
)
“HostName” : null,
“Id” : “ComposedSystem”,
“Links” : {

“ResourceBlocks” : [

{
“@odata.id” : “/redfish/v1/CompositionService/ResourceBlocks/ComputeBlock”

“@odata.id” : “/redfish/v1/CompositionService/ResourceBlocks/DrivesBlock”

~ ~

“@odata.id” : “/redfish/v1/CompositionService/ResourceBlocks/NetworkBlock”
}
|
)3

“”

Memory” : {
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)

“@odata.id” : “/redfish/v1/Systems/Self/Memory”

“Name” : “ComposedSystem”,

“PowerState” : “On”,

“Processors”: {
“@odata.id” : “/redfish/v1/Systems/Self/Processors”

)

“SimpleStorage” : {

)

“@odata.id” : “/redfish/v1/Systems/Self/SimpleStorage”

“Storage” : {
“@odata.id” : “/redfish/v1/Systems/Self/Storage”

)

“SystemType” : “Composed”,
“UUID” : “a374466-c48c-42d6-9cb9-179252b505f2”

GET

To get the newly created composed system

Request

https://{{ip}}/redfish/v1/Systems/{{new_system}}
Content-Type: application/json

Response

The response of the request will be in JSON format. The properties are mentioned

in the following table.

Table 223 Newly Composed System Properties

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

@odata.etag String True Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object NO.TE . .
This property will be a part of JSON response only if
an oem property is implemented according to “How
to Add OEM extensions” document.

Id String True Resource Identifier

Name (M) String True Name of the Resource

o . Provides description of the resource. Refer Section

Description String True

Resource
. An enumeration that indicates the kind of system that
SystemType String True .
this resource represents.
ComputerSystem allows the user to perform Reset
. . Action and it's allowable values are as given in

Actions Object True .

Section Resource. Please refer Reset enum type
under Resource.
The Links property, as described by the Redfish

Links (M) Object False Specification, shall contain references to resources

that are related to, but not contained by (subordinate
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to), this resource

Read —
Name Type only Description
Resource Arra False An array of references
Blocks y to the Resource Blocks

uuID

String

True

The value of this property shall be used to contain a
universal unique identifier number for the system.
RFC4122 describes methods that can be used to
create the value. The value should be considered to
be opaque. Client software should only treat the
overall value as a universally unique identifier and
should not interpret any sub-fields within the UUID.

NOTE
This can be populated by Host Interface, (Extra Bios
Support is needed).

HostName

String

True

The value of this property shall be the host name for
this system, as reported by the operating system or
hypervisor. This value is typically provided to the
Manager by a service running in the host operating
system.

NOTE

Northbound APl is supported but still requires host
interface and host agent support from host agent
and in-band communication channel and platform
specific porting needed; require specific platform
libraries support and hook between the specific
libraries and gami module should be added.

PowerState

String

True

The current power state of the system.

NOTE
This can be populated by Host Interface, (Extra Bios
Support is needed).

Enum Description

On The system is powered on.

The system is powered off, although some
Off components may continue to have AUX
power such as management controller.

Boot

Object

True

This object shall contain properties which describe
boot information for the current resource. Changes to
this object do not alter the BIOS persistent boot order
configuration. Refer Table ComputerSystem Boot
Properties

NOTE
This can be populated by Host Interface, (Extra Bios
Support is needed).

Processors(N)

Object

True

A reference to the collection of Processors
associated with this system.

NOTE
This can be populated by Host Interface, (Extra Bios
Support is needed).

Ethernetinterface
s(N)

Object

True

A reference to the collection of Ethernet interfaces
associated with this system.

' NOTE
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This can be populated by Host Interface, (Extra Bios
Support is needed).

A reference to the collection of storage devices
associated with this system.

SimpleStorage(N

) Object True NOTE

This can be populated by Host Interface, (Extra Bios
Support is needed).

A reference to the collection of Memory associated
with this system.

Memory(N) Object True NOTE
This can be populated by Host Interface, (Extra Bios
Support is needed).

A reference to the collection of storage devices
associated with this system.

Storage(N) Object True NOTE
This can be populated by Host Interface, (Extra Bios
Support is needed).

PATCH

The client can update an already created composition through PATCH. This can be
done by updating the ResourceBlocks array found in the composed resource. When
using PATCH, the same array semantics should be applied.

Request
https://{{ip}}/redfish/v1/Systems/{{new_system}}
Content-Type: application/json

Example PATCH Request Body:

{
“Links” : {
“ResourceBlocks” : [
{}I
{“@odata.id” : “/redfish/v1/CompositionService/ResourceBlocks/NetworkBlock” },
null
|
}
}
Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and “Status Codes”.
DELETE

Request

DELETE https://{{ip}}/redfish/v1/Systems/{{new_system}}
Content-Type: application/json

Response

The response status is 204 and no response body. For Error Responses refer
Section "Redfish Error Response” and “Status Codes”.
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Operation Apply Time will run as a task service and it is used to specify when the operation
should be executed. Services may accept the @Redfish.OperationApplyTime annotation in
the POST (create), DELETE (delete), or POST (action) request body. This annotation
enables the client to control when an operation is carried out.

For example, if the client wants to delete a particular Volume resource, but can only safely
do so when a reset occurs, the client can use this annotation to instruct the service to
delete the Volume on the next reset.

If multiple operations are pending, the service shall process them in the order in which the
service receives them.

Services that support the @Redfish.OperationApplyTime annotation for create and delete
operations on a Resource Collection shall include the
@Redfish.OperationApplyTimeSupport response annotation for the Resource Collection.

Services that support the @Redfish.OperationApplyTime annotation for an action shall
include the @Redfish.OperationApplyTimeSupport response annotation for the action.

9.1 Supported URI’s:

Reset Actions
«  https://{{ip}}/redfish/v1/Chassis/Self/Actions/Chassis.Reset
«  https://{{ip}}/redfish/v1/Managers/Self/Actions/Manager.Reset
«  https://{{ip}}/redfish/v1/Systems/Self/Actions/ComputerSystem.Reset

9.1.1 Reset Action:

Request

https://{ip}}/redfish/v1/Chassis/Self/Actions/Chassis.Reset
https://{{ip}}/redfish/v1/Managers/Self/Actions/Manager.Reset
https://{{ip}}/redfish/v1/Systems/Self/Actions/ComputerSystem.Reset
Content-Type: application/json

Sample POST Request Body:

{
“ResetType”: “On”,
“@Redfish.OperationApplyTime” : “AtMaintenanceWindowStart”,
“MaintenanceWindowStartTime” : “2019-10-25T02:00:00+05:30"
}

Example for Manager Reset with OperationApplyTime
https://{{ip}}/redfish/v1/Managers/Self/Actions/Manager.Reset
Content-Type: application/json

Example for POST Request Body with MaintenanceWindowStart:
{
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“ResetType”: “ForceRestart”,
“@Redfish.OperationApplyTime”: “AtMaintenanceWindowStart”,
“MaintenanceWindowStartTime"”: “2079-10-25T02:00:00+05:30"

}
Example for POST Request Body with Immediate
{
“ResetType”: “ForceRestart”,
“@Redfish.OperationApplyTime”: “Immediate”,
}
Response
The response of the request will be in JSON format with the success status code as
202.
Sample Response:
{

“@odata.context”: “/redfish/v1/Smetadata#Task. Task”,

“@odata.id”: “/redfish/v1/TaskService/Tasks/2",

“@odata.type”: “#Task.vi_4_2.Task”,

“Description”: “Task for System Self Reset Maintenance Window Task”,
“Id”: 2",

“Name”: “Systems SelfReset Maintenance Window Task”,
“TaskMonitor”: “/redfish/v1/TaskService/TaskMonitors/1’

“TaskState”: “New”

Table 224 Operation Apply Time Response

Name Type Read Only | Description

@odata.context String True Refer Section ODATA Properties

@odata.id String True Refer Section ODATA Properties

@odata.type String True Refer Section ODATA Properties

Id(M) String True Refer Section Resource

Name(M) String True Refer Section Resource

o . Provides description of the resource. Refer Section

Description String True
Resource

TaskState String True Please refer TaskState property in Table 130 Task
Property
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Table 225 Redfish Settings Operation Apply Time - GET response

Name Type Read Only | Description
@odata.type String True Refer Section ODATA Properties
gﬂoa&nSEp;?gsx‘Véz number | True Thi§ property in‘dicate‘s the expiry time of
maintenance window in seconds.
conds
This property indicates the location of the
maintenance window settings.
MaintenanceWin Object True Name Type ReadOnly Descriptiop
dowResource Refer Section
@odata.id | String | True ODATA
Properties
This property indicates the start time of a
) ) maintenance window specified by client.
MaintenanceWin .
dowStartTime String True NOTE '
The property format same as DateTime property
from other URI's
The time when the settings can be applied.
A service shall advertise its applytime capabilities
using this property as to when a Setting resource can
be applied.
SupportedValues | Array True Enum Description
Immediate Apply immediately.

Apply during a maintenance
window as specified by an
administrator.

AtMaintenanceWindo
wStart

Table 226 Redfish Settings Operation Apply Time - POST request parameters

Name Type Read Only | Description
The time when the settings can be applied.
A service shall advertise its applytime capabilities
using this property as to when a Setting resource can
. . be applied.
g&edf; s?i.razeratl String False Enum Description
PPl Immediate Apply immediately.
AtMaintenanceWindo Apply during a ”??'”te”ance
window as specified by an
wStart o
administrator.
MaintenanceWin . This represents the start time of Maintenance
String False

dowsStartTime

window.
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The link to configure RADIUS server from Redfish will come under the

ExternalAccountProviders.

10.1 RADIUS settings

GET
Request

https://{ip}}/redfish/v1/AccountService/ExternalAccountProviders/RADIUS

Content-Type: application/json

Table 227 RADIUS settings properties

Name Type e

Description

Only
@odata.context | String

Refer Section ODATA Properties

True
@odata.id String

Refer Section ODATA Properties

True
@odata.type String

Refer Section ODATA Properties

True
@odata.etag String True

Refer Section ODATA Properties

Refer Table Resource Complex Types under Section
Resource.

Oem Object

NOTE

This property will be a part of JSON response only if an
oem property is implemented according to “How to
Add OEM extensions”document.

Id(M) String | True

Refer Section Resource

Description String True

Refer Section Resource

Name(M) String | True

Refer Section Resource

ServiceEnabled Boolean | False

The value of this property shall be a boolean indicating
whether this service is enabled.

This property shall contain the type of external account
provider to which this Service connects.

Enum

Description

AccountProvider

String True

RedfishService

The external account provider shall be a
DMTF Redfish Specification-comformant
service. The ServiceAddresses format
shall contain a collection of URIs that
correspond to a Redfish Account Service
entity.

Types

Service

ActiveDirectory

The external account provider shall be a
Microsoft Active Directory Technical
Specification-comformant service. The
ServiceAddresses format shall contain a
collection of fully qualified domain names
(FQDN) or NetBIOS names that links to the
set of domain servers for the Active
Directory service.
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The external account provider shall be an
RFC4511-conformant service. The
. ServiceAddresses format shall contain a
LDAPService : e .
collection of fully qualified domain names
(FQDN) that links to the set of LDAP
servers for the Service.
An OEM-specific external authentication
OEM : .
or directory service.
Table 228 OEM Properties
Name | Type Read Only | Description
Contains information related to AMI features supported by the
Service.
Name Type gﬁ?f Description
. Refer Section ODATA
@odata.type String | True Properties
A reference to the resource
AdvancedRADIUSSetting
AdvancedRADI Obiect | True NOTE
USSettings J This property is shown only
if the Radius Server is
configured
This property shall contain
ServiceAddress | String | False | the IPv4/IPv6 address
assigned to the Radius Server
This property shall contain
. . the port on which the radius
Ami Object | False ServicePort String | False | server is running
NOTE
Default port is 1812
This property shall contain
the text string that serves as
. a password between hosts
Secret String | False NOTE
This property will be
displayed as null always
Timeout Integer | True Default timeout in seconds
for RADIUS authentication
This object shall contains
details of the extended
ExtendedPrivile Object | False privileges allowed for RADIUS

ge

servers.
Refer Table Extended
Privilege Object
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Table 229 Extended Privilege Object

Name Type Read Only | Description
This object shall contain information of the extended
privileges allowed for RADIUS servers.
Name Type (R)ﬁ?yd Description
The value of this
property shall be a
KVMAccess | Boolean | False | boolean indicating
ExtendedPrivilege | Object | False the KVM access to
the RADIUS server
The value of this
property shall be a
VMediaAcc Boolean | False Boolean indicating
ess the VMedia access

to the RADIUS
server

Sample GET Response Body when the RADIUS server is not configured:

{

“@odata.context” : “/redfish/v1/Smetadata#ExternalAccountProvider.ExternalAccountProvider”,

“@odata.etag”: “\"1584337147\"",

“@odata.id” : “/redfish/v1/AccountService/ExternalAccountProviders/RADIUS”,

7

“@odata.type” : “#ExternalAccountProvider.v1_1_2.ExternalAccountProvider”,
“AuthenticationType” : "OEM”,

7

“Description” : “RADIUS server settings”,
“Id” : "RADIUS Server”,
“Name” : “RADIUS Settings”,

“0em”: {
“Ami” : {

“@odata.type” : “#AMIExternalAccountProvider.v1_0_0.AMIExternalAccountProvider”,

“ExtendedPrivilege” : {
“KVMAccess” : false,
“VMediaAccess” : false

)

“Secret” : null,

“ServiceAddress” : null,
“ServicePort”: 1812,

“Timeout” : 3
}
)3

“ServiceEnabled” : false

}

Sample GET Response Body when the RADIUS server is configured:

{

“@odata.context” : “/redfish/v1/Smetadata#ExternalAccountProvider.ExternalAccountProvider”,

“@odata.etag”: "\"1584337147\"”,

“@odata.id” : “/redfish/v1/AccountService/ExternalAccountProviders/RADIUS”,
“@odata.type” : “#ExternalAccountProvider.v1_1_2.ExternalAccountProvider”,
“AuthenticationType” : "OEM”,
“Description” : “RADIUS server settings”,
“Id” : "RADIUS Server”,
“Name” : “RADIUS Settings”,

“Oem” A
“Ami” :A{
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“@odata.type” : “#AMIExternalAccountProvider.vi_0_0.AMIExternalAccountProvider”,
“AdvancedRADIUSSettings” : {
“@odata.id” :“/redfish/v1/AccountService/ExternalAccountProviders/RADIUS/Oem/Ami/Ad
vancedRADIUSSetting”

)
“ExtendedPrivilege” : {

“KVMAccess” : true,
“VMediaAccess” : true

)

“Secret” : null,

“ServiceAddress”: “10.0.122.57",

“ServicePort”: 1812,

“Timeout” : 3

}
)3

“ServiceEnabled” : “true”

)
PATCH

Request
PATCH https://{{ip}}/redfish/v1/AccountService/ExternalAccountProviders/RADIUS

Content-Type: application/json

Request Body
Example PATCH Request Body:
{
“Oem” A
“Ami” : {

“ExtendedPrivilege” : {
“KVMAccess” : false,
“VMediaAccess” : false

)

“Secret” : “testing123”,

“ServiceAddress” : “10.0.125.48",

“ServicePort” : 1812

}
)3

“ServiceEnabled” : true

}
Response

The response status is 204 with no body. For Error Responses refer Section
“Redfish Error Response” and “Status Codes”.

NOTE
If the value for the property ServiceEnabled is false, the PATCH request will

respond with error message Service Disabled until ServiceEnabled is set to true.

471



11.1 Privilege
11.1.1 Privilege Registry

These registries contain a mapping of the resources within the Redfish Service and which
privileges are allowed to perform the specified operations against those resource. This
information allows a client to determine which roles should have specific privileges and
thus map accounts to those roles to perform the desired operations on Redfish Resources.
Almost all standard entities have their corresponding privilege definition in the Privilege
Registry. For the entity that is not defined in the Privilege Registry, the default privilege is
Login.

11.1.2 OEM Privilege

The AMI predefined OEM privileges are listed below. If there is a need to add additional
OEM privilege, please refer to the “MegaRAC Redfish -How to Add OEM extensions”
document.

Refer the privilege redistry file entity definition.
/redfish/v1/Registries/Redfish_1.3.0_PrivilegeRegistry.json

Table 230 OEM URIs

URI Entity
/redfish/v1/0em/Ami/Configurations AMIConfigurations
/redfish/v1/AccountService/Oem/Ami/Configurations AMIAccountServiceConfigurations
/redfish/v1/0em/Ami/InventoryData/Status AMlInventoryStatus

{)rlzdflsh/ﬂ /Systems/{{systems_instance}}/Oem/Ami/BiosTa AMIBiosTable

{)rlzc;fe:zfs\/ﬂ /Systems/{{systems_instance}}/Oem/Ami/BiosTa AMIBiosTableTags

(/) rr?/(;gf:/ﬂ /Systems/{{system_instances}}/Oem/Ami/Invent InventoryCRC
/redfish/v1/EventService/Oem/Ami/SMTP/Certificates AMISMTPCertificateCollection

/redfish/v1/EventService/Oem/Ami/SMTP/Certificates/{{Cer

tificateinstance}} AMISMTPCertificate

Table 231 OEM Action URIs

URI Az
Privilege
/redfish/v1/Managers/{{system_instance}}/Actions/Oem/A Manager
MIVirtualMedia.ConfigureCDInstance
/redfish/v1/Managers/{{system_instance}}/Actions/Oem/A Manager

MIVirtualMedia.EnableRMedia

/redfish/v1/UpdateService/Actions/Oem/UpdateService.Uplo

adCABundle UpdateService

/redfish/v1/Managers/{{system_instance}}/Actions/Oem/A
MIManager.RedfishPowerSaveMode

Manager
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/redfish/v1/Managers/{{system_instance}}/Actions/Oem/A Manager
MIManager.BackupConfig 9
/redfish/v1/Managers/{{system_instance}}/Actions/Oem/A Manager
MIManager.RestoreConfig 9

11.2 Predefined Roles

Table 232 Predefined Roles

Predefined Roles Assigned Privileges

“Login”, “ConfigureManager”, “ConfigureUsers” , “ConfigureSelf”,

Administrator “ConfigureComponents”

ReadOnly “Login”, “ConfigureSelf”

Operator “Login”, “ConfigureSelf”, “ConfigureComponents”

“Login”, “ConfigureManager”, “ConfigureUsers” , “"ConfigureSelf”,

HostInterfaceAdministrator “ConfigureComponents” , “ConfigureHostInterface”

NOTE
HostInterfaceAdministrator role is only for HostInterface Accounts and this role should not
be used for creating new redfish account.
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11.3 Redfish Inventory Support

In BMC, Redfish Inventory will be populated if :-
*  Hostinterface support is enabled in Redfish PRJ Configuration.
*  AMI BIOS with Redfish Support is available.

Important: Please contact with your sales representative for further information on AMI BIOS
Package distribution for Redfish Inventory Support.

The following are the resource URI s that can be populated through Host Interface:-

All the Attributes mentioned in this APl document for the below mentioned resources will be
Northbound supported. Based on BIOS provided data for these resources, values are
populated for the properties as mentioned in the Excel AMI_RedfishSchemaSupportList.pdf
which can be referred by contacting BIOS Sales Team.

Systems
*  Processor, SubProcessors, ProcessorMetrics
*  Memory, MemoryDomains, MemoryChunks and MemoryMetrics

e  Systems Instance FutureState (SD) (Boot Properites), BootOption, Bios,
SecureBoot, SecureBootDatabases

Ethernetinterface, VLANNetworkInterface, NetworkInterface

Storage, Volume, Drives, SimpleStorage, StorageControllers

AccelerationFunction, OperationConfigs

Chassis
* PCleDevice, PCleFunction, PCleSlots
*  Networklnterfaces, Ports
*  NetworkAdapters, NetworkDeviceFunctions
* Assembly, MediaController Instance

OR

Northbound API is supported but still requires host agent support from host agent and in-
band communication channel and platform specific porting needed (require specific
platform libraries support and hook between the specific libraries and gami module should
be added.)

Host Agent should be running in Host and should be capable to send this information
through a channel created between Host & BMC like IPMI/KCS/USB interface etc or by
some other proprietary protocol.

Sync agent OEM extension should be written in which this data should be written onto
redis db. Customer can refer section 1.3 in “How to add OEM Extensions” for it.
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12.1 Event

Table 233 Event Properties

Name Type Read only | Description
@odata.context String True Refer Section ODATA Properties
@odata.type String True Refer Section ODATA Properties
Refer Table Resource Complex Types under
Section Resource.
. NOTE
Oem Object True This property will be a part of JSON response
only if an oem property is implemented according
to “"How to Add OEM extensions” document.
Id(M) String True Resource Identifier
Name(M) String True Name of the Resource
A context can be supplied at subscription time.
Context String True This property is the context value supplied by the
subscriber.
Each event in this array has a set of properties that
describe the event. Since this is an array, more
Events Array True than one event can be sent simultaneously.
NOTE
Refer Table given below.
Events@odata.co Nurmber True An integer representing the number of items in a

unt

collection.

Table 234 EventRecord Properties

Name

Type

Read only

Description

Context

String

True

A context can be supplied at subscription time.
This property is the context value supplied by the
subscriber.

Eventld

String

True

The value of this property shall indicate a unique
identifier for the event, the format of which is
implementation dependent.

EventTimestamp

String

True

The value of this property shall indicate the time
the event occurred where the value shall be
consistent with the Redfish service time that is
also used for the values of the Modified property.

EventType

String

True

Please refer EventTypes under Table Event
Subscription Properties.

Memberld

String

True

The value of this string shall uniquely identify the
member within the collection.

Message

String

True

This property shall contain an optional human
readable message.

MessageArgs

Array

True

This array of message arguments are substituted
for the arguments in the message when looked up
in the message registry.
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Messageld

String

True

This property shall be a key into message registry
as described in the Redfish specification.

Oem

Object

Refer Table Resource Complex Types under
Section Resource.

NOTE

This property will be a part of JSON response
only if an oem property is implemented according
to “How to Add OEM extensions” document.

OriginOfConditio
n

The value of this property shall contain a pointer
consistent with JSON pointer syntax to the
resource that caused the event to be generated.

Severity

String

True

The value of this property shall be the severity of
the event, as defined in the Status section of the
Redfish specification.
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